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22. Frage
The drop_monitor command is useful for
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A. Monitoring Check Point code drops

B. Viewing all interface drops such as RX-ERR, RX-DRP, and RX-OVR

C. Viewing all drops by Check Point code or the Gaia OS, such as RX-DRP, RX-ERR, and Gaia OS drops.
D. Showing the system temperature in real-time for multiple components, such as CPU, fan, and SSDs.

Antwort: C

Begriindung;

Explanation

The drop_monitor command is a tool that monitors and displays the packets that are dropped by the Check Point code or the Gaia
OS on the orchestrator and the appliances. It can help troubleshoot network issues and optimize performance. The command shows
the drop reason, source, destination, protocol, and port of the dropped packets, as well as the interface and the module that
dropped them.

References

*R81.20 Maestro Cheat Sheet version 7 - Check Point CheckMates1

*Support, Support Requests, Training ... - Check Point Software2

*Check Point Certified Maestro Expert (CCME) R81.X - Global Knowledge

23. Frage
Which licenses should be issued for the Orchestrator?

A. The Orchestrator is considered a Management server, hence it's licensed the same way
B. Depends on Software Blades enabled on connected appliances

C. The Orchestrator requires NGTX license

D. No licenses are required for Orchestrator

Antwort: D

Begrindung;

Orchestrators in many network environments do not require separate licenses, as they primarily function to manage and distribute
network traffic.

References

*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 1: Introduction to Check Pomnt Maestro, Lesson 1.2:
Maestro Licensing, page 1-8

*Check Point R81 Maestro Administration Guide, Chapter 1: Introduction to Check Point Maestro, Section:

Maestro Licensing, page 1-6

* Activation of a Quantum Maestro Orchestrator - Check Point Software

24. Frage
When working with Maestro, what is the difference between using Clish and gClish?

¢ A. Clish commands apply to all UP SG members, by default. gClish commands apply to all SG members, by default.

¢ B. Clish commands are for testing purposes only and cannot be saved, gClish commands apply to all SG members, by
default.

e (. Clish commands are run on the SG members. gClish commands are run on the MHO and applied to all connected SG
menbers in a specified group.

e D. Clish commands apply only to a specific SG member. gClish commands apply to all UP SG members, by default.

Antwort: C

25. Frage
Which distribution mode assigns packets to an SGM based solely on the packet destination IP?

A. Manual mode

B. Auto-topology mode
C. User mode

D. Network mode



Antwort: D

Begrindung;

Explanation

Network mode is the distribution mode that assigns packets to an SGM based solely on the packet destination IP. In this mode, the
Orchestrator uses a hash function to map each destination IP to a specific SGM. This mode ensures that all packets with the same
destination IP are processed by the same SGM, regardless of the source IP or port. This mode is suitable for scenarios where the
destination IP is the main factor for load balancing, such as NAT or VPN.

References

*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 2: Maestro Security Groups, Lesson 2.4: Traffic
Flow, page 2-19

*Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Traffic Distribution, page 2-7
*Maestro basic setup documentation - Page 2 - Check Point CheckMates

26. Frage
‘Which command should be used to restart Orchestrator service only?

A. orchd restart

B. service orchestrator restart
C. reboot

D. cpstop; cpstart

Antwort: A

Begrindung;

Explanation

Page 313 from the training manual:

- Restart the service:

orchd restart

- Restart the service without confirmation
service orchd restart
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