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Amazon AWS Certified Solutions Architect - Associate (SAA-C03) Sample
Questions (Q13-Q18):

NEW QUESTION # 13

You have a periodic Image analysis application that gets some files In Input analyzes them and tor each file writes some data in
output to a ten file the number of files in input per day is high and concentrated in a few hours of the day.

Currently you have a server on EC2 with a large EBS volume that hosts the input data and the results it takes almost 20 hours per
day to complete the process

‘What services could be used to reduce the elaboration time and improve the availability of the solution?
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A. S3 to store I/O files, SNS to distribute evaporation commands to a group of hosts working in parallel. Auto scaling to
dynamically size the group of hosts depending on the nurmber of SNS notifications

B. EBS with Provisioned IOPS (PIOPS) to store I/O files SOS to distribute elaboration commands to a group of hosts
working in parallel Auto Scaling to dynamically size the group ot hosts depending on the length of the SQS queue.

C. EBS with Provisioned IOPS (PIOPS) to store I/O files. SNS to distribute elaboration commands to a group of hosts
working in parallel Auto Scaling to dynamically size the group of hosts depending on the number of SNS notifications

D. S3 to store I/O files. SQS to distribute elaboration commands to a group of hosts working in parallel. Auto scaling to
dynamically size the group of hosts depending on the length of the SQS queue

Answer: D

NEW QUESTION # 14

A Solutions Architect is considering possible options for improving the security of the data on an Amazon EBS volunre attached to
an Amazon EC2 mnstance.

‘Which solution will improve the security of the data?

A. Use Amazon single sign-on to control login access to the EC2 instance
B. Create an 1 AM policy that restricts read and write access to the volume
C. Use AWS KMS to encrypt the EBS volume

D. Migrate the sensitive data to an instance store volume

Answer: C

Explanation:

Explanation

https’//docs.aws.amazon.conmvkms/latest/developerguide/services-ebs. html

"Using CMKs and Data Keys

When you create an encrypted Amazon EBS volume, you specify an AWS KMS customer master key (CMK).

By default, Amazon EBS uses the AWS managed CMK for Amazon EBS in your account. However, you can specify a customer
managed CMK."

NEW QUESTION # 15

While debugging a backend application for an IoT system that supports globally distributed devices, a Solutions Architect notices
that stale data is occasionally being sent to user devices. Devices often share data, and stale data does not cause issues in most
cases. However, device operations are disrupted when a device reads the stale data after an update.

The global system has multiple identical application stacks deployed i different AWS Regions. Ifa user device travels out of its
home geographic region, it will always connect to the geographically closest AWS Region to write or read data. The same data is
available in all supported AWS Regions using an Amazon DynamoDB global table.

‘What change should be made to avoid causing disruptions in device operations?

¢ A. Enable strong consistency globally on a DynamoDB global table. Update the backend to use strongly consistent reads.

¢ B. Switch the backend data store to Amazon Aurora MySQL with cross-region replicas. Update the backend to always
write to the master endpoint.

e C. Select one AWS Region as a master and performall writes in that AWS Region only. Update the backend to use strongly
consistent reads.

e D. Update the backend to use strongly consistent reads. Update the devices to always write to and read from their home
AWS Region.

Answer: D

NEW QUESTION # 16
‘When will you incur costs with an Elastic [P address (EIP)?

A. When t is allocated and associated with a running instance

B. When it is allocated and associated with a stopped instance

C. When an EIP is allocated

D. Costs are incurred regardless of whether the EIP associated with a running instance



Answer: B

NEW QUESTION # 17

An ecommerce company runs applications in AWS accounts that are part of an organization in AWS Organizations The applications
run on Amazon Aurora PostgreSQL databases across all the accounts The company needs to prevent malicious activity and must
identify abnormal failed and incomplete login attempts to the databases Which solution will meet these requirements in the MOST
operationally efficient way?

¢ A. Publish the Aurora general logs to a log group in Amazon CloudWatch Logs Export the log data to a central Amazon S3
bucket

¢ B. Enable the Amazon RDS Protection feature in Amazon GuardDuty for the member accounts of the organization

¢ C. Attach service control policies (SCPs) to the root of the organization to identify the failed login attempts

e D. Publish all the Aurora PostgreSQL database events in AWS CloudTrail to a central Amazon S3 bucket

Answer: A

Explanation:

This option is the most operationally efficient way to meet the requirements because it allows the company to monitor and analyze
the database login activity across all the accounts in the organization. By publishing the Aurora general logs to a log group in Amazon
CloudWatch Logs, the company can enable the logging of the database connections, disconnections, and failed authentication
attempts. By exporting the log data to a central Amazon S3 bucket, the company can store the log data in a durable and cost-
effective way and use other AWS services or tools to perform firther analysis or alerting on the log data. For exanple, the company
can use Amazon Athena to query the log data in Anmazon S3, or use Ammazon SNS to send notifications based on the log data.

A). Attach service control policies (SCPs) to the root of the organization to identify the failed login attempts.

This option is not effective because SCPs are not designed to identify the failed login attempts, but to restrict the actions that the
users and roles can perform in the member accounts of the organization. SCPs are applied to the AWS API calls, not to the
database login attempts. Moreover, SCPs do not provide any logging or analysis capabilities for the database activity.

B). Enable the Amazon RDS Protection feature in Amazon GuardDuty for the member accounts of the organization. This option is
not optimal because the Amazon RDS Protection feature in Amazon GuardDuty is not available for Aurora PostgreSQL databases,
but only for Amazon RDS for MySQL and Amazon RDS for MariaDB databases. Moreover, the Amazon RDS Protection feature
does not monitor the database login attempts, but the network and API activity related to the RDS instances.

D). Publish all the Aurora PostgreSQL database events in AWS CloudTrail to a central Amazon S3 bucket.

This option is not sufficient because AWS CloudTrail does not capture the database login attempts, but only the AWS API calls
made by or on behalf of the Aurora PostgreSQLdatabase. For example, AWS CloudTrail can record the events such as creating,
modifying, or deleting the database instances, clusters, or snapshots, but not the events such as connecting, disconnecting, or failing
to authenticate to the database.

References:

1 Working with Amazon Aurora PostgreSQL - Amazon Aurora

2 Working with log groups and log streans - Amazon CloudWatch Logs

3 Exporting Log Data to Amazon S3 - Amazon CloudWatch Logs

[4] Amazon GuardDuty FAQs

[5] Logging Amazon RDS API Calls with AWS CloudTrail - Amazon Relational Database Service

NEW QUESTION # 18

To cater to the different needs of different customers, our product for AWS-Solutions- Associate exam have provide three different
versions of practice materials. I f'you are more like the paper version, then PDF version will be your choice, since this version can be
printed. If you are more likely to use the computer, the Desktop version is your choice, this version can provide you the feeling of the
Real AWS-Solutions- Associate Exam.If you prefer to practice the materials on online, then online version is your choice, this version
support all web browers, and you can practice it in your free time if you want. Just try it, there is always a version for you.
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