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Oracle Cloud Infrastructure 2025 Multicloud Architect Professional Sample
Questions (Q11-Q16):

NEW QUESTION # 11

ABC company uses Okta as its identity provider and wants to federate with OCI to enable single sign-on (SSO) for accessing OCI
resources. Users should be granted access to OCI compartments based on their Okta group memberships.

Which is the most direct and recommended approach to achieve this?

e A Use SCIM provisioning to create and manage OCI users based on Okta user attributes and group memberships.

e B. Establish a VPN connection between your on-premises network and OCI and configure Active Directory Federation
Services (AD FS) to bridge Okta and OCL

e C. Configure Okta as a SAML 2.0 Identity Provider in OCI and map Okta groups to OCI groups.

¢ D. Create a custom application in Okta that uses the OCI API to authenticate users and authorize access to resources.
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Answer: C

Explanation:

Here's why:

SAML 2.0 is the standard for web-based SSO: It's a mature and widely supported protocol for exchanging authentication and
authorization data between identity providers (like Okta) and service providers (like OCI).

Direct Federation: Configuring Okta as a SAML IdP in OCI establishes a direct trust relationship, elimnating the need for
mtermediaries like VPNs or AD FS.

Group Mapping: OCI allows you to map Okta groups to OCI groups. This is crucial for implementing role-based access control
(RBAC) and granting users access to specific OCI compartments based on their existing Okta group memberships. This simplifies
user management and ensures consistent access policies.

Why the other options are less suitable:

B). Use SCIM provisioning: While SCIM (System for Cross-domain Identity Management) is useful for user lifecycle management
(creating, updating, and deleting users), it's not the primary mechanism for SSO. It focuses on provisioning identities, not
authenticating them for access. You would still need SAML for SSO.

O). Establisha VPN connection and use AD FS: This adds unnecessary complexity. A VPN is for network connectivity, not identity
federation. Introducing AD FS adds another layer of infrastructure and management overhead when a direct SAML integration is
available.

D). Create a custom application: Building a custom application is a complex and time-consuming approach. It requires significant
development effort and ongoing maintenance. Using the built-in SAML integration is far more efficient and secure.

NEW QUESTION # 12
What is an IdP in the context of federating Oracle Cloud Infrastructure with external identity providers?

A. A service that calls upon a service provider to authenticate users

B. An Oracle Cloud Infrastructure component that manages access to resources
C. A service that provides identifying credentials and authentication for users

D. A security protocol used to authenticate users in a federated environment

Answer: C

Explanation:

An Identity Provider (IdP) in OCI federation is a service that authenticates users and provides their identity credentials, such as
Microsoft Entra ID or another SAML-compliant provider. It doesn't merely call a service provider (Option A) or act as a protocol
(Option B-e.g., SAML is the protocol, not the IdP). It's also distinct from OCI's internal resource management components (Option
D), like IAM. OCT's identity federation documentation defines the IdP's role in enabling single sign-on (SSO) across clouds.

NEW QUESTION # 13
In the context of federating Oracle Cloud Infrastructure with external identity providers, what is an IdP?

A. An Oracle Cloud Infrastructure feature that controls resource access
B. A service that issues credentials and authenticates users

C. A service that requests authentication from a service provider

D. A security protocol for user authentication in a federated setup

Answer: B

Explanation:

In the context of identity federation, an Identity Provider (IdP) is the source of truth for user identities. It's the system that:

Stores user credentials: This includes usernames, passwords, and other authentication factors.

Authenticates users: It verifies user identities when they try to access resources.

Issues security tokens or assertions: After successful authentication, the IdP provides tokens (like SAML assertions or OAuth
tokens) that are used by the service provider (in this case, OCI) to grant access.

Here's why the other options are incorrect:

b). A service that requests authentication from a service provider: This describes the role of a Service Provider (SP), not an IdP.
The SP relies on the IdP for authentication.

¢). An Oracle Cloud Infrastructure feature that controls resource access: This describes OCI's Identity and Access Management
(IAM) service, which works with federated IdPs but is not the IdP itself.

d). A security protocol for user authentication in a federated setup: While protocols like SAML and OAuth are used in federation,



the IdP is the entity that uses these protocols, not the protocol itself.

NEW QUESTION # 14
Which role is required under the Microsoft Customer Agreement to accept a private offer in the Azure Marketplace for Oracle
Database@Azire?

A. Free + Paid permissions

B. User access administrator role

C. Billing account owner or contributor role
D. Enterprise administrator role

Answer: C

Explanation:

To accept a private offer in the Azure Marketplace for Oracle Database@Azure, the user must have the Billing Account Owner or
Contributor role under the Microsoft Customer Agreement. This role grants permissions to manage billing and purchasing activities,
which are required to finalize the private offer created by Oracle Sales. Options A and B lack the necessary billing authority, while
Option D (Enterprise Administrator) is a broader role not specifically tied to Azure Marketplace transactions. This is outlined in
Oracle's Database@Azure onboarding process documentation.

NEW QUESTION # 15
Which task is the customer responsible for when using Oracle Database on Google Cloud?

A. Provision Exadata VM cluster in OCI

B. Provision Exadata Infrastructure through the Google Cloud Console

C. Provision containers and pluggable databases in the Google Cloud Console
D. Update infrastructure and software in OCI

Answer: C

Explanation:

Here's a breakdown of responsibilities in the Oracle Database on Google Cloud offering;

Customer Responsibility: The customer is responsible for managing the Oracle Database itself, including;

Provisioning Container Databases (CDBs) and Pluggable Databases (PDBs): This is the core database administration task that
remains with the customer.

Database configuration, patching, and upgrades (within the database itself): While the underlying infrastructure is managed by Oracle
and Google, the database software and its configuration are the customer's responsibility.

Data management, backups, and recovery: These standard database operations are handled by the customer.

NEW QUESTION # 16
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