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Topic 1

AI Governance and Program Management: This section of the exam measures the abilities of AI Security
Governance Professionals and focuses on advising stakeholders in implementing AI security through
governance frameworks, policy creation, data lifecycle management, program development, and incident
response protocols.

Topic 2

AI Technologies and Controls: This section of the exam measures the expertise of AI Security Architects
and assesses knowledge in designing secure AI architecture and controls. It addresses privacy, ethical, and
trust concerns, data management controls, monitoring mechanisms, and security control implementation
tailored to AI systems.

Topic 3
AI Risk Management: This section of the exam measures the skills of AI Risk Managers and covers
assessing enterprise threats, vulnerabilities, and supply chain risk associated with AI adoption, including
risk treatment plans and vendor oversight.

ISACA Advanced in AI Security Management (AAISM) Exam Sample
Questions (Q19-Q24):
NEW QUESTION # 19 
An organization needs large data sets to perform application testing. Which of the following would BEST fulfill this need?

A. Performing AI data augmentation
B. Reviewing AI model cards
C. Incorporating data from search content
D. Using open-source data repositories

Answer: D

Explanation:
According to AAISM study guidance, the most direct and effective way to obtain large volumes of diverse data for application
testing is through open-source data repositories. These repositories provide freely available, well-documented, and often
standardized data that supports testing and benchmarking in a compliant manner. Model cards document AI behavior but do not
provide data. Incorporating search content may introduce legal, privacy, and quality risks. Data augmentation is useful for expanding
existing sets but does not provide the breadth or size required when starting with insufficient data. The recommended best practice
for sourcing large testing datasets is therefore the use of open-source repositories.
References:
AAISM Study Guide - AI Technologies and Controls (Data Sources and Testing Practices) ISACA AI Security Management -
Data Governance and Compliance in AI Testing

NEW QUESTION # 20 
A large financial services organization is integrating a third-party AI solution into its critical fraud detection system. Which of the
following is the BEST way for the organization to reduce risk associated with AI vendor and supply chain dependencies?

A. Focusing on performance testing to ensure the solution meets operational requirements
B. Establishing contractual agreements requiring vendors to provide evidence of secure development practices
C. Implementing isolated virtual environments to validate the integration of the fraud detection system with the solution
D. Conducting annual vulnerability assessments of the fraud detection system after integration

Answer: B

Explanation:
AAISM emphasizes supplier assurance through contractual obligations as the foundational control for AI supply chain risk.
Contracts should require verifiable evidence of secure development practices (e.g., secure SDLC, model and data provenance
documentation, SBOM/MBOM where applicable, vulnerability disclosure, patch SLAs, audit rights, incident notification, and
regulatory compliance assertions). This creates enforceable, continuous assurance beyond point-in-time tests.
* A is necessary but reactive and limited to your environment.
* B addresses performance, not supply chain security.
* D is a good isolation/validation practice but does not create vendor accountability across the lifecycle.



References:* AI Security Management (AAISM) Body of Knowledge: Third-Party and Supply Chain Governance-Contractual
security requirements, evidence-based assurance, right-to-audit.* AI Security Management Study Guide: Vendor due diligence
artifacts, secure development evidence, lifecycle obligations for AI providers.

NEW QUESTION # 21 
Which of the following approaches BEST helps to reduce model bias?

A. Ensuring diversity in training data sources
B. Decreasing the frequency of model updates
C. Utilizing a more complex model architecture
D. Increasing the number of labels per instance

Answer: A

Explanation:
AAISM frames bias risk primarily as a data problem. The most impactful mitigation is to ensure diversity and representativeness of
training data sources, thereby reducing sampling bias and improving fairness across subpopulations. More labels per instance (A)
does not correct coverage gaps; reducing update cadence (B) can entrench existing bias; and higher model complexity (C) may
overfit or obscure bias without addressing root causes. Diverse, representative datasets-paired with fairness testing-are the
recommended first-line control.
References: AI Security Management™ (AAISM) Body of Knowledge - Bias Identification and Mitigation; Data Quality and
Representativeness. AAISM Study Guide - Fairness Risk Controls; Dataset Curation and Coverage Analysis.

NEW QUESTION # 22 
A programmer suspects an AI system is inferring sensitive user information. What is the BEST action?

A. Inform the governance panel
B. Conduct a code review
C. Suggest fine-tuning
D. Alert the CIO

Answer: A

Explanation:
AAISM directs that potential privacy, ethical, or compliance risks must be escalated to the AI Governance Panel, the body
responsible for oversight, risk approval, and corrective action.
Fine-tuning (B) is premature and may worsen risk. Code review (C) does not address model-level inference issues. Escalating
directly to the CIO (D) bypasses the required governance process.
References: AAISM Study Guide - AI Governance Committees; Escalation Procedures.

NEW QUESTION # 23 
Which of the following recommendations would BEST help a service provider mitigate the risk of lawsuits arising from generative
AI's access to and use of internet data?

A. Appoint a data steward specialized in AI to strengthen security governance
B. Disclose service provider policies to declare compliance with regulations
C. Review log information that records how data was collected
D. Activate filtering logic to exclude intellectual property flags

Answer: D

Explanation:
The AAISM materials highlight that one of the primary legal risks with generative AI systems is the unauthorized use of copyrighted
or intellectual property-protected data drawn from internet sources. To mitigate lawsuits, the most effective recommendation is to
implement filtering logic that actively excludes data flagged for intellectual property risks before ingestion or generation. While
disclosing compliance policies, appointing governance roles, or reviewing logs are supportive measures, they do not directly prevent
the core liability of using restricted content. The study guide explicitly emphasizes that proactive filtering and data governance
controls are the most effective safeguards against legal disputes concerning content origin.



References:
AAISM Exam Content Outline - AI Risk Management (Legal and Intellectual Property Risks) AI Security Management Study
Guide - Generative AI Data Governance

NEW QUESTION # 24
......

In recent year, certificate for the exam has raised great popularity, since certificate may be directly related to the salary or your future
development. We have AAISM Exam Dumps to help you get a certificate you want. The quality of the AAISM learning materials is
reliable, and it has gotten popularity in our customer. Besides if you have any questions, please contact with our service stuff, we will
give you reply as quickly as possible, and if you are very urgent, you can just contact our live chat service stuff.
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