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EC-COUNCIL EC-Council Disaster Recovery Professional (EDRP) Sample
Questions (Q25-Q30):

NEW QUESTION # 25

ABC Inc. has a host of servers, each serving a different purpose. Almost all of them are critical to the finctioning of the business.
Most of the servers were virtualized and had backup virtual components. Thus, when the memory of one server crashed in the
middle of a busy business day, it did not affect the operations as the server quickly switched to a different virtual memory, which was
kept as a backup for this purpose precisely. What is such a feature called?

A. Mirroring

B. Fault Tolerance
C. Deduplication
D. High Availability

Answer: D

Explanation:

High Availability (HA) ensures continuous operation by automatically switching to backup components (like virtual memory) during a
failure, minimizing downtime, as in ABC Inc.'s case.

* Option A (Deduplication):Removes redundant data, not a failover feature.

* Option C (Fault Tolerance):Prevents failure impact but typically implies no interruption, not a switch.

* Option D (Mirroring):Duplicates data, a component of HA, but not the full feature.

* "High Availability maintains operations through automatic failover to backup resources, ensuring business continuity during
component failures” (Module: System Resilience, Section: Availability Features).

NEW QUESTION # 26
Which of the following terns refers to third-party backup, and offsite replication?

A. Tape Vaulting

B. Continuous Data Protection
C. Disk Shadowing

D. Managed Disaster Recovery

Answer: D

Explanation:

Managed Disaster Recovery (MDR) involves third-party services handling backups and offsite replication, providing a
comprehensive solution for data protection and recovery. This fits the description of outsourcing backup and replication to an
external provider.

* Option A (Continuous Data Protection):Real-time backup technology, not inherently third-party or offsite-focused.

* Option C (Tape Vaulting):Offsite tape storage, but not replication-focused and typically manual, not managed.

* Option D (Disk Shadowing):A form of mirroring, not third-party or offsite by definition.

* "Managed Disaster Recovery leverages third-party expertise for offsite replication and backups, ensuring robust data protection
with minimal internal overhead" (Module: Disaster Recovery Strategies, Section: Managed Services).

NEW QUESTION # 27
Which of'the following roles is responsible for the review and risk analysis of all the contracts on regular basis?

A. The Supplier Manager

B. The IT Service Continuity Manager
C. The Configuration Manager

D. The Service Catalogue Manager

Answer: A

NEW QUESTION # 28
Fill in the blank with the appropriate number:



RAID- is a combination of RAID-1 and RAID-0.
Answer:

Explanation:
10

NEW QUESTION # 29
‘Which of'the following procedures is to reduce the risk to personnel, property, and other assets while minimizing work disorders in
the event of an emergency?

A. Occupant Emergency Plan

B. Cyber Incident Response Plan
C. Disaster Recovery Plan

D. Crisis Commumication Plan

Answer: A

NEW QUESTION # 30
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