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CWNP Certified Wireless Analysis Professional Sample Questions (Q109-
Q114):

NEW QUESTION # 109

Recently, three rogue APs have been connected to the network and later discovered. You want to prevent future rogue AP
installations as much as possible.

What is the first step to elimnating or reducing rogue APs on the network?

A. Enable rogue detection in the existing authorized APs

B. Use IPSec between every AP and the network infrastructure

C. Define a direct policy that stipulates the ramifications of installing unauthorized devices

D. Create a hash of the MAC addresses of all authorized devices and continually scan for non-matching hashes

Answer: A

NEW QUESTION # 110

You have installed a new 802.1 lac WLAN configured with 80 MHz channels. Users in one area are complaining about poor
performance. This area is currently served by a single AP. You take a spectrum analysis capture in the poor performing area. While
examining the waterfall plot you notice the airtime utilization is higher on the first 20 MHz of the 80 MHz channel when compared to
the rest of the channel

What do you conclude?

e A, Non-Wi-Finterference is preventing the APs 80 MHz operation

e B. RRM is enabled and has dynamically picked a 20 MHz channel

e (. The first 20 MHz is the AP's primary channel and higher airtime utilization on the primary channel is normal when an AP is
configured for 80 MHz operation

e D. The AP is misconfigured and needs to be reconfigured to 80 MHz operation

Answer: A

Explanation:

The most likely cause of higher airtime utilization on the first 20 MHz of the 80 MHz channel is non-Wi-Fi interference. Non- Wi-Fi
interference can prevent an AP from using its full channel width, as it will degrade the signal quality and increase the noise floor on
some parts of the channel. This will force the AP to fall back to a narrower channel width, such as 20 MHz or 40 MHz, to maintain
commumnication with its clients. The waterfall plot can help identify non- Wi-Fi interference by showing spikes or bursts of RF energy
on specific frequencies or sub-channels. The other options are not correct, as they do not explain why only the first 20 MHz of the
channel has higher airtime utilization. References: [Wireless Analysis Professional Study Guide], Chapter 3: Spectrum Analysis, page
74-75

NEW QUESTION # 111
‘Which one of the following should be the first step when troubleshooting a WLAN issue?

A. Identify capture locations

B. Perform an initial WLAN scan and see if any obvious issues stand out
C. Identify probable causes

D. Define the problem

Answer: D

Explanation:

The first step in any troubleshooting process is to define the problem. This involves gathering information from various sources, such
as users, network administrators, network documentation, and network monitoring tools. Defining the problem helps to narrow
down the scope of the issue and identify the symptoms, causes, and effects of the probleml 2 References:

* CWAP-403 Study Guide, Chapter 1: Troubleshooting Methodology, page 7

* CWAP-403 Objectives, Section 1.1: Define the problem

NEW QUESTION # 112



Where would you look in a packet trace file to identify the configured Minimum Basic Rate (MBR) of a BSS?

A. Supported Rates & Extended Supported Rates elements in a Beacon frame
B. In the MBR Action frame

C. In the Minimum Basic Rate Element in a Beacon frame

D. In the MBR Information Element in an Association Response frame

Answer: A

Explanation:

The configured Minimum Basic Rate (MBR) of a BSS can be identified by looking at the Supported Rates and Extended Supported
Rates elements in a Beacon frame. A Beacon frame is a type of management frame that is transmitted by an AP to advertise its
presence and capabilities to potential clients. A Beacon frame contains various information elements (IEs) that provide details about
the BSS configuration and operation.

The Supported Rates and Extended Supported Rates IEs list the data rates that are supported by the AP for data transmission. The
MBR is the lowest data rate among these supported rates that is required for all clients to join and communicate with the BSS. The
MBR is usually marked with a flag bit in these IEs to indicate its mandatory status. The other options are not correct, as they do not
exist or do not indicate the MBR of a BSS. References: [Wireless Analysis Professional Study Guide CWAP-405], Chapter 5:
802.11 MAC Sublayer, page 123-124

NEW QUESTION # 113
802.11k Neighbor Requests and Neighbor Reports are sent in what type of Management Frames?

A. RRM

B. Action

C. Beacon

D. Reassociation Request and Reassociation Response

Answer: B

Explanation:

802.11k Neighbor Requests and Neighbor Reports are sent in Action frames. An Action frame is a Management frame that is used
to perform various operations or functions related to the operation or mantenance of a wireless network. An Action frame consists
of a Category field that indicates the type of action being performed, and a variable-length Action Details field that contains specific
information related to the action. For example, an Action frame with a Category field value of 5 indicates a Radio Measurement
action, and the Action Details field may contain a Neighbor Request or a Neighbor Report subelement .

References: CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 6:

MAC Sublayer Frame Exchanges, page 207; CWAP-405Certified Wireless Analysis Professional Study and Reference Guide,
Chapter 6: MAC Sublayer Frame Exchanges, page 208; CWAP-405Certified Wireless Analysis Professional Study and Reference
Guide, Chapter 12: 802.11k/v/r/w/w/ai Amendments, page 434.

NEW QUESTION # 114

One year of free CWNP CWAP-405 test questions updates are included in the SnowPro Core Certification test CWAP-405 quiz
package. This means that if any changes are made to the Certified Wireless Analysis Professional (CWAP-405) exam, you will be
able to obtain the updated CWNP CWAP-405 Test Questions preparation immediately. This is a great method to keep up to date
on the latest Certified Wireless Analysis Professional (CWAP-405) questions information and ensure you pass the Certified
Wireless Analysis Professional (CWAP-405) with ease.
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