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A2 #74
Your FortiGate is in production. To optimize WAN link use and improve redundancy, you enable and configare SD-WAN.
‘What must you do as part of this configuration update process?

A. Purchase and install the SD-WAN license, and reboot the FortiGate device.

B. Replace references to mterfaces used as SD-WAN members in the routing configuration.
C. Disable the interface that you want to use as an SD-WAN member.

D. Replace references to interfaces used as SD-WAN members in the firewall policies.

He:. D

Y.

When you enable SD-WAN on a FortiGate, the individual WAN interfaces that you add into the SD-WAN zone are no longer
referenced directly in firewall policies.

Instead, you must update those firewall policies to use the SD-WAN zone as the interface reference.
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HEE#75

An SD-WAN memnber is no longer used to steer SD-WAN traffic. The administrator updated the SD-WAN configuration and
deleted the unused member. After the configuration update, users report that some destinations are unreachable. You confirm that
the affected flow does not match an SD-WAN rule.

What could be a possible cause of the traffic interruption?

A. FortiGate removes the layer 3 settings for interfaces that are removed from the SD-WAN configuration.

B. FortiGate, with SD-WAN enabled, cannot route traffic through interfaces that are not SD-WAN members.

C. FortiGate administratively brings down interfaces when they are removed from the SD-WAN configuration.

D. FortiGate can remove sore static routes associated with an interface when the member is removed from SD-WAN.

HE: D

3.

When an SD-WAN member is deleted, FortiGate can also remove static routes that were tied to that interface. Ifthose routes are
needed for destinations not covered by SD-WAN rules, traffic to those networks becomes unreachable. This explains why flows not
matching SD-WAN rules are interrupted after the member was removed.

AR #76
You are tasked with configuring ADVPN 2.0 on an SD-WAN topology already configured for ADVPN. What should you do to
implement ADVPN 2.0 i this scenario?

A. Update the IPsec tunnel configuration on the branches.

B. Update the SD-WAN configuration on the branches.

C. Delete the existing ADVPN configuration and configare ADVPN 2.0.
D. Update the IPsec tunnel configurations on the hub.

e B

M.

ADVPN-2.0 is implemented by changing how SD-WAN selects/creates dynamic VPN's between sites (it uses the SD-
WAN/ADVPN settings so spokes can form direct child tunnels). If your topology already has ADVPN (legacy) [Psec tunnels in
place, you normally do not need to rip- and-replace existing IPsec tunnel definitions on hub or spokes - instead you enable and
adjust the ADVPN-2.0-related settings in the SD-WAN configuration on the branch devices so they will negotiate and use the
ADVPN-2.0 behavior.

AE#T7T7
Exhibit.
config system sdwan
set fail-detect enable
set fail-alert-interfaces "portsS"

config health-check
edilit "Level3 DNS™ F HI " IEI;

set update-cascade-interface enable

next
= 5 = L E s oy
n-‘ }--
sét update-cascade-interface enable
set members 3

next
enag
end

‘Which action will FortiGate take if it detects SD-WAN members as dead?




A. FoftiGate bounces port5 after it detects all SD-WAN members as dead.

B. FortiGate sends alert messages through poftS when it detects all SD-WAN members as dead
C. FortiGate fails over to the secondary device after it detects port5 as dead.

D. FortiGate brings down port5 after it detects all SD-WAN memnbers as dead.
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EE #78
Refer to the exhibit. How does FortiGate handle the traffic with the source IP 10.0.1.130 and the destination IP 128.66.0 125?
FortiGate router policy and diagnose output

branchl fgt # show router policy
config router policy
edit 1
set src *10.0.1.128/255.255.255.128"
set dst “128.66.0.0/255.255.255.0"
set action deny
next
and

branchl_f£gt # diagnose sys sdwan serviced

Service(l) : Address Mode (IFV4) flags=0x4200 use-shortcut-sla
use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol(0): src(l-»65535):dst
(1->65535), Mode(priority),
link-cost-factor (latency), link-cost-threshold(10),
health-check (Corp HC)
Members[QJ
Seq_num(2 port2iunderlay), alive, latency:

Ts :
FD 9FI5F11!3F!;q_nwn{; portl underlay), alive, latency:

T1.022, selected
Appli@icatddn Control(3): Microsoft.Portal (41469,0)
Salesforee (16920, 0y Collaboration (0,28)
Src address(l):
10.0.1.0-10.0.1.255

Service (4) : Address Mode (IPV4) flags=0x24200 use-shortcut-sla
usa-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol (0): src(l-»>65535):dst
{1-»>65535) , Mode (sla hash-mode=round-robin),
Members (2) :
1: seg_num(l portl underlay), alive sla(0xl),
gid(2), num of pass(l), selected
2: Seg num(2 port2 underlay), alive sla(0xl),
gid(2), num of pass(l), selected
Src address(1):
10.0.1.0-10.0.1.255

Dat address(l):
128.66.0.0-128.66.255.255

A. FortiGate load balances the traffic flow through port1 and port2.
B. FortiGate steers the traffic flow through port2.

C. FortiGate drops the traffic flow.

D. FortiGate routes the traffic flow according to the FIB.

qY: D
Y.
On FortiGate, a policy route (PBR) with action deny does not drop the traffic outright. Instead, it prevents the traffic from being

steered by that policy route, and the packet is then handed back to the regular routing lookup (FIB):
Source 10.0.1.130 matches 10.0.1.128/25



Destination 128.66.0.125 matches 128.66.0.0/24
Router policy says action deny — do not use this policy route
Result: FortiGate falls back to the FIB (normal routing table).
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