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Fortinet FCP - Secure Wireless LAN 7.4 Administrator 32 8 FCP_FWF_AD-
7.4 A B E (Q26-Q31):

HM #26
When securing a wireless environment, which measures can help prevent unauthorized access?
Response:

A. Enabling a guest network

B. MAC address filtering

C. Using strong encryption like WPA3

D. Regularly changing the network name (SSID)

Ef#: B. C

B #27

‘Which configurations should be applied to enhance wireless security on FortiGate?
(Select all that apply)

Response:

A. Implement VLAN load-balancing

B. Configure WPA3 encryption for SSIDs

C. Hide SSIDs to reduce visibility

D. Enable WIDS profiles for rogue AP detection

IEf#: B. C. D

E #28

You have just authorized a newly added FortiAP device on FortiGate. It went offline for an extended time without coming back
online again. What troubleshooting process must you take to bring FortiAP back online?

Response:

¢ A Restart the wireless controller if it is unresponsive for the newly added FortiAP device.
¢ B. Check the power feed to the FortiAP device and PoE status if powered by a switch.

e C. Access FortiAP management using HTTPs.

e D. Verify that communication between FortiAP and the wireless controller is not blocked.

IEfE: D

B #29
Refer to the exhibits.
Exhibit A
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B3 S b
A wireless network has been installed in a small office building and is being used by a business to connect its wireless clients. The
network is used for multiple purposes, including corporate access, guest access, and connecting point-of-sale and IoT devices.
Users connecting to the guest network located in the reception area are reporting slow performance. The network administrator is
reviewing the information shown in the exhibits as part of the ongoing mvestigation of the problem. They show the profile used for the
AP and the controller RF analysis output together with a screenshot of the GUI showing a summary of the AP and its neighboring
APs. To improve performance for the users connecting to the guest network in this area, which configuration change is most likely to
improve performance? Response:




A. Install another AP in the reception area to improve available bandwidth
B. Increase the transmission power of the AP radios

C. Reduce the number of wireless networks being broadcast by the AP
D. Enable frequency handoff on the AP to band steer clients

H
B

: D

H #30
Overlapping SSIDs in a high-density environment can lead to increased wireless performance.
Response:

o A True
e B. False

Ef#: B

B #31
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