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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Sample
Questions (Q25-Q30):
NEW QUESTION # 25 
A forensic investigator wants to collect evidence from a file created by a Macintosh computer running OS X
10.8.
Which file type can be created by this OS?

A. HFS+
B. NTFS
C. ReiserFS
D. MFS

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Mac OS X 10.8 (Mountain Lion) uses the HFS+ (Hierarchical File System Plus) file system by default for its native storage
volumes. HFS+ is Apple's proprietary file system introduced in the late 1990s, designed for macOS.
* ReiserFS is a Linux file system.
* MFS (Macintosh File System) is an outdated file system replaced by HFS.
* NTFS is a Windows file system.
This is well documented in Apple technical specifications and forensic analysis standards for macOS systems.
Reference:Digital forensics references including NIST guidelines and vendor documentation confirm HFS+ as the standard file
system for Mac OS X versions prior to APFS adoption.

NEW QUESTION # 26 
Which law requires both parties to consent to the recording of a conversation?

A. Stored Communications Act
B. Wiretap Act
C. Electronic Communications Privacy Act (ECPA)
D. Health Insurance Portability and Accountability Act (HIPAA)

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The Electronic Communications Privacy Act (ECPA) regulates interception and recording of electronic communications and
generally requires the consent of both parties involved in a conversation for legal recordings.
* This consent requirement protects privacy rights during investigations.
* Non-compliance can lead to evidence being inadmissible or legal penalties.
Reference:ECPA provisions are detailed in legal frameworks governing digital privacy and forensics.
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NEW QUESTION # 27 
Which type of storage format should be transported in a special bag to reduce electrostatic interference?

A. Flash drives
B. Optical discs
C. Solid-state drives
D. Magnetic media

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Magnetic media such as hard drives and magnetic tapes are sensitive to electrostatic discharge (ESD), which can damage data. They
must be transported in anti-static bags or containers to reduce the risk of electrostatic interference.
* SSDs and flash drives are less vulnerable to ESD but still benefit from proper packaging.
* Proper handling protocols prevent unintentional data loss or corruption.
Reference:NIST SP 800-101 and forensic evidence handling standards specify anti-static packaging for magnetic storage media.

NEW QUESTION # 28 
A forensic investigator is acquiring evidence from an iPhone.
What should the investigator ensure before the iPhone is connected to the computer?

A. That the phone is in jailbreak mode
B. That the phone avoids syncing with the computer
C. That the phone has root privilege
D. That the phone is powered off

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Before connecting an iPhone to a forensic workstation, the investigator must ensure that the phone doesnotsync with the computer
automatically. Automatic syncing may alter, delete, or overwrite evidence stored on the device or the computer, compromising
forensic integrity.
* Jailbreak mode is not necessary and can complicate forensic analysis.
* Powering off the device prevents acquisition of volatile data.
* Root privileges (jailbreak) may aid access but are not mandatory before connection.
NIST mobile device forensic guidelines emphasize disabling automatic sync to preserve data integrity during acquisition.

NEW QUESTION # 29 
An employee sends an email message to a fellow employee. The message is sent through the company's messaging server.
Which protocol is used to send the email message?

A. POP3
B. SNMP
C. IMAP
D. SMTP

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
SMTP (Simple Mail Transfer Protocol) is the protocol used to send email messages from a client to a mail server or between mail
servers. It handles the transmission of outgoing mail. IMAP and POP3 are protocols used for retrieving email, not sending it. SNMP
is used for network management.
* IMAP and POP3 are for receiving emails.
* SNMP is unrelated to email delivery.
This is documented in RFC 5321 and supported by all standard email system operations, including forensic analyses.
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