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B # 66

Review the exhibit.

You are asked to integrate Netskope with Crowdstrike EDR. You added the Remediation profile shown in the exhibit.
Which action will this remediation profile take?

A. The malware hash will be added as an IOC in Netskope.
B. The malware will be quarantined.

C. The malware hash will be added as an IOC in Crowdstrike.
D. The endpoint will be isolated.

1IEf#: D
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The remediation profile shown in the exhibit will take the action of isolating the endpoint. This is indicated by the "[solate" option
being checked under "TAKE ACTIONS" in the configuration settings. When this option is selected, the remediation profile is
configured to isolate the endpoint upon detection of a threat, which is a common response to contain a potential security breach and
prevent further spread of malware within the network 1.

HH #67
Given the following:

Which result does this Skope IT query provide?

e A The query returns all events of an IP address downloading or uploading to or from Amazon S3 using the Netskope Client.

e B. The query returns all events of user@company.com downloading or uploading to or from the application "Amazon S3"
using the Netskope Client.

e (. The query returns all events of everyone except user@company.com downloading or uploading to or from the site
"Amazon S3" using the Netskope Client.

e D. The query returns all events of user(@company.com downloading or uploading to or from the site
'Amazon S3" using the Netskope Client.

IEf#: D
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* The given Skope IT query specifies the following conditions:

* User equals 'user@company.com

* Access method equals 'Client'

* Activity equals 'Download' or 'Upload'

* Site equals 'Amazon S3'

* The query combines these conditions using logical operators (AND and OR).

* The result of this query will include all events where the specified user (‘user@company.com) is either downloading or uploading
data to or from the site ' Amazon S3' using the Netskope Client.

* It does not include events related to other users or [P addresses. References:

* Netskope Security Cloud Introductory Online Technical Training

* Netskope Security Cloud Operation & Admmnistration (NSCO&A) - Classroom Training

HM #68
You do not want a scheduled Advanced Analytics dashboard to be automatically updated when Netskope makes improvements to
that dashboard. In this scenario, what would you do to retain the original dashboard?

A. Download the dashboard you want and Import from File into your Group or Personal folder.
B. Create a new dashboard from scratch that mimics the Netskope dashboard you want to use.
C. Copy the dashboard into your Group or Personal folders and schedule from these folders.
D. Ask Netskope Support to provide the dashboard and import into your Personal folder.

Ef: A



fEERA -

To retain the original dashboard without automatic updates due to improvements made by Netskope, you can download the desired
dashboard and then import it froma file into your Group or Personal folder.

This approach ensures that you have a static version of the dashboard that won't be affected by future changes or enhancements.
Reference:

The answer is based on general knowledge of dashboard management and customization within Netskope.

HM #69
You have multiple networking clients running on an endpoint and client connectivity is a concerm. You are configuring co-existence
with a VPN solution in this scenario, what is recommended to prevent potential routing issues?

¢ A Modify the VPN to operate in full tunnel mode at Layer 3. so that the Netskope agent will always see the traffic first.

¢ B. Configure a Network Location with the VPN IP ranges and add it as a Steering Configuration exception.

e C. Configure the VPN to full tunnel traffic and add an SSL Do Not Decrypt policy to the VPN configuration for all Netskope
traffic.

¢ D. Configure the VPN to split tunnel traffic by adding the Netskope IP and Google DN ranges and set to Exclude in the
VPN configuration.

EfE: A
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* To prevent potential routing issues and ensure that the Netskope agent consistently sees the traffic first, it is recommended to
modify the VPN to operate in full tunnel mode at Layer 3.

* In full tunnel mode, all traffic from the endpoint is routed through the VPN, including traffic destined for Netskope. This ensures
that the Netskope agent can inspect and apply policies to all traffic, regardless of the destmnation.

* Layer 3 full tunnel mode provides better visibility and control over the traffic flow, reducing the risk of routing conflicts or
bypassing the Netskope inspection. References:

* The answer is based on general knowledge of VPN configurations and their impact on traffic routing,

E#70

You deployed Netskope Cloud Security Posture Management (CSPM) using pre-defined benchmark rules to monitor your cloud
posture in AWS, Azure, and GCP. You are asked to assess if you can extend the Netskope CSPM solution by creating custom
rules for each environment.

Which statement is correct?

e A, Customrules using Domain Specific Language are only available when using SSPM.

e B. With Netskope CSPM, you can create custom rules using Domain Specific Language for AWS. Azure, and GCP

¢ C. You will need to evaluate SaaS Security Posture Management (SSPM) in addition to CSPM so that rules applied to GCP
will align with Google Workspace

¢ D. With Netskope CSPM, you can create custom rules using Domain Specific Language for AWS. Azure, but not for GCP.

IEf#: B

AR :

Netskope Cloud Security Posture Management (CSPM) allows for the creation of custom rules using Domain Specific Language
(DSL) for all three major cloud platforms: AWS, Azure, and GCP. This capability is integral to CSPM and enables organizations to
tailor their security posture assessments to their specific needs across different cloud environments.
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