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langem betrachten wir ExamFragen das Angebot der besten Prüfungsunterlagen zur CompTIA CY0-001 Zertifizierungsprüfung als
unser Ziel. Verglichen zu anderen Webseiten, wir ExamFragen sind immer von anderen vertraut. Warum? Weil wir ExamFragen
vieljährige Erfahrungen haben, aufmerksam auf die IT-Zertifizierung-Studie machen und viele Prüfungsregeln sammeln. Damit können
wir ExamFragen sehr hohe Hit-Rate haben. Das gewährleistet die Durchlaufrate.

CompTIA SecAI+ Certification Exam CY0-001 Prüfungsfragen mit Lösungen
(Q67-Q72):
67. Frage 
A group of security engineers is developing a security incident and event management (SIEM) system that will:
- Be able to ingest data from multiple structured and unstructured
sources.
- Have a chatbot integrated with a large language model (LLM) that the
security analyst can interact with.
- Provide insights from the SIEM alert data.
Which of the following techniques should the security engineers consider before collecting the data from the respective sources?

A. Cleansing
B. Verification
C. Balancing
D. Vector storage

Antwort: A

Begründung:
Data cleansing ensures that structured and unstructured data ingested into the SIEM is accurate, consistent, and free from errors or
irrelevant information. This step is critical before integrating with an LLM chatbot, as clean data improves the reliability and quality of
insights generated.

68. Frage 
Which of the following technologies is used in deepfake?

A. Generative adversarial network (GAN)
B. Transfer learning
C. Prompt engineering
D. Multi-shot prompting

Antwort: A

Begründung:
Deepfakes are primarily created using GANs, where two neural networks (a generator and a discriminator) compete to produce
highly realistic synthetic media, such as manipulated videos or images.

69. Frage 
A cybersecurity analyst must use pattern recognition on a data set containing unstructured data.
Which of the following models is the best for this task?

A. Logistic regression
B. Decision tree
C. Long short-term memory
D. Convolutional neural network

Antwort: D

Begründung:
Convolutional neural networks (CNNs) are highly effective at detecting patterns in unstructured data such as images, audio, or text
embeddings. Their ability to automatically learn spatial or hierarchical features makes them the best choice for pattern recognition on
unstructured datasets.



70. Frage 
An architect is creating a threat model for an agentic system. Which of the following should the architect do first?

A. Apply compensating controls based on exposure findings.
B. Identify the trust boundary between the components.
C. Calculate the risk to resources based on data sensitivity.
D. Scan for vulnerabilities from the Open Worldwide Application Security Project (OWASP) Top 10.

Antwort: B

Begründung:
The first step in creating a threat model is to identify trust boundaries, which define where data or control transitions between
different systems, users, or components. This helps map potential attack surfaces and informs subsequent risk analysis and control

71. Frage 
Which of the following attacks would be the best to automate with AI during dynamic application software testing (DAST)?

A. Threat modeling
B. Data poisoning
C. Distributed denial-of-service (DDoS)
D. Payload creation

Antwort: D

Begründung:
During DAST, automating the generation of diverse, targeted attack payloads lets testers probe runtime inputs (e.g., XSS, SQLi,
command injection) more thoroughly and discover vulnerabilities that manual or static tests might miss.

72. Frage
......
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