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GIAC Exploit Researcher and Advanced Penetration Tester Sample
Questions (Q142-Q147):

NEW QUESTION # 142
‘What method can an advanced penetration tester use to bypass MAC address filtering on a network?
Response:

A. ARP poisoning
B. VLAN hopping
C. MAC spoofing
D. Port scanning
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Answer: C

NEW QUESTION # 143

‘Which two techniques are commonly used to prevent stack smashing attacks?
(Choose Two)

Response:

A. Address Space Layout Randomization (ASLR)
B. Disabling debugging symbols

C. Stack canaries

D. Using static memory allocation

Answer: A,C

NEW QUESTION # 144
‘Which of the following cryptographic attacks targets RSA (Rivest-Shamir- Adleman) encryption by exploiting weak keys?
Response:

A. Integer overflow

B. Chosen plamtext attack
C. Bleichenbacher's attack
D. Rainbow table attack

Answer: C

NEW QUESTION # 145
What is a key feature of Windows Data Execution Prevention (DEP)?
Response:

A. Disallowing the execution of code in non-executable memory regions
B. Preventing the stack from being overwritten

C. Preventing privilege escalation

D. Preventing unauthorized network access

Answer: A

NEW QUESTION # 146
‘Which Python library is specifically designed for packet creation and manipulation?
Response:

e A Scapy

¢ B. TensorFlow
[ ]

[ ]

C. NumPy
D. Pandas

Answer: A

NEW QUESTION # 147
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