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Microsoft Designing Microsoft Azure Infrastructure Solutions Sample
Questions (Q16-Q21):

NEW QUESTION # 16

You are planning an Azure Storage solution for sensitive data. The data will be accessed daily. The data set is less than 10 GB.
You need to recommend a storage solution that meets the following requirements:

* All the data written to storage must be retained for five years.

* Once the data is written, the data can only be read. Modifications and deletion must be prevented.

* After five years, the data can be deleted, but never modified.

* Data access charges must be minimized

‘What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

Box 1: General purpose v2 with Archive acce3ss tier for blobs

Archive - Optimized for storing data that is rarely accessed and stored for at least 180 days with flexible latency requirements, on
the order of hours.

Cool - Optimized for storing data that is infrequently accessed and stored for at least 30 days.

Hot - Optimized for storing data that is accessed frequently.

Box 2: Storage account resource lock

As an administrator, you can lock a subscription, resource group, or resource to prevent other users in your organization from
accidentally deleting or modifying critical resources. The lock overrides any permissions the user might have.

Note: You can set the lock level to CanNotDelete or ReadOnly. In the portal, the locks are called Delete and Read-only
respectively.

* CanNotDelete means authorized users can still read and modify a resource, but they can't delete the resource.

* ReadOnly means authorized users can read a resource, but they can't delete or update the resource.

Applying this lock is similar to restricting all authorized users to the permissions granted by the Reader role.

Reference:

httpsz//docs.microsoft.comyen-us/azure/storage/blobs/storage-blob-storage-tiers

NEW QUESTION # 17

Your company currently has an application that is hosted on their on-premises environment. The application currently connects to
two databases in the on-premises environment. The databases are named whizlabdb1 and whizlabdb2.

You have to move the databases onto Azure. The databases have to support server-side transactions across both of the databases.
Solution: You decide to deploy the databases to an Azre SQL database-managed instance.

Would this fulfill the requirerment?

e A No
e B. Yes

Answer: B

NEW QUESTION # 18

You have an Azure subscription that contains a virtual network named VNETT and 10 virtual machines. The virtual machines are
comnected to VNETI.

You need to design a solution to manage the virtual machines from the internet. The solution must meet the following requirements:
* Incoming connections to the virtual machines must be authenticated by using Azure Multi-Factor Authentication (MFA) before
network connectivity is allowed.

* Incoming connections nust use TLS and connect to TCP port 443.

* The solution must support RDP and SSH.

‘What should you Include In the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:



Explanation:
Explanation:

NEW QUESTION # 19

You need to ensure that users managing the production environment are registered for Azire MFA and must authenticate by using
Azre MFA when they sign in to the Azure portal. The solution must meet the authentication and authorization requirements.

‘What should you do? To answer, select the appropriate options in the answer area.

NOTE:Each correct selection is worth one point.

Answer:

Explanation:

Explanation

Graphical user mterface, text, application Description automatically generated

Box 1: Azure AD Identity Protection

Azure AD Identity Protection helps you manage the roll-out of Azire AD Multi-Factor Authentication (MF A) registration by
configuring a Conditional Access policy to require MFA registration no matter what modern authentication app you are signing in to.
Scenario: Users that manage the production environment by using the Azure portal must connect froma hybrid Azre AD-joined
device and authenticate by using Azure Multi-Factor Authentication (MFA).

Box 2: Sign-in risk policy...

Scenario: The Litware.com tenant has a conditional access policy named capolicyl. Capolicyl requires that when users manage the
Azure subscription for a production environment by using the Azure portal, they must connect from a hybrid Azure AD-joined
device.

Identity Protection policies we have two risk policies that we can enable in our directory.

Sign-in risk policy

User risk policy

Reference:

https://docs.microsoft.comven-us/azure/active-directory/identity-protection/howto-identity-protection-configure-m
https://docs.microsoft.comven-us/azure/active-directory/identity-protection/howto-identity-protection-configure-r

NEW QUESTION # 20

You have an Azure subscription.

You create a storage account that will store documents.

You need to configure the storage account to meet the following requirements:

* Ensure that retention policies are standardized across the subscription.

* Ensure that data can be purged if the data is copied to an unauthorized location.

Which two settings should you enable? To answer, select the appropriate settings in the answer area. NOTE:
Each correct selection is worth one point.

Answer:

Explanation:
Explanation

NEW QUESTION # 21
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