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Juniper JN0-336 Exam Syllabus Topics:

Section Objectives

Topic 1: Security Director (Junos Space)

- Management platform

1. Policy management
2. Deployment options
3. Device onboarding

Topic 2: Identity-Aware Security Policies

- Identity concepts

1. Data flow
2. Ports and protocols
3. Juniper Identity Management Service (JIMS)
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Topic 3: Intrusion Detection and Prevention (IDP)

- IDP concepts and architecture

1. Monitoring and troubleshooting IDP
2. IDP database management
3. IDP policy configuration and operation

Topic 4: IPsec VPN

- IPsec fundamentals and deployment

1. IPsec traffic processing
2. IPsec tunnel establishment
3. Site-to-site VPNs
4. Juniper Secure Connect

- Operations and troubleshooting

1. Configuration and validation
2. Debugging and monitoring

Topic 5: High Availability (HA) Clustering

- Chassis cluster operations

1. Real-time objects
2. State synchronization

- HA fundamentals

1. Deployment requirements
2. HA features and characteristics

Topic 6: SSL Proxy

- SSL inspection concepts

1. Certificates
2. Client and server protection

Topic 7: Juniper Advanced Threat Prevention (ATP) Cloud

- ATP Cloud concepts

1. Traffic remediation
2. Security feeds
3. Adaptive threat profiling

- Operations

1. Configuration, monitoring, troubleshooting
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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q45-Q50):
NEW QUESTION # 45 
You want to manually failover the primary Routing Engine in an SRX Series high availability cluster pair.
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Which step is necessary to accomplish this task?

A. Adjust the priority in the configuration on the secondary node.
B. Manually request the failover and identify the secondary node
C. Implement the control link recover/ solution before adjusting the priorities.
D. Issue the set chassis cluster disable reboot command on the primary node.

Answer: B

Explanation:
This step involves issuing a command to manually initiate a failover from the primary Routing Engine to the secondary. This can
typically be done using a command like request chassis cluster failover redundancy-group <group-number> node <node-id>, where
<group-number> is the redundancy group you are failing over, and <node-id> specifies the node to which you want to failover
(usually the secondary node). This command forces the designated node to take over as primary for the specified redundancy group.

NEW QUESTION # 46 
You want to use user identity information to secure your network.
Which two actions must you perform on your SRX Series Firewall to accomplish this task? (Choose two.)

A. Create security policies that include user identity configuration
B. Configure an identity provider on your SRX Series Firewall.
C. Add the user identity feature license to your SRX Series Firewall.
D. Add user accounts to the Active Directory Domain Users group

Answer: A,B

Explanation:
The correct answers are A and C. To use user identity information on an SRX Series Firewall, the firewall must first be able to
obtain identity mappings from an identity source or identity provider, such as Active Directory, JIMS, Aruba ClearPass, or another
supported identity-aware firewall component. Juniper's identity- aware firewall documentation states that identity parameters are
used to configure security policies so authenticated users receive the correct level of access, and that firewalls can query JIMS,
obtain user identity information, and then enforce security policy decisions.
Option A is required because identity-aware enforcement only happens when security policies include user identity match criteria,
such as source identity, users, roles, or groups. Juniper's source-identity policy reference states that source identities are used as
match criteria in security policies, and when configured, traffic is matched against authentication-table entries before policy lookup
completes. Option C is required because the SRX must be configured with an identity source/provider so it can populate or query
identity mappings. Option B is not an SRX configuration task and is not generally required because users may already exist in
appropriate AD groups. Option D is wrong for this question; the required SRX tasks are configuring identity integration and identity-
aware policies, not adding a separate "user identity" license. Reference topics: Identity-Aware Security Policies, identity
source/provider, authentication table, source-identity policy matching.

NEW QUESTION # 47 
Which two statements are correct about the fab interface in a chassis cluster? (Choose two.)

A. In an active/active configuration, inter-chassis transit traffic is sent over the fab interface.
B. The fab interface enables configuration synchronization.
C. Real-time objects (RTOs) are exchanged on the fab interface to maintain session synchronization.
D. Heartbeat signals sent on the fab interface monitor the health of the control plane link.

Answer: A,C

Explanation:
The fab interface is a fabric link that connects the two nodes in a chassis cluster. A chassis cluster is a high-availability feature that
groups two identical SRX Series devices into a cluster that acts as a single device.
The fab interface has two functions:
Real-time objects (RTOs) are exchanged on the fab interface to maintain session synchronization: RTOs are data structures that
store information about active sessions, such as source and destination IP addresses, ports, protocols, and security policies. RTOs
are exchanged between the nodes on the fab interface to ensure that both nodes have the same session information and can take
over the traffic in case of a failover.



In an active/active configuration, inter-chassis transit traffic is sent over the fab interface: In an active/active configuration, both nodes
in a cluster can process traffic for different redundancy groups (RGs). RGs are collections of interfaces or services that fail over
together from one node to another. If traffic needs to transit from one RG to another RG that is active on a different node, it is sent
over the fab interface.
Reference: = Configuring Chassis Clustering on SRX Series Devices, Chassis Cluster Redundancy Groups, Chassis Cluster Data
Plane

NEW QUESTION # 48 
Which two statements are correct about a policy scheduler? (Choose two.)

A. A policy scheduler determines the time frame that a security policy is actively evaluated.
B. A policy scheduler can be defined using a daily schedule.
C. A policy scheduler can be dynamically activated based on traffic flow volumes.
D. A policy scheduler can only be applied when using the policy-rematch feature.

Answer: A,B

Explanation:
A policy scheduler is a feature that allows a security policy to be activated or deactivated for a specified time period. You can define
schedulers for a single or recurrent time slot within which a policy is active.
Two statements that are correct about a policy scheduler are:
A policy scheduler can be defined using a daily schedule: You can configure a scheduler to be active every day for a certain time
interval, such as from 8:00 AM to 5:00 PM. You can also exclude specific days from the daily schedule, such as weekends or
holidays.
A policy scheduler determines the time frame that a security policy is actively evaluated: When you associate a scheduler with a
security policy, the policy is only available for policy lookup during the time frame specified by the scheduler. When the scheduler is
off, the policy is inactive and cannot be matched by any traffic.
Reference: = Scheduling Security Policies, Configuring Schedulers for a Daily Schedule Excluding One Day

NEW QUESTION # 49 
You want to show tabular data for operational mode commands.
In this scenario, which logging parameter will provide this function?

A. session-close
B. count
C. permit
D. session-init

Answer: B

Explanation:
The correct answer is B. count. In Junos security policy configuration, count is the policy parameter used for accounting and tabular
operational visibility. Juniper's security policy configuration rules state that accounting and auditing elements can be specified with
count and log, while logging itself is enabled at either session-init or session-close.
The operational result is visible through commands such as show security policies hit-count, which displays a table of policy hit
counters, including fields such as index, from-zone, to-zone, policy name, policy count, and action. Juniper defines this command as
displaying the number of times a security policy rule matches traffic, and the sample output is explicitly tabular. Option A, permit, is
an action, not a counter or logging/accounting parameter. Option C, session-init, logs at the beginning of a session, and option D,
session-close, logs at session teardown. Those two parameters generate logs, but they do not provide the tabular policy-count view
being asked about. Reference topics: security policy accounting, count parameter, hit-count, operational-mode policy monitoring,
session-init/session-close logging.
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