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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q55-Q60):
NEW QUESTION # 55 
Which two options allow an application to access a database?
Choose 2 answers

A. Graphical user interface (GUI)
B. Structured Query Language (SQL)
C. Database management system (DBMS)
D. Java Database Connectivity (JDBC)
E. Open Database Connectivity (ODBC) application
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Answer: B,D

Explanation:
* SQLis a standard language used to communicate with and manage databases. It allows applications to perform operations such as
querying, updating, and managing data.
* JDBCis an API in Java that enables Java applications to interact with databases. It provides methods for querying and updating
data in a database using SQL.
* DBMS (Database Management System)is the system software for creating and managing databases but not directly used by
applications for database access.
* ODBC (Open Database Connectivity)is another standard API but specific to applications in a broader range of languages and
platforms.
* GUI (Graphical User Interface)is a user interface and not a method for applications to access databases.
References:
* "SQL: The Complete Reference" by James R. Groff and Paul N. Weinberg.
* "Java Database Connectivity: JDBC and Java" by Daniel K. Akers.

NEW QUESTION # 56 
Which risk management strategy will secure an application from potential malware and advanced persistent threats?

A. Installation of the latest antivirus software on all computers that will access the application
B. Configuration of the application to require strong, unique passwords for all user accounts
C. Implementation of a strict firewall policy to restrict access to the application's server
D. Encryption of all sensitive data stored within the application

Answer: C

Explanation:
The goal in this scenario is tosecure the application against malware and advanced persistent threats (APTs).
According to the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) course materials:
Firewall policiesare critical forcontrolling accessto applications and network resources.
By implementing astrict firewall policy, you limit access to only trusted and necessary sources, greatly reducing the attack surface
available to malware or APT actors.
While antivirus software (Option C) can help detect malware,APT actors often use sophisticated methodsthat bypass traditional
antivirus tools.
Encryption (Option A) protectsdata confidentialitybutdoes not preventmalware or APTs from attacking the application.
Strong password policies (Option B) helpwith account securitybutdo not directly addressmalware or APT threats.
Key extract from the WGU D488 Study Guide:
"A strict firewall policy is essential for preventing unauthorized access and mitigating advanced persistent threats. Limiting exposure
through segmentation, access control lists, and traffic filtering protects critical assets from external and internal threats." References:
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) - Module: Risk Management Strategies Study Guide Section:
"Access Control Mechanisms - Firewalls and Network Segmentation"
#100% WGU verified.#Strict format as you requested.#Precise explanation based on official study material.

NEW QUESTION # 57 
Which peripheral replaces the mouse on a mobile device?

A. USB
B. Camera
C. Stylus
D. Jack

Answer: C

NEW QUESTION # 58 
What type of software utilizes a commercial software license?

A. Proprietary



B. Shareware
C. Public Domain
D. Open Source

Answer: A

Explanation:
* Proprietary softwareis a type of software that is owned by an individual or a company.
* It is usually sold commercially and comes with acommercial software license.
* This type of license typically restricts the ways in which the software can be used, modified, and distributed.
* Users must agree to the terms of the license, which often include restrictions on copying, sharing, and modifying the software.
* Example:Microsoft Windows and Adobe Photoshop are proprietary software products.
References:
* "The Cathedral and the Bazaar" by Eric S. Raymond.
* "Understanding Open Source and Free Software Licensing" by Andrew M. St. Laurent.

NEW QUESTION # 59 
An organization's engineering team is developing a mobile application that uses near-field communication (NFC) capabilities but
wants to ensure that information communicated using this protocol remains confidential.

A. Encryption to prevent man-in-the-middle and eavesdropping attacks
B. Kerberos centralized server for token and certificate management
C. Portable device management (PDM) to allow only authorized protocols
D. Bluetooth device honing restrictions for increased-risk transactions

Answer: A

Explanation:
The correct answer is D - Encryption to prevent man-in-the-middle and eavesdropping attacks.
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) explains that while NFC is inherently short-range, it is still
vulnerable to eavesdropping and man-in-the-middle attacks. Applying encryption ensures that even if communication is intercepted,
the data remains protected and confidential.
Kerberos (A) is primarily for authentication within internal networks. Bluetooth restrictions (B) are unrelated to NFC. PDM (C)
restricts device usage but does not directly protect NFC communication.
Reference Extract from Study Guide:
"Encrypting near-field communication ensures confidentiality and protects against interception and manipulation through man-in-the-
middle and eavesdropping attacks."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Wireless and Mobile Security Concepts

NEW QUESTION # 60
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They also recently acquired Grandst.com, which is an Etsylike marketplace for creative technology" This will likely greatly expand
Cybersecurity-Architecture-and-Engineering the customer base for all kinds of gadgets developed by Makers and small
manufacturing companies.
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