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Cisco Certified Design Expert (CCDE v3.0) Written Exam 2
S 400-007 SLEMEM (Q182-Q187):

WE mol82

Which two features control multicast traffic in a VLAN environment? (Choose twol

= A, MLID snooping
= B. FIM snooping

= . pruning

* 1. [GMP seooping

« E. RGMP

EWIAID

W & 183
A zmall organization of 20 employees is looking to deliver & natwork design service for modernizing
customer networks to support advanced solutions,
= Project scope and weekly progress should be visualized by the management.
* Always consider feedback and make changes accordingly during the project,
= Shauld consider flexibility to change scope at the podat of time,
Which project methodelogy meets the requirements and have tha least impact on the autcome?
= A, Six-Sigma
+ B. Scrum
= C. Kanbhan
= I, LEAN

EMIE

M
hitpsyifrebrand trainingfuk/blog/sorom-vs-six-sigma-which-one-is-right-for-you
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A Koy to maintatning a highly evailable network 15 building in the appropriate redundancy o profect
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Cisco Certified Design Expert (CCDE) Written Exam 58 X 400-007 54 5k 5 /&
(Q211-Q216):

B #211
‘Which DCI technology utilizes a "flood and learn" technique to populate the Layer 2 forwarding table?

e A VPLS
e B LISP
e C.OTV
e D.EVPN

EfE: A

R -

VPLS (Virtual Private LAN Service) is a Layer 2 VPN technology that simulates a LAN across an MPLS or IP core. VPLS uses a
flood-and-learn mechanism where unknown unicast, broadcast, and muilticast traffic is flooded to build the forwarding database
dynamically - much like a traditional LAN switch.

* This flood-and-learn behavior leads to MAC learing based on incoming traffic, not control-plane advertiserent.

* VPLS may require extra control-plane scaling mechanisms in large-scale deployments due to this learning behavior.

Other options explained:

* A (LISP): Uses mapping servers and control plane for EID-to-RLOC mapping, not flood-and-learn.

* B (OTV): Uses control-plane MAC address learning instead of data-plane flooding,

* D (EVPN): Uses BGP control-plane learning for MAC and IP address distribution.

R #212
Which relationship between IBGP and the underlying physical topology is true?

¢ A. iBGP does not work on a ring network topology even with an underlying IGP.

¢ B. iBGP can work only on a ring network topology with a link-state protocol like OSPF or IS-IS.
¢ C. iBGP full mesh requires an underlying fully meshed network topology.

e D. iBGP full mesh requirement does not dictate any specific network topology.

1IEf#: D

R :

iBGP's full mesh requirement refers to logical BGP session establishment, not physical network design. As long as reachability exists
between iBGP peers (through an IGP like OSPF or IS-IS), iBGP sessions can be established regardless of physical topology (ring,
star, partial mesh, etc.).

Key CCDE v3.1 design principles:

* Logical iBGP mesh # physical mesh requirement.

* Physical topologies can be optimized independently of iBGP peering structure.

* Control plane designs like route reflectors or confederations further optimize scalability without changing physical topology.

Why other options are incorrect:

* B: iBGP works on any topology where IP reachability exists.

* C: Physical full mesh is unnecessary for iBGP.

* D: iBGP functions over any IGP-provided reachability domain, including rings.

M #213


https://www.goshiken.com/Cisco/400-007-mondaishu.html

You have been asked to design a remote access VPN solution to support up to 2000 devices. You must ensure that only corporate
assets are allowed to connect to the VPN, and users must authenticate to gain access of their based on their user role. Users must
use a password that they are already using to access existing applications . A user may not always use the same device to access the
'VPN. Which two options combined meet the requirements? (Choose two)

A. Use local usernames and passwords on the VPN device

B. Deploy a central authentication directory that users can be authenticated and authorized against
C. Deploy certificates that are unique to each user

D. Deploy an IPsec VPN solution

E. Deploy certificates that are unique to each device

F. Deploy a SSL VPN solution

_EE%: B\ F

H #214
Your company utilizes many different types of network transports, and you want to increase the efficiency of the network. Which
solution can be used to improve network efficiency over PPPoE, IPsec, and GRE networks?

A. Host Discovery Protocol
B. PMTUD

C. IRDP

D. OATM

Ef#: B

A -

PMTUD (Path MTU Discovery) is a solution that helps improve network efficiency by determining the maximum transmission unit
(MTU) size along the path to avoid fragmentation. It is especially useful in environments such as PPPoE, IPsec, and GRE, where
network overhead may cause fragmentation, and using PMTUD helps ensure that packets are transmitted without exceeding the
path's MTU.

R #215
Drag and drop the muilticast protocols from the left onto the current design situation on the right.

Ef#:
fEE L -

HM #216
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