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NEW QUESTION # 18 
The network security team in your company has discovered a threat that leaked partial data on a compromised file server that
handles sensitive information. Containment must be initiated and addresses by the CSIRT. Service disruption is not a concern
because this server is used only to store files and does not hold any critical workload.
Your company security policy required that all forensic information must be preserved. Which actions should you take to stop data
leakage and comply with requirements of the company security policy?

A. Restart the server to purge all malicious connections and keep it powered on for further analysis.
B. Shut down the server to stop the data leakage and power it up only for further forensic analysis.
C. Disconnect the file server from the network to stop data leakage and keep it powered on for further analysis.
D. Create a firewall rule to block all external connections for this file server and keep it powered on for further analysis.

Answer: A

NEW QUESTION # 19 
Which of the following is NOT a component of the NIST Cybersecurity Framework?

A. Sectors
B. Profiles
C. Core functions
D. Tiers

Answer: A

NEW QUESTION # 20 
What common process conducted by organizations when protecting digital assets is outside the scope of the NIST Cybersecurity
Framework?

A. Identify
B. Recover
C. Protect
D. Investigate

Answer: D

NEW QUESTION # 21 
What should be inventoried within an organization using an asset inventory software application?

A. Data, personas, identities, and CMDB
B. Data, devices, identities, and software
C. Data, profiles, software, and system logs
D. Data, devices, software, and audit logs

Answer: B

NEW QUESTION # 22 
A ___________ provides an organization with a detailed understanding of its assets, guiding the configuration of protective
technologies within the Protect Function.

A. Threat Intelligence Plan
B. Baseline Configuration
C. Recovery Strategy
D. Communication Plan

Answer: B
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