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HP Aruba Certified Campus Access Mobility Expert Written Exam Sample
Questions (Q112-Q117):
NEW QUESTION # 112 
You recently added ClearPass as an authentication server to an HPE Aruba Networking Central group.
RADIUS authentication with Local User Roles (LUR) works fine Out the same access points cannot use Downloadable User Roles
(DUR).
What should he corrected in this configuration to fa the issue with DUR?

A. Add the correct values for "CPPM username" and "CPPM Password" m the authentication server configuration on
HPEAruba Networking Central
B. Add a new Enforcement Policy of type ''WEBAUTH''on ClearPass and associate it with the matching service on
ClearPass
C. Replace the AP's expiree digital certificate using the "crypto pki-import pem serverCert" command.
D. Add the correct IP addresses or IP subnets of the Network Access Devices(NADs) under the "Devices" tabon ClearPass

Answer: D
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Explanation:
For Downloadable User Roles (DUR) to function correctly with ClearPass, the Network Access Devices (NADs) need to be
correctly defined in ClearPass under the "Devices" tab. This ensures that ClearPass can identify and communicate with the NADs to
deliver the appropriate user roles. If the NADs are not correctly defined, ClearPass will not be able to provide the DURs to the
access points for enforcement. This is a common configuration step that is required to integrate ClearPass with network devices for
advanced role-based access control.

NEW QUESTION # 113 
Exhibit.
A network administrator attempts to improve multicast traffic flow and performs some packet captures for validation What can the
network administrator conclude from the results?

A. The data rate increased from 6 Mops to 300 Mops because Broadcast Multicast optimization (BCMCO) was configured.
B. The type flew remains consistent because Dynamic Multicast Optimization (DMO) was configured.
C. The data rate increased from 6 Mbps to 300 Mops because Dynamic Multicast Optimization (DMO) was configured.
D. The capture taken after optimization does not show a packet length because Multicast Transmission Optimization was
configured.

Answer: C

Explanation:
Dynamic Multicast Optimization (DMO) is a feature that enhances the delivery of multicast traffic by optimizing the data rate. The
before and after optimization images show a significant increase in the data rate, which is a typical result of DMO being configured,
as it allows multicast traffic to be transmitted at higher data rates by converting multicast streams into unicast streams for the clients
that need them.

NEW QUESTION # 114 
A Windows device attempts to connect to an 802.1X network but it is not receiving the correct role. TEAP has been configured
asthe only authentication method in ClearPass.The wireless configuration is correct.
Exhibit.
What is me mostlikelycause?

A. The Windows device needs 10 De configured tor TEAP.
B. Only machine authentication should be configured on the Windows device
C. ClearPass requires a second authentication method.
D. 802.1X is not compatible with TEAP in windows device

Answer: A

Explanation:
The issue likely stems from the Windows device not being configured to use TEAP (Tunneled Extensible Authentication Protocol) as
specified in the ClearPass configuration. TEAP is an EAP method that encapsulates an inner EAP method for secure authentication.
The Windows device must have TEAP enabled and correctly configured in its network settings to authenticate successfully on the
network using ClearPass.

NEW QUESTION # 115 
A customer is planning to add loT devices that connect wirelessly to the existing 802.1X SSID. The customer will use HPE Aruba
Networking ClearPass to authenticate the loT devices by MAC address but other devices will still need to authenticate by only
802.1X.
Refer to the exhibit.
The customer provided the current configuration and reported their non-IoT 802.1X devices are no longer able to connect. Which
configuration change can be made to fix the issue?

A. Modify max-authentication failures to 0
B. Remove mac-authentication from the WLAN configuration
C. Add 12-auth-failthrough to the WLAN configuration
D. Modify opmode wpa3-aes-gcm-256 to opmode wpa2-aes



Answer: C

Explanation:
In ArubaOS WLAN SSID profiles, the command mac-authentication enables MAC-based authentication on the SSID. When
MAC authentication is enabled and l2-auth-failthrough is not configured, the AP treats MAC authentication as the decisive Layer-2
method: if the MAC check does not return an accept, the client is not allowed to proceed to another Layer-2 method (such as
802.1X). Aruba documentation states that l2-auth- failthrough allows a client to fall through to the next Layer-2 authentication
method when the first method fails or is not matched.
Therefore, with IoT devices using MAC authentication and non-IoT devices using 802.1X on the same SSID, you must enable l2-
auth-failthrough so that clients that do not match MAC authentication are allowed to attempt 802.1X.
* mac-authentication: enables MAC-auth on the SSID.
* l2-auth-failthrough: permits clients to continue to 802.1X when MAC-auth is not accepted.
* Changing opmode (WPA2 vs WPA3) or max-authentication-failures does not resolve the Layer-2 method selection behavior.
* Removing mac-authentication would prevent the IoT MAC-auth use case.
References (HPE Aruba Networking official guides):
* ArubaOS WLAN SSID Profile-Layer-2 Authentication Methods: mac-authentication and l2-auth- failthrough behavior and
sequencing.
* Aruba ClearPass and ArubaOS Integration-MAC Authentication with 802.1X coexistence on a single SSID using fail-through.

NEW QUESTION # 116 
in a WLAN network with a tunneled SSID. you see the following events in HPE Aruba Networking Central:
The customer asks you to investigate log messages What should you tell them?

A. This is normal, expected behavior. No further actions are needed.
B. This indicates a security issue. The client with a MAC address ending with 37 18;0d Is performing a Denial-of-Service
attack on your network. You should track down the client and remove it from the network.
C. This indicates a client WLAN driver issue for the client with a MAC address ending with 37:18
:Od. You should upgrade the client WLAN driver.
D. There is a roaming issue Enable Fast Roaming 802.11r and OKC to resolve the issue.

Answer: A

Explanation:
The event log showing PMK (Pairwise Master Key) and OKC (Opportunistic Key Caching) key add/update and delete operations
is indicative of normal client behavior in a WLAN environment. These events are part of the standard process for maintaining client
session security and do not necessarily indicate any issue.

NEW QUESTION # 117
......
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