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NEW QUESTION # 47
Which authentication source is commonly integrated with vDefend Identity Firewall to enable user-based rule enforcement?
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Response:

A. Active Directory

B. NSX Application Platform
C. vSphere Trust Authority
D. vCenter Inventory Service

Answer: A

NEW QUESTION # 48
‘Which component helps reduce the time to deploy muiltiple virtual services with similar configurations?
Response:

A. Virtual service snapshot
B. Analytics template

C. VS tenplate

D. Application profile

Answer: C

NEW QUESTION # 49
What is the primary role of a Gateway Firewall in a private cloud architecture?
Response:

A. To manage data deduplication and storage replication

B. To monitor VM snapshot activity for security anomalies

C. To apply policies to virtual desktop environments

D. To inspect and control north-south traffic entering or leaving the data center

Answer: D

NEW QUESTION # 50
‘Which automation method is recommended to programmatically manage vDefend firewall policies?
Response:

e A. Interacting with the NSX Policy API
e B. Executing CLI scripts on ESXi hosts
e C. Using vSphere Update Manager

¢ D. Configuring IP pools in vCenter

Answer: A

NEW QUESTION # 51

Which two advantages does the Identity Firewall provide when used in private cloud security enforcement?
(Choose two)

Response:

A. Applies firewall rules directly to physical switch interfaces
B. Reduces need for tagging VMs individually

C. Enforces policies at the storage controller level

D. Allows policy application based on user group membership
E. Enables real-time user session tracking

Answer: D,E
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