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Q105):
100. Frage 
In a C2 infrastructure, what role does the 'stager' play?
Response:

A. It encrypts data before exfiltration.
B. It establishes the initial connection between the payload and the C2 server.
C. It wipes traces of activities from the infected host.
D. It performs reconnaissance within the compromised network.

Antwort: B

101. Frage 
In adversary emulation, which of the following is critical for effective testing?
Response:

A. Use of real-world attacker TTPs
B. Random testing methods
C. Penetration testing tools without real-world context
D. Emulation of internal threats only

Antwort: A

102. Frage 
What role does a 'mule' domain play in an attack infrastructure?
Response:

A. Provides DNS services for the attack infrastructure
B. Acts as a primary data exfiltration point
C. Serves as an intermediary to obscure the final destination of stolen data
D. Hosts malicious payloads for initial compromise

Antwort: C

103. Frage 
Why is it important to consolidate data at the end of a red team engagement?
Response:

A. To prepare for potential legal actions
B. To analyze and report on the findings effectively
C. To plan the next company-wide training
D. To ensure all team members are paid

Antwort: B

104. Frage 
Which tool or method can be used to enumerate shared resources on a Windows network?
Response:

A. traceroute
B. SMB enumeration
C. SSL certificate parsing
D. ICMP scanning

Antwort: B



105. Frage
......
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