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Questions (Q199-Q204):

NEW QUESTION # 199
Your organization has applications that run in multiple clouds. The applications require access to a Google Cloud resource running in
your project. You nmust use short-lived access credentials to maintain security across the clouds. What should you do?

¢ A Create a workload identity pool with a workload identity provider for each external cloud. Set up a service account and
add an IAM binding for impersonation.

¢ B. Create a managed workload identity. Bind an attested identity to the Compute Engine workload.

e C. Create a VPC firewall rule for ingress traffic with an allowlist of the IP ranges of the external cloud applications.

¢ D. Create a service account key. Download the key to each application that requires access to the Google Cloud resource.

Answer: A

Explanation:

Short-lived access credentials: Workload Identity Federation (WIF) allows you to issue short-lived access tokens to external
applications, reducing the risk of credential theft and misuse.

Multiple clouds: You can create a workload identity pool for each external cloud, allowing applications from different environments
to access your Google Cloud resources securely.

Centralized management: WIF provides a centralized way to manage access to your Google Cloud resources, simplifying
administration and improving security.

Impersonation: By setting up a service account and adding an IAM binding for impersonation, you can allow external applications to
act as the service account, granting them the necessary permissions to access your Google Cloud resources.

NEW QUESTION # 200

Your global defense company is migrating top-secret classified data to BigQuery and Cloud Storage. National security regulations
demand that master encryption key material never leaves the accredited on-premises cryptographic hardware. You must retain the
unilateral ability to revoke data access, independent of any cloud provider. What should you do?

¢ A. Configure Cloud External Key Manager (Cloud EKM) for the BigQuery datasets and Cloud Storage buckets. Integrate
EKM with your existing on-premises hardware security modules (HSMs).

¢ B. Use customer-supplied encryption keys (CSEKSs) by providing your own encryption keys with each data operation in
Cloud Storage and BigQuery.

e C. Use customer-managed encryption keys (CMEKSs) for the BigQuery datasets and Cloud Storage buckets. Store the keys
in Cloud Key Management Service (Cloud KMS).

¢ D. Import existing on-premises master encryption keys into Cloud Key Management Service (Cloud KMS). Use the
mmported keys for BigQuery and Cloud Storage encryption.

Answer: A

Explanation:

The requirement to ensure the master encryption key material never leaves the on-premises hardware (HSM) and retaining the
unilateral ability to revoke access are the defining features of Cloud External Key Manager (Cloud EKM).

Key Residency: Cloud EKM allows you to use encryption keys stored and managed in a supported external key management
system, such as an on-premises HSM, for encrypting data in Google Cloud services like BigQuery and Cloud Storage. This ensures
the key material remains in your accredited hardware.

Unilateral Control: Since Google Cloud must request the key from the external system for every encryption

/decryption operation, revoking access (by disabling the key or revoking Google's access) in the external system immediately
renders the data in Google Cloud maccessible, granting the customer unilateral control.

Extracts:

"Cloud External Key Manager (Cloud EKM) is a cloud service that lets you encrypt data in Google Cloud with keys you manage
outside of Google Cloud." (Source 6.1)

"The key material is stored on an external system, such as a Cloud EKM partner or an on-premises HSM, and never leaves that
system." (Source 6.1)

"The customer can unilaterally revoke access to the key at the EKM system, making the encrypted data in Google Cloud
naccessible, which is a key requirement for highly regulated industries." (Source 6.2)

NEW QUESTION # 201



An employer wants to track how bonus compensations have changed over time to identify employee outliers and correct earming
disparities. This task must be performed without exposing the sensitive compensation data for any individual and must be reversible
to identify the outlier.

Which Cloud Data Loss Prevention API technique should you use to accomplish this?

A. Redaction

B. CryptoReplaceFfxFpeConfig
C. Generalization

D. CryptoHashConfig

Answer: B

Explanation:

Explanation

De-identifying sensitive data Cloud Data Loss Prevention (DLP) can de-identify sensitive data in text content, including text stored in
container structures such as tables. De-identification is the process of removing identifying information from data. The API detects
sensitive data such as personally identifiable information (PII), and then uses a de-identification transformation to mask, delete, or
otherwise obscure the data. For example, de-identification techniques can include any of the following; Masking sensitive data by
partially or fully replacing characters with a symbol, such as an asterisk (*) or hash (#). Replacing each instance of sensitive data with
a token, or surrogate, string, Encrypting and replacing sensitive data using a randomly generated or pre-determined key. When you
de-identify data using the CryptoReplaceFfxFpeContfig or CryptoDeterministicConfig infoType transformations, you can re-identify
that data, as long as you have the CryptoKey used to origmally de-identify the data. https:/cloud.google.convdip/docs/deidentify-
sensitive-data

NEW QUESTION # 202

A service account key has been publicly exposed on multiple public code repositories. After reviewing the logs, you notice that the
keys were used to generate short-lived credentials. You need to immediately remove access with the service account.

‘What should you do?

A. Delete the compromised service account.

B. Disable the compromised service account key.

C. Rotate the compromised service account key.

D. Wait until the service account credentials expire automatically.

Answer: A

Explanation:
https//cloud.google.convianydocs/keys-disable-enable#disabling

NEW QUESTION # 203

A customer wants to make it convenient for their mobile workforce to access a CRM web interface that is hosted on Google Cloud
Platform (GCP). The CRM can only be accessed by someone on the corporate network. The customer wants to make it available
over the internet. Your team requires an authentication layer in front of the application that supports two-factor authentication Which
GCP product should the customer implement to meet these requirements?

A. Cloud Identity- Aware Proxy
B. Cloud Endpoints

C. Cloud VPN

D. Cloud Armor

Answer: A

Explanation:

Explanation

Cloud IAP is integrated with Google Sign-in which Multi- factor authentication can be enabled.
https7//cloud. google.conviap/docs/concepts-overview

NEW QUESTION # 204
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