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B #3711
A company's network security policy requires encryption for all data in transit. The company must encrypt data that is sent between

Amazon EC2 instances and Amazon Elastic Block Store (Amazon EBS) volumes.

¢ A. Configure Amazon EBS to enable volume encryption with AWS Key Management Service (AWS KMS) for data at rest.
¢ B. Configure Amazon EC2 to enable TLS encryption with certificates that are stored in AWS Certificate Manager (ACM).
¢ C. Configure Amazon EC2 to enable encryption in the EC2 network interface properties.

¢ D. Configure Amazon EBS to enable TLS encryption in the volume configuration properties.

IEf#: B

R -

Comprehensive Detailed Explanation with all AWS References

To ensure encryption for all data in transit between EC2 instances and EBS volumes, TLS encryptionmust be implemented. While
EBS volume encryption secures data at rest, the requirement here is to secure datain transit.

* TLS Encryption with ACM Certificates:

* AWS Certificate Manager (ACM) sinplifies the process of deploying TLS encryption by managing certificates.
* EC2 mstances can use these certificates for secure data transmission to EBS.

Reference:AWS TLS Encryption Documentation

Incorrect Options:

A:Encryption in the EC2 network interface properties is not a valid configuration.

B:EBS volume encryption secures data at rest, not in transit.

C:TLS encryption cannot be configured in EBS volume properties.

B #372

A company wants to migrate its static primary domain website to AWS. The company hosts the website and DNS servers internally.
The company wants the website to enforce SSL/TLS encryption block IP addresses from outside the United States (US), and take
advantage of managed services whenever possible.

Which solution will meet these requirements?

e A. Migrate the website to Amazon S3 ITmport a public SSL certificate to an Application Load. Balancer with rules to block
traffic from outside the US Migrate DNS to Amazon Route 53.

¢ B. Migrate the website to Amazon EC2 Import a public SSL certificate that is created by AWS Certificate Manager (ACM)
to an Application Load Balancer with rules to block traffic from outside the US Update DNS accordingly.

e C. Migrate the website to Amazon S3 Import a public SSL certificate that is created by AWS Certificate Manager (ACM) to
Amazon. CloudFront Configure CloudFront to block traffic from outside the US.Migrate DNS to Amazon Route 53.

e D. Migrate the website to Amazon S3. Import a public SSL certificate to Amazon CloudFront Use AWS WAF rules to
block traffic fiom outside the US Update DNS.accordingly

IEf: C
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To migrate the static website to AWS and meet the requirements, the following steps are required:

* Migrate the website to Amazon S3, which is a highly scalable and durable object storage service that can host static websites. To
do this, create an S3 bucket with the same name as the domain name of the website, enable static website hosting for the bucket,
upload the website files to the bucket, and configure the bucket policy to allow public read access to the objects. For more
information, see Hosting a static website on Amazon S3.

* Tmport a public SSL certificate that is created by AWS Certificate Manager (ACM) to Amazon CloudFront, which is a global
content delivery network (CDN) service that can improve the performance and security of web applications. To do this, request or
import a public SSL certificate for the domain name of the website using ACM, create a CloudFront distribution with the S3 bucket
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as the origin, and associate the SSL certificate with the distribution. For more information, see Using alternate domain names and
HTTPS.

* Configure CloudFront to block traffic from outside the US, which is one of the requirements. To do this, create a CloudFront web
ACL using AWS WAF, which is a web application firewall service that lets you control access to your web applications. In the web
ACL, create a rule that uses a geo match condition to block requests that originate from countries other than the US. Associate the
web ACL with the CloudFront distribution. For more information, see How AWS WAF works with Amazon CloudFront features.
* Migrate DNS to Amazon Route 53, which is a highly available and scalable cloud DNS service that can route traffic to various
AWS services. To do this, regjster or transfer your domain name to Route 53, create a hosted zone for your domain name, and
create an alias record that points your domain name to your CloudFront distribution. For more information, see Routing traffic to an
Amazon CloudFront web distribution by using your domain name.

The other options are incorrect because they either do not implement SSL/TLS encryption for the website (A), do not use managed
services whenever possible (B), or do not block IP addresses from outside the US .

Verified References:

* https:/docs.aws.amazon.comy AmazonS3/latest/userguide/HostingWebsiteOnS 3 Setup. html

* https:/docs.aws.amazon.com’ AmazonCloudFront/latest/DeveloperGuide/using-https-alternate-domain- names.html

* httpsz/docs.aws.amazon.com/waf/latest/developerguide/waf-cloudfront. html

* httpsz/docs.aws.amazon.com/Route5 3/latest/DeveloperGuide/routing-to-cloudfront-distribution. html

HM #373

A company has a legacy application that runs on a single Amazon EC2 instance. A security audit shows that the application has been
using an IAM access key within its code to access an Amazon S3 bucket that is named DOC-EXAMPLE-BUCKET!1 in the same
AWS account. This access key pair has the s3:GetObject permission to all objects in only this S3 bucket. The company takes the
application offtine because the application is not conpliant with the company's security policies for accessing other AWS resources
from Amazon EC2.

A security engineer validates that AWS CloudTrail is turned on in all AWS Regions. CloudTrail is sending logs to an S3 bucket that
is named DOC-EXAMPLE-BUCKET?2. This S3 bucket is in the same AWS account as DOC-EXAMPLE-BUCKET1. However,
CloudTrail has not been configured to send logs to Amazon CloudWatch Logs.

The company wants to know if any objects in DOC-EXAMPLE-BUCKETT! were accessed with the JAM access key in the past
60 days. If any objects were accessed, the company wants to know if any of the objects that are text files (.txt extension) contained
personally identifiable information (PII).

‘Which combination of steps should the security engineer take to gather this information? (Choose two.)

¢ A. Use Amazon CloudWatch Logs Insights to identify any objects n DOC-EXAMPLE-BUCKET1 that contain PII and that
were available to the access key.

e B. Use AWS Identity and Access Management Access Analyzer to identify any API calls that used the access key to access
objects that contained PII mn DOC-EXAMPLE-BUCKET1.

e C. Configure Amazon Macie to identify any objects in DOC-EXAMPLE-BUCKET] that contain PII and that were available
to the access key.

e D. Use Amazon Athena to query the CloudTrail logs n DOC-EXAMPLE-BUCKET? for any API calls that used the access
key to access an object that contained PII.

¢ E. Use Amazon OpenSearch Service (Amazon Elasticsearch Service) to query the CloudTrail logs in DOC-EXAMPLE-
BUCKET?2 for API calls that used the access key to access an object that contained PII.

IEf#: C. D

H #374

A conpany is running its workloads in a single AWS Region and uses AWS Organizations. A security engineer must inplement a
solution to prevent users fiom launching resources in other Regions.

Which solution will meet these requirements with the LEAST operational overhead?

e A Create an IAM policy that has an aws RequestedRegion condition that allows the desired actions Attach the policy only to
the users who are in the designated Region.

e B. Create an IAM policy that has an aws RequestedRegion condition that allows actions only in the designated Region Attach
the policy to all users.

e (. Create an I AM policy that has an aws RequestedRegion condition that denies actions that are not in the designated
Region Attach the policy to the AWS account n AWS Organizations.

e D. Create an SCP that has an aws RequestedRegion condition that denies actions that are not in the designated Region.
Attach the SCP to the AWS account in AWS Organizations.



IEf#: D
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Explanation

Although you can use a IAM policy to prevent users launching resources in other regions. The best practice is to use SCP when
using AWS organizations.

https://docs.aws.amazon.convorganizations/latest/userguide/orgs_manage policies scps_examples general.html

M #375

A company wants to migrate its static primary domain website to AWS. The company hosts the website and DNS servers internally.
The company wants the website to enforce SSL/TLS encryption block IP addresses from outside the United States (US), and take
advantage of managed services whenever possible.

‘Which solution will meet these requirements?

¢ A. Migrate the website to Amazon S3. Import a public SSL certificate to Amazon CloudFront Use AWS WAF rules to
block traffic from outside the US Update DNS.
accordingly

¢ B. Migrate the website to Amazon S3 Import a public SSL certificate to an Application Load. Balancer with rules to block
traffic from outside the US Migrate DNS to Amazon Route 53.

¢ (. Migrate the website to Amazon S3 ITmport a public SSL certificate that is created by AWS Certificate Manager (ACM) to
Amazon. CloudFront Configure CloudFront to block traffic from outside the US.
Migrate DNS to Amazon Route 53.

e D. Migrate the website to Amazon EC2 Import a public SSL certificate that is created by AWS Certificate Manager (ACM)
to an Application Load Balancer with rules to block traffic from outside the US Update DNS accordingly.

Ef#: C

BRI

To migrate the static website to AWS and meet the requirements, the following steps are required:

* Migrate the website to Amazon S3, which is a highly scalable and durable object storage service that can host static websites. To
do this, create an S3 bucket with the same name as the domain name of the website, enable static website hosting for the bucket,
upload the website files to the bucket, and configure the bucket policy to allow public read access to the objects. For more
information, see Hosting a static website on Amazon S3.

* Import a public SSL certificate that is created by AWS Certificate Manager (ACM) to Amazon CloudFront, which is a global
content delivery network (CDN) service that can improve the performance and security of web applications. To do this, request or
import a public SSL certificate for the domain name of the website using ACM, create a CloudFront distribution with the S3 bucket
as the origin, and associate the SSL certificate with the distribution. For more information, see Using alternate domain names and
HTTPS.

* Configure CloudFront to block traffic from outside the US, which is one of the requirements. To do this, create a CloudFront web
ACL using AWS WAF, which is a web application firewall service that lets you control access to your web applications. In the web
ACL, create a rule that uses a geo match condition to block requests that originate from countries other than the US. Associate the
web ACL with the CloudFront distribution. For more information, see How AWS WAF works with Amazon CloudFront features.
* Migrate DNS to Amazon Route 53, which is a highly available and scalable cloud DNS service that can route traffic to various
AWS services. To do this, register or transfer your domain name to Route 53, create a hosted zone for your domain name, and
create an alias record that points your domain name to your CloudFront distribution. For more information, see Routing traffic to an
Amazon CloudFront web distribution by using your domain name.

The other options are incorrect because they either do not implement SSL/TLS encryption for the website (A), do not use managed
services whenever possible (B), or do not block IP addresses from outside the US.

Verified References:

* https://docs.aws.amazon.con’ AmazonS3/latest/userguide/HostingWebsiteOnS3Setup. html

* https://docs.aws.amazon.cony AmazonCloudFront/latest/DeveloperGuide/using- hitps-alternate-domain-nam

* https://docs.aws.amazon.com/wat/latest/developerguide/waf-cloudfront. html

* https://docs.aws.amazon.conyRouteS 3/latest/DeveloperGuide/routing- to-cloudfront-distribution. html
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