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HE#78
Which of'the following principles is MOST important to apply when granting access to an enterprise resource planning (ERP) system
that contains a significant amount of personal data?

A. Segregation of duties
B. Read-only access

C. Data minimization

D. Least privilege

Ef#: D
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The principle of least privilege is the most important principle to apply when granting access to an ERP system that contains a
significant amount of personal dat a. The principle of least privilege states that users should only have the minimum level of access
and permissions necessary to perform their legitimate tasks and functions, and no more. Applying the principle of least privilege helps
to protect the privacy and security of the personal data in the ERP system, as it reduces the risk of unauthorized or inappropriate
access, disclosure, modification, or deletion of the data. It also helps to comply with the privacy laws and regulations, such as the
GDPR, that require data controllers and processors to implement appropriate technical and organizational measures to ensure a level
of security appropriate to the risk.

B #79
Which of the following assurance approaches is MOST effective in identifying vulnerabilities within an application programming
mterface (API) transferring personal data?

A. Bug bounty program
B. Security audit

C. Tabletop simulation
D. Source code review

EfE: A

fi .-

A bug bounty programis an assurance approach that involves offering rewards to external security researchers who find and report
vulnerabilities in an API or other software. A bug bounty program can be more effective than other assurance approaches in
identifying API vulnerabilities because it leverages the skills, creativity, and diversity of a large pool of ethical hackers who can test
the API from different perspectives and scenarios. A bug bounty program can also incentivize continuous testing and reporting of
wvulnerabilities, which can help improve the security posture of the API over time.

Reference:

10 top API security testing tools, CSO Online

Bug Bounty Programs: What You Need to Know, ISACA Journal

HH #80
Which of the following scenarios poses the GREATEST risk to an organization froma privacy perspective?

A. Privacy training is carried out by a service provider.

B. The organization lacks a hardware disposal policy.

C. The organization's privacy policy has not been reviewed in over a year.
D. Emails are not consistently encrypted when sent internally.

IEf#: B
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The scenario that poses the greatest risk to an organization from a privacy perspective is that the organization lacks a hardware


https://www.japancert.com/CDPSE.html

disposal policy. A hardware disposal policy is a policy that defines how the organization should dispose of or destroy hardware
devices that contain or process personal data, such as laptops, servers, hard drives, USBs, etc. A hardware disposal policy should
ensure that personal data is securely erased or overwritten before the hardware device is discarded, recycled, donated, or sold. A
hardware disposal policy should also comply with the applicable privacy regulations and standards that govern data retention and
destruction. By lacking a hardware disposal policy, the organization exposes personal data to potential threats, such as theft, loss, or
unauthorized access, use, disclosure, or transfer. Reference: : CDPSE Review Manual (Digital Version), page 123

H #81
Which of'the following MUST be available to facilitate a robust data breach management response?

A. Lessons learned from prior data breach responses

B. An inventory of affected individuals and systems

C. An inventory of previously impacted individuals

D. Best practices to obfuscate data for processing and storage

EfE: A

H #82
Which of the following should be done NEXT after a privacy risk has been accepted?

e A Adjust the risk rating to help ensure it is remediated
e B. Determine the risk appetite With management.

¢ C. Reconfirm the risk during the next reporting period
¢ D. Monitor the risk landscape for material changes.

Ef#: D
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Explanation

After a privacy risk has been accepted, the next step is to monitor the risk landscape for material changes. This means that the
organization should keep track of any internal or external factors that may affect the likelihood or impact of the risk, such as new
threats, vulnerabilities, regulations, technologies, or business processes.

Monitoring the risk landscape can help the organization identify if the risk acceptance decision is still valid, or if it needs to be
revisited or revised. Monitoring can also help the organization prepare for potential incidents or consequences that may arise from
the accepted risk.
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