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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q17-Q22):

NEW QUESTION # 17
Task: Clone a built-in IPS profile and tailor it to internal services.

Answer:

Explanation:

See the Explanation. Explanation:

1- Open Threat Prevention > Profiles.

2- Select "Optimized" > Right-click > Clone.

3- Renane it (e.g, "Internal Services Profile").

4- Disable protections unnecessary for internal traffic (e.g,, HTTP-related).
5- Save, apply to Threat Prevention policy layer.

NEW QUESTION # 18
Task: View IPS protections causing performance overhead.

Answer:

Explanation:

See the Explanation. Explanation:

1- Open SmartConsole > IPS Protections.

2- Sort by "Performance Impact."

3- Filter for "Critical" or "High."

4- Review actions-consider disabling or setting to "Detect."
5- Monitor gateway CPU usage post-modification.

NEW QUESTION # 19
Task: Configure a policy to log only "Detect" events for Anti-Bot scanning on internal users.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Prevention > Policy.

2- Add a rule: Source = Internal Networks, Dest = Internet.
3- Assign a profile where Anti-Bot action is set to "Detect."”
4- Track = Log, Action= Accept.

5- Publish and mstall the policy.

NEW QUESTION # 20
Task: Configure protections against known CVEs.

Answer:

Explanation:

See the Explanation. Explanation:

1- Filter IPS Protections by CVE number (e.g., CVE-2023-XXXX).
2- Confirm CVE protection is available and enabled.

3- Set action to "Prevent."

4- Link it to custom profile.

5- Test and validate using test exploit traffic or logs.



NEW QUESTION # 21
Task: Validate policy enforcement of a specific IPS profile.

Answer:

Explanation:

See the Explanation. Explanation:

1- Trigger test traffic that matches a rule using the profile.
2- SmartConsole > Logs > Filter by Profile name.

3- Confirm protections are applied with expected action.
4- Use fw stat on gateway to view loaded policy.

5- Ensure profile assignment is correct in the policy rule.

NEW QUESTION # 22

Do you want to pass the CheckPoint 156-590 exam on the first attempt but do not know where to start the preparation?
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