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M #166

A healthcare organization would like to work with another healthcare organization without needing to maintain identified accounts for
members of the other organization.

‘Which technology concept should the company use?

A. Single sign-on (SSO)

B. Federated authentication

C. Cloud identity provider

D. Multi- factor authentication (MFA)

IEf#: B
R -

The correct answer is D - Federated authentication.

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) explains that federated authentication allows two or more
organizations to share identity information securely without needing to maintain separate user accounts for external users. It supports
cross-organizational access based on trusted identity providers.

Cloud identity providers (A) offer centralized authentication but don't address federation directly. SSO (B) sinplifies authentication
within an organization. MFA (C) adds security but does not enable cross- organization authentication.

Reference Extract from Study Guide:

"Federated authentication enables organizations to share identity information and trust external credentials without the need to
manage separate accounts for external users."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Identity Federation and Single Sign- On Concepts

R #167
Which two languages are scripted?
Choose 2 answers

e AC

e B. Ada
e C.PHP
e D. Python

EfE: C. D

R

Scripting languages are designed for integrating and communicating with other programming languages.
* Python: A high-level scripting language known for its readability and extensive library support.

* PHP: A server-side scripting language used primarily for web development.

References

* "Python Crash Course" by Eric Matthes

* "PHP and MySQL Web Development” by Luke Welling and Laura Thonmson

M #168
How can the organizational culture support ethical guidelines?

A. By outlining the protocols to support security and privacy of data

B. By creating the government regulations that apply to the organization
C. By creating the system requirements for computers in the organization
D. By outlining the roles of IT specialists in the organization


https://www.mogiexam.com/Cybersecurity-Architecture-and-Engineering-exam.html

EfE: A

R :

Organizational culture can support ethical guidelines by establishing clear protocols and policies that promote the security and
privacy of data. This includes:

* Data protection policies: Guidelines on how data should be handled, stored, and protected.

* Ethical behavior: Encouraging employees to adhere to ethical standards and practices.

* Training and awareness: Regular training sessions to educate employees on security best practices and ethical behavior.

* Incident response: Protocols for responding to data breaches and other security incidents.

A strong organizational culture that prioritizes data security and privacy helps ensure that ethical guidelines are consistently followed.
References

* Michael E. Whitman and Herbert J. Mattord, "Principles of Information Security,”" Cengage Leaming.

* Rebecca Herold, "Managing an Information Security and Privacy Awareness and Training Program," CRC Press.

H #169

A company is looking to monitor and detect any suspicious activity on its servers. The company wants to implement a security
solution that can detect any unauthorized access or unusual activity on the servers.

Which security technology will meet the needs of this company?

e A Antivirus tools

¢ B. Host-based intrusion detection system (HIDS)
¢ C. Two-factor authentication

¢ D. Hardware security module (HSM)

Ef#: B

BRI :

The correct answer is D - Host-based intrusion detection system (HIDS).

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), a HIDS monitors individual servers or endpoints
for suspicious activity and potential breaches. It provides real-time detection of unauthorized access and unusual behaviors on hosts.
HSM (A) protects cryptographic keys. Two-factor authentication (B) strengthens user authentication but does not monitor server
activity. Antivirus tools (C) detect malware but are not designed to detect broader suspicious behaviors.

Reference Extract from Study Guide:

"Host-based intrusion detection systems (HIDS) monitor individual servers for unauthorized activities, unauthorized access attempts,
and changes to critical system files."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Intrusion Detection Systems

B #170
Which part of the Uniform Resource Locator (URL) identifies the server on which the web page can be found?

A. Resource path ID
B. Protocol

C. IP address

D. Domain name

IEfE: D

AR

* The domain name in a Uniform Resource Locator (URL) identifies the server on which the web page can be found.
* Exanple:

In the URL "http//www.example.convindex.html":

* "hitp" is the protocol.

* "www.example.com' is the domain name.

* "index.html" is the resource path ID.

* The other options:

* The protocol specifies the communication method.

* The resource path ID specifies the specific page or resource on the server.

* The IP address is not typically visible in the URL itself but can be resolved via DNS.
* Therefore, the domain name is the correct part that identifies the server.



References:
* "Web Development and Design Foundations with HTMLS" by Terry Felke-Morris, which explains URL components.
* "Internet and World Wide Web How to Program'' by Paul Deitel and Harvey Deitel, which covers URLs and their structure.
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