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During a third-party certification audit, you are presented with a list of issues by an auditee. Which four of the following constitute
'internal' issues in the context of a management system to ISO 27001:2022?

A. A fall in productivity linked to outdated production equipment
B. Inability to source raw materials due to government sanctions
C. Poor levels of staff competence as a result of cuts in training expenditure
D. A rise in interest rates in response to high inflation
E. A reduction in grants as a result of a change in government policy
F. Higher labour costs as a result of an aging population
G. Poor morale as a result of staff holidays being reduced
H. Increased absenteeism as a result of poor management

Answer: A,C,G,H

Explanation:
According to ISO 27001:2022 clause 4.1, the organisation shall determine external and internal issues that are relevant to its
purpose and that affect its ability to achieve the intended outcome(s) of its information security management system (ISMS)12
External issues are factors outside the organisation that it cannot control, but can influence or adapt to. They include political,
economic, social, technological, legal, and environmental factors that may affect the organisation's information security objectives,
risks, and opportunities12 Internal issues are factors within the organisation that it can control or change. They include the
organisation' s structure, culture, values, policies, objectives, strategies, capabilities, resources, processes, activities, relationships,
and performance that may affect the organisation's information security management system12 Therefore, the following issues are
considered 'internal' in the context of a management system to ISO 27001:
2022:
* Poor levels of staff competence as a result of cuts in training expenditure: This is an internal issue because it relates to the
organisation's capability, resource, and process of developing and maintaining the competence of its personnel involved in the ISMS.
The organisation can control or change its training expenditure and its impact on staff competence12
* Poor morale as a result of staff holidays being reduced: This is an internal issue because it relates to the organisation's culture,
value, and relationship with its employees. The organisation can control or change its staff holiday policy and its impact on staff
morale12
* Increased absenteeism as a result of poor management: This is an internal issue because it relates to the organisation's
performance, structure, and accountability of its management. The organisation can control or change its management practices and
its impact on staff absenteeism12
* A fall in productivity linked to outdated production equipment: This is an internal issue because it relates to the organisation's
capability, resource, and process of ensuring the availability and suitability of its production equipment. The organisation can control
or change its equipment maintenance and upgrade and its impact on productivity12 The following issues are considered 'external' in
the context of a management system to ISO 27001:2022:
* Higher labour costs as a result of an aging population: This is an external issue because it relates to the social and demographic
factor that affects the availability and cost of labour in the market. The organisation cannot control or change the aging population,
but can influence or adapt to its impact on labour costs12
* A rise in interest rates in response to high inflation: This is an external issue because it relates to the economic and monetary factor
that affects the cost and availability of capital in the market. The organisation cannot control or change the interest rates or inflation,
but can influence or adapt to its impact on capital costs12
* A reduction in grants as a result of a change in government policy: This is an external issue because it relates to the political and
legal factor that affects the availability and conditions of public funding for the organisation. The organisation cannot control or
change the government policy, but can influence or adapt to its impact on grants12
* Inability to source raw materials due to government sanctions: This is an external issue because it relates to the political and legal
factor that affects the availability and cost of raw materials in the market. The organisation cannot control or change the government
sanctions, but can influence or adapt to its impact on raw materials12 References:
1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systems) Course by CQI and IRCA Certified Training 1
2: ISO/IEC 27001 Lead Auditor Training Course by PECB 2

NEW QUESTION # 137 
You are an experienced ISMS audit team leader, talking to an Auditor in training who has been assigned to your audit team. You
want to ensure that they understand the importance of the Check stage of the Plan-Do-Check-Act cycle in respect of the operation
of the information security management system.
You do this by asking him to select the words that best complete the sentence:
To complete the sentence with the best word(s), click on the blank section you want to complete so that it is highlighted in red, and
then click on the applicable text from the options below. Alternatively, you may drag and drop the option to the appropriate blank
section.



Answer:

Explanation:
Explanation:
* Review is the third stage of the Plan-Do-Check-Act (PDCA) cycle, which is a four-step model for implementing and improving an
information security management system (ISMS) according to ISO/IEC
27001:202212. Review involves assessing and measuring the performance of the ISMS against the established policies, objectives,
and criteria12.
* Assess is the verb that describes the action of reviewing the ISMS. Assess means to evaluate, analyze, or measure something in a
systematic and objective manner3. Assessing the ISMS involves collecting and verifying audit evidence, identifying strengths and
weaknesses, and determining the degree of conformity or nonconformity12.
* Regular is the adjective that describes the frequency or interval of reviewing the ISMS. Regular means occurring or done at fixed
or uniform intervals4. Reviewing the ISMS at regular intervals means conducting internal audits and management reviews
periodically, such as annually, quarterly, or monthly, depending on the needs and risks of the organization12.
* Suitability is one of the attributes that describes the quality or outcome of reviewing the ISMS. Suitability means being appropriate
or fitting for a particular purpose, person, or situation5. Reviewing the ISMS for suitability means ensuring that it is aligned with the
organization's strategic direction, business objectives, and information security requirements12.
References :=
* ISO/IEC 27001:2022 Information technology - Security techniques - Information security management systems - Requirements
* ISO/IEC 27003:2022 Information technology - Security techniques - Information security management systems - Guidance
* Assess | Definition of Assess by Merriam-Webster
* Regular | Definition of Regular by Merriam-Webster
* Suitability | Definition of Suitability by Merriam-Webster

NEW QUESTION # 138 
Question:
Which of the following statements regarding threats and vulnerabilities in information security is NOT correct?

A. All vulnerabilities require immediate implementation of controls regardless of corresponding threats
B. Threats must exploit a vulnerability to have a negative impact on the confidentiality, integrity, and/or availability of
information
C. Vulnerabilities can be intrinsic or extrinsic, related to the characteristics of the asset or to external factors

Answer: A

Explanation:
Comprehensive and Detailed In-Depth Explanation:
* C. Incorrect Statement - Not all vulnerabilities require immediate remediation. Risk assessment determines whether controls are
necessary. Some vulnerabilities pose low risks and may not need urgent fixes.
* A. Correct Statement - Vulnerabilities can be intrinsic (inherent flaws) or extrinsic (caused by external misconfigurations).
* B. Correct Statement - Threats must exploit vulnerabilities to cause harm.
This aligns with ISO/IEC 27001:2022 Annex A Control A.8.8 (Management of Technical Vulnerabilities).

NEW QUESTION # 139 
Scenario 9: Techmanic is a Belgian company founded in 1995 and currently operating in Brussels. It provides IT consultancy,
software design, and hardware/software services, including deployment and maintenance. The company serves sectors like public
services, finance, telecom, energy, healthcare, and education. As a customer-centered company, it prioritizes strong client
relationships and leading security practices.
Techmanic has been ISO/IEC 27001 certified for a year and regards this certification with pride. During the certification audit, the
auditor found some inconsistencies in its ISMS implementation. Since the observed situations did not affect the capability of its
ISMS to achieve the intended results, Techmanic was certified after auditors followed up on the root cause analysis and corrective
actions remotely During that year, the company added hosting to its list of services and requested to expand its certification scope to
include that area The auditor in charge approved the request and notified Techmanic that the extension audit would be conducted
during the surveillance audit Techmanic underwent a surveillance audit to verify its iSMS's continued effectiveness and compliance
with ISO/IEC 27001. The surveillance audit aimed to ensure that Techmanic's security practices, including the recent addition of
hosting services, aligned seamlessly with the rigorous requirements of the certification The auditor strategically utilized the findings
from previous surveillance audit reports in the recertification activity with the purpose of replacing the need for additional



recertification audits, specifically in the IT consultancy sector. Recognizing the value of continual improvement and learning from past
assessments. Techmanic implemented a practice of reviewing previous surveillance audit reports. This proactive approach not only
facilitated identifying and resolving potential nonconformities but also aimed to streamline the recertification process in the IT
consultancy sector.
During the surveillance audit, several nonconformities were found. The ISMS continued to fulfill the ISO/IEC 27001*s requirements,
but Techmanic failed to resolve the nonconformities related to the hosting services, as reported by its internal auditor. In addition, the
internal audit report had several inconsistencies, which questioned the independence of the internal auditor during the audit of hosting
services. Based on this, the extension certification was not granted. As a result. Techmanic requested a transfer to another
certification body. In the meantime, the company released a statement to its clients stating that the ISO/IEC 27001 certification
covers the IT services, as well as the hosting services.
Based on the scenario above, answer the following question:
Is questioning the independence of the internal auditor important given the inconsistencies found in the internal audit report?

A. Yes, internal auditors must be independent of the audited activities
B. No, internal auditors cannot be independent since they have an advisory role
C. No, internal auditors should only be independent when a surveillance audit relies on their findings

Answer: A

Explanation:
Comprehensive and Detailed In-Depth
C . Correct answer:
ISO/IEC 27001:2022 Clause 9.2.2 requires internal auditors to be independent of the activities they audit.
Inconsistencies in the internal audit report raise valid concerns about independence.
A . Incorrect:
Internal auditors must always be independent, not just for surveillance audits.
B . Incorrect:
Internal auditors have a compliance role, not just an advisory role.
Relevant Standard Reference:

NEW QUESTION # 140 
You are an experienced ISMS auditor, currently providing support to an ISMS auditor in training who is carrying out her first initial
certification audit. She asks you what she should be verifying when auditing an organisation's Information Security objectives. You
ask her what she has included in her audit checklist and she provides the following replies.
Which three of these responses would you cause you concern in relation to conformity with ISO/IEC 27001:2022?

A. I am going to check that top management have determined the Information Security objectives for the current year. If not, I
will check that this task has been programmed to be completed
B. I am going to check that the necessary budget, manpower and materials to achieve each objective has been determined
C. I am going to check how each Information Security objective has been communicated to those who need to be aware of it
in order for the objective to be achieved
D. I am going to check that a completion date has been set for each objective and that there are no objectives with missing
'achieve by' dates
E. I am going to check that there is a process in place to periodically revisit Information Security objectives, with a view to
amending or cancelling them if circumstances necessitate this
F. I am going to check that all the Information Security objectives are measurable. If they are not measurable the organisation
will not be able to track progress against them
G. I am going to check that the Information Security objectives are written down on paper so that everyone is clear on what
needs to be achieved, how it will be achieved, and by when it will be achieved

Answer: A,D,G

Explanation:
According to ISO/IEC 27001:2022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), clause 6.2 requires an organization to establish information security
objectives at relevant functions and levels1. The objectives should be consistent with the information security policy; measurable (if
practicable) or capable of being evaluated; monitored; communicated; updated as appropriate1. Therefore, when auditing an
organization's information security objectives, an ISMS auditor should verify these aspects in accordance with the audit criteria.
Three responses from the ISMS auditor in training that would cause concern in relation to conformity with ISO/IEC 27001:2022
are:



I am going to check that top management have determined the Information Security objectives for the current year. If not, I will
check that this task has been programmed to be completed: This response would cause concern because it implies that the auditor in
training is not aware of the requirement to establish information security objectives at relevant functions and levels, not just at the top
management level. It also implies that the auditor in training is willing to accept a delay or postponement in determining the
information security objectives, which may affect the ISMS performance and effectiveness.
I am going to check that the Information Security objectives are written down on paper so that everyone is clear on what needs to
be achieved, how it will be achieved, and by when it will be achieved: This response would cause concern because it implies that the
auditor in training is not aware of the requirement to establish information security objectives that are measurable (if practicable) or
capable of being evaluated, not just written down on paper. It also implies that the auditor in training is not aware of the flexibility and
suitability of different media or formats for documenting and communicating information security objectives, such as electronic or
digital records, posters, newsletters, etc.
I am going to check that a completion date has been set for each objective and that there are no objectives with missing 'achieve by'
dates: This response would cause concern because it implies that the auditor in training is not aware of the requirement to establish
information security objectives that are monitored, not just completed by a certain date. It also implies that the auditor in training is
not aware of the possibility and necessity of updating information security objectives as appropriate, such as when changes occur in
the internal or external context of the organization, or when new risks or opportunities arise.
The other responses from the ISMS auditor in training are acceptable and do not cause concern in relation to conformity with
ISO/IEC 27001:2022. For example, checking how each Information Security objective has been communicated to those who need
to be aware of it in order for the objective to be achieved is relevant to verifying the communication aspect of clause 6.2; checking
that there is a process in place to periodically revisit Information Security objectives, with a view to amending or cancelling them if
circumstances necessitate this is relevant to verifying the updating aspect of clause 6.2; checking that the necessary budget,
manpower and materials to achieve each objective has been determined is relevant to verifying the planning aspect of clause 6.2;
checking that all the Information Security objectives are measurable. If they are not measurable the organisation will not be able to
track progress against them is relevant to verifying the measurability aspect of clause 6.2. Reference: ISO/IEC 27001:2022 -
Information technology - Security techniques - Information security management systems - Requirements
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