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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps Sample Questions (Q74-Q79):

NEW QUESTION # 74
Refer to the exhibit.

Risk Assessment
Remote Access Contains a remote deskiop related string
Spyware POSTs: files to a webserver
Stealer/Phishing. Scans for artifacis thatmayhelp idenlity the larget
Persistence Wriles data to a remote process
Fingerpnnt Queries kemel debugger information
Queries process information
Reads the activea.Compuler name
Reads the tryplographic machine GUID
Stans for arufacts that may help identify the larget

Evasive Marks. file for deletion

Reads Antivirus engine relaled registry keys

Tries to sleep for a long time (more than two minutes)
Network Behavior. Contacts 1 domain and 1 host

The application x-dosexec with hash
691c65e4tb1d19182465df1 d34ad51aaecebal4a78167262dc7b2840a6a6aa87 is reported as malicious and labeled as
"Trojan.Generic" by the threat intelligence tool. What is considered an indicator of compromise?

A. process injection
B. hooking

C. modified registry
D. data compression

Answer: A

Explanation:

Comprehensive and Detailed Explanation:

The exhibit lists several behaviors under categories such as Remote Access, Stealer/Phishing, Persistence, and Evasive Marks.
Notably, under "Persistence" it states:

* "Writes data to a remote process”

This behavior is indicative of "process injection," a technique where malware writes or injects malicious code into the address space
of another process. This allows the malware to evade detection and run within the context of a legitimate process.

This matches the MITRE ATT&CK technique T1055 (Process Injection), which is also discussed in the Cisco CyberOps Associate
guide under evasion and persistence tactics used by malware.

While modified registry and data compression are possible signs of malware, they are not explicitly referenced in the exhibit. The
definitive indicator shown is related to process injection.

Therefore, the correct answer is: C. process injection.

NEW QUESTION # 75

During a routine security audit, an organization's security team detects an unusual spike in network traffic originating from one of their
internal servers. Upon further investigation, the team discovered that the server was communicating with an external IP address
known for hosting malicious content. The security team suspects that the server may have been compromised. As the incident
response process begins, which two actions should be taken during the initial assessment phase of this incident? (Choose two.)

A. Notify law enforcement agencies about the incident.

B. Conduct a comprehensive forensic analysis of the server hard drive.
C. Interview employees who have access to the server.

D. Review the organization's network logs for any signs of intrusion.

E. Disconnect the compromised server from the network.

Answer: D,E

Explanation:
During the initial phase of incident response, the two key actions are:



* Disconnecting the server (B) to contain the threat and prevent lateral movement or further exfiltration.

* Reviewing network logs (E) to understand the timeline and scope of'the attack.

These are enmphasized in the containment and detection stages of the incident response lifecycle outlined in NIST 800-61 and
covered in the Cisco CyberOps training.

NEW QUESTION # 76
Refer to the exhibit.

GET /wp-contentrm1q_qBx4_15/ HTTP/1.1
Host iraniansk com
Connection Keep-Alive

Entire conversation {Mkﬂjn Show and save data as

Ascun Stream | 2 *

According to the Wireshark output, what are two indicators of compromise for detecting an Emotet malware download? (Choose
two.)

e A. Content-Type: application/octet-stream
e B. filename="Fy.exe"
e C. Domain name:iraniansk.com



e D. Hash value: 531ab113af08=1597090577
¢ E. Server: nginx

Answer: AD

NEW QUESTION # 77

A security team receives reports of multiple files causing suspicious activity on users' workstations. The file attempted to access
highly confidential information in a centralized file server. Which two actions should be taken by a security analyst to evaluate the file
in a sandbox? (Choose two.)

A. Inspect registry entries
B. Inspect file hash.

C. Inspect PE header.

D. Inspect file type.

E. Inspect processes.

Answer: CE

Explanation:

‘When analyzing suspicious files in a sandbox environment, a security analyst focuses on identifying and evaluating their behavior in a
controlled setting to confirm potential malicious activity:

* Inspect processes (B): Observing the processes that the file spawns or injects into during execution helps identify malicious actions
or privilege escalation. This is a crucial part of dynamic analysis in the sandbox environment.

* Inspect PE header (E): The PE (Portable Executable) header contains metadata about how the file will execute on Windows
systems. It reveals details such as the entry point, libraries used, and whether the file is suspiciously crafted or packed, which can be
strong indicators of malicious behavior.

The other options (A, C, D) are important in the broader forensic analysis, but within thesandbox dynamic analysis, focusing on
process behavior and file execution headers is critical for determining how the file interacts with the system and whether it is indeed
malicious.

Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter: Understanding Malware Analysis, Dynamic Analysis
of Malware, page 389-392.

NEW QUESTION # 78
Which tool should be used for dynamic malware analysis?

A. Unpacker

B. Disassenbler
C. Decompiler
D. Sandbox

Answer: D

Explanation:

Dynamic malware analysis involves executing the malware in a controlled environment to observe its behavior, such as file creation,
network traffic, or system modifications. Asandboxis designed for this purpose-it safely executes and monitors suspicious code
without risking the host system. The other tools (Decompiler, Unpacker, Disassembler) are primarily used in static analysis.
Correct answer: D. Sandbox

NEW QUESTION # 79
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well as get the certification.
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