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VMware vSphere Foundation 9.0 Administrator Sample Questions (Q17-
Q22):
NEW QUESTION # 17 
An administrator is tasked with creating a custom VMware Cloud Foundation (VCF) Operations Web Certificate.
What are three requirements to which the certificate must conform to be used with VCF Operations? (Choose three.)

A. In the certificate file, the server certificate must be first in the order of certificates.
B. In the certificate file, all certificates and the private key must be in PFX format.
C. In the certificate file, all certificates and the private key must be in PEM format.
D. In the certificate file, the server certificate must be last in the order of certificates.
E. The certificate file must include the server certificate, a private key, and all issuing certificates.
F. The VCF Operations certificate cannot use the Subject Alternative Name (SAN) extension.

Answer: A,C,E

Explanation:
VCF Operations requires that custom SSL certificates meet these requirements:
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* Certificates and private key must be inPEM format. (A)
* Theserver certificate must be listed firstin the file. (D)
* The file must include theserver certificate, private key, and full certificate chain(issuing/intermediate
/root CA). (E)
Why others are wrong:
* B. Server certificate last# Incorrect, it must be first.
* C. Cannot use SAN extension# Incorrect, SAN is supported and recommended.
* F. PFX format# Not supported for VCF Operations.
References:
VMware Cloud Foundation 9.0.2 -SSL Certificate Requirements for VCF Operations VMware Docs: Replacing vRealize
Operations Certificates

NEW QUESTION # 18 
An administrator must configure identity access for VMware vSphere Foundation (VVF) to allow admin accounts from the
enterprise Active Directory domain corp.local to log in using domain credentials. Security requires authentication to use the default
Active Directory protocol, without federation.
Which configuration step is required to enable Active Directory users to authenticate to vCenter?

A. Configure a trusted identity provider using OpenID Connect (OIDC).
B. Add the domain controller certificate to the Trusted Root store in vCenter.
C. Configure Identity Federation using SAML with corp.local.
D. Add Active Directory over LDAP as an identity source.

Answer: D

Explanation:
To allowActive Directory domain users(corp.local) to authenticate in vCenter with domain credentials:
* The correct method is configuringActive Directory over LDAP as an identity source. (D)
* This uses thedefault AD protocol (LDAP/Kerberos)without requiring SAML or OIDC federation.
Other options:
* A. Adding domain controller certificate# Needed for LDAPS but not the main step.
* B. Identity Federation with SAML# Requires federation, not allowed per requirements.
* C. OpenID Connect (OIDC)# Used for external IdPs, not traditional AD auth.
References:
VMware vSphere 9.0 -Configuring Active Directory Identity Sources
VMware Docs: Add AD over LDAP as Identity Source

NEW QUESTION # 19 
An administrator is tasked to optimize storage utilization in an existing VMware vSAN Original Storage Architecture (OSA) cluster.
The cluster has the following configuration:
* Eight-node cluster with 1 disk group per node.
* Virtual machines (VMs) are configured with 1 failure - RAID-1 storage policy.
* Storage utilization is at 70%.
Which action can the administrator take to reduce the existing storage utilization with the minimum impact to the cluster?

A. Change the storage policy to 2 failure - RAID-6.
B. Enable Deduplication and Compression on the cluster.
C. Enable Compression only on the cluster.
D. Change the storage policy to 3 failure - RAID-1.

Answer: A

Explanation:
In avSAN Original Storage Architecture (OSA)cluster, the choice of storage policy directly impacts storage efficiency and resilience:
* Current Setup:
* Eight-node cluster, 1 disk group per node.
* VMs are usingFTT=1 RAID-1 (mirroring)policy.
* Storage utilization is already at70%.
* RAID-1 (Mirroring):



* Each piece of data is mirrored, requiring2x storage capacity.
* Space efficiency ~50%.
* RAID-6 (Erasure Coding, FTT=2):
* Requires a minimum of6 hosts, satisfied here with 8.
* Uses erasure coding instead of full mirroring, giving ~67% space efficiency.
* Provides resilience against2 host failureswhile using less space than RAID-1.
Thus, switching fromRAID-1 FTT=1toRAID-6 FTT=2reduces overall storage utilization while still improving resilience.
Why not the other options?
* A. Enable Deduplication and Compression##In OSA, enabling this requires acluster-wide disk group reformat, which is disruptive
and not the minimal impact choice.
* B. Change policy to 3 failure - RAID-1##Increases redundancy but consumesmuch more capacity, worsening utilization.
* C. Enable Compression only##Not available in OSA (only in ESA). OSA supportsdeduplication + compression together, not
compression-only.
* D. Change to 2 failure - RAID-6##Meets resilience requirements,reduces storage usage, and is supported on 8-node OSA
clusters.
References:
VMware vSAN 9.0 Documentation -RAID-5/6 Erasure Coding requires 6+ hosts and improves space efficiency VMware vSAN
Design Guide -RAID-1 vs RAID-5/6 efficiency and requirements VMware Cloud Foundation 9.0 Documentation -Changing
storage policies triggers online reconfiguration without cluster-wide reformat

NEW QUESTION # 20 
An administrator is tasked to create a new view in VMware Cloud Foundation (VCF) Operations to monitor CPU demand on ESX
hosts, including the historical and forecast data.
Which view type is appropriate to display such information?

A. Trend
B. Distribution
C. Table
D. Text

Answer: A

Explanation:
InVCF Operations, when monitoring metrics like CPU demand across ESX hosts, includinghistorical usage and forecast data, the
best visualization is aTrend view.
* Trend viewsdisplay data over time, showing both past and predicted future behavior.
* This makes them ideal forcapacity planning, performance forecasting, and demand analysis.
* Table (A)# Shows raw values but lacks predictive visualization.
* Distribution (B)# Useful for comparing values across objects but not for time-based or forecasted trends.
* Text (C)# Displays static values or metrics, not historical/forecasting data.
References:
VMware Cloud Foundation 9.0 Operations Guide -Creating Views (Trend, Distribution, Table, Text) VMware Docs: vRealize
Operations - Creating Views

NEW QUESTION # 21 
An administrator is following the concept of least privilege and must configure permissions in a vSphere environment granting
members of the group corp\VM-Managers the following abilities:
* Power on/off virtual machines
* Open consoles
* Create snapshots
Which out-of-the-box role satisfies these access control requirements?

A. Virtual Machine Power User
B. Administrator
C. Virtual Machine User
D. Virtual Machine Console User

Answer: A



Explanation:
The requirement is to followleast privilegewhile granting specific VM operations:
* Power on/off virtual machines
* Open consoles
* Create snapshots
TheVirtual Machine Power Userrole is the correct out-of-the-box role, as it includes all these privileges without granting unnecessary
administrative access.
Other roles:
* Administrator (A):Grants full environment control # too broad.
* Virtual Machine Console User (B):Limited to console access, cannot power on/off or snapshot.
* Virtual Machine User (C):Can interact with VMs but lacks snapshot privileges.
References:
VMware vSphere 9.0 Documentation -Default Roles and Permissions
VMware KB 1033138 -Privileges for VM Roles

NEW QUESTION # 22
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