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B (Q42-Q47):

B #42
An analyst is reviewing the Notable Senders section in Proofpoint Supplier Threat Protection.

Based on the data shown in the exhibit, which vendor's email activity should be investigated first?

e A charlie@bluchorizonpartners.io

e B. alice@clariontechsolutions.net

¢ (. bob@aerowestglobalservices.com
¢ D. jane@cypressnetworksinc.com

IEf: C
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Supplier Threat Protection prioritization focuses on vendor identities whose messaging patterns indicate elevated risk-such as unusual
sending behavior, higher malicious/suspicious message counts, abnormal spike patterns, or stronger impersonation/compromise
indicators relative to other suppliers. Based on the exhibit's Notable Senders metrics, bob@aerowestglobalservices.com (C) shows
the highest-risk activity and should be mnvestigated first. In Proofpoint IR workflow, supplier-related threats are high impact because
they exploit trust relationships and can bypass user suspicion (invoice/payment workflows, shared documents, ongoing threads). The
nvestigation typically validates whether this is: (1) a compromised supplier mailbox, (2) supplier-domain impersonation (lookalike
domain), or (3) a legitimate supplier system misconfigured and sending risky content. Analysts pivot into message samples,
authentication alignment (SPF/DKIM/DMARC), sending infrastructure changes, and recipient targeting patterns (finance/AP,
executives). [f malicious, containment includes blocking the supplier sender/domain (or precise subdomains), pulling delivered copies
via TRAP, alerting impacted users, and mitiating vendor contact to remediate the supplier's account security.

H #43
An attacker registers a domain like "great-company.com'” to impersonate "greatcompany.com" What tactic is being used?

A. Domain Hijacking

B. Display Name Spoofing
C. Lookalike Domain

D. Subdomain Takeover

EfE: C

H #44
Which activity is part of the Preparation phase in the NIST lifecycle?

A. Restoring systems from backups.

B. Documenting postmortem reports.
C. Identifying compromised accounts.
D. Conducting response drill scenarios.

IEf#: D

fi .-

Preparation is the phase where organizations build readiness before incidents occur-people, process, and technology. Conducting
response drill scenarios (D), such as tabletop exercises or simulation drills, is a core preparation activity because it validates
playbooks, escalation paths, tooling access, and decision-making under time pressure. In Proofpoint-focused IR, drills commonly
simulate credential phishing leading to account takeover, or BEC invoice fraud, requiring coordinated actions across TAP triage,
Smart Search message tracing, TRAP post-delivery pulls, IAM containment (password reset/token revocatio’MF A enforcement),
and business verification procedures. The goal is to ensure responders can execute quickly and consistently, and to discover gaps
such as missing log retention, unclear ownership for blocklists, or untested comms templates. Restoring from backups (A) is
recovery, documenting postmortens (B) is post-incident activity, and identifying compromised accounts (C) is detection/analysis. In
practice, preparation drills measurably reduce mean-time-to-contain by ensuring analysts already know where to find Proofpoint
evidence (headers, verdicts, click telemetry) and how to trigger remediation workflows without delay.

' #45
An analyst is reviewing a quarantined threat within Threat Protection Workbench.

Based on the indicators shown in the exhibit, what is the most likely reason the threat was quarantined?

A. The threat was quarantined because it is froma known malicious IP address.
B. The threat was quarantined because it contained malware.

C. The threat was quarantined because it is from a newly created domain.

D. The threat was quarantined because there is a sender impersonation risk.

IEf#: D

A -
Threat Protection Workbench quarantine decisions are often driven by high-confidence "people-centric" risk signals, especially



impersonation/impostor detections. The indicators in the exhibit point to sender identity risk (display-name mismatch,
lookalike/brand impersonation cues, or authentication/alignment anomalies that elevate "impostor" confidence), which aligns with
sender impersonation quarantine (B). In Proofpoint IR practice, impersonation is treated as high priority because it maps directly to
BEC and credential theft outcomes and can be "clean" from a matware/URL perspective (text-only lures, invoice/payment requests).
‘While malware, newly registered domains, and known malicious IPs can also drive quarantine, Workbench presentations for
supplier/impostor often explicitly surface impersonation risk scoring and "who is being impersonated" context, which is the decisive
factor for this scenario. Operationally, analysts respond by validating authentication results (SPF/DKIM/DMARC alignment),
checking sender domain similarity/age, reviewing conversation history anomalies, and scoping for additional recipients. Containment
frequently includes blocking the lookalike domair/sender, pulling delivered copies with TRAP, and notifying targeted business units
(finance, executives) to prevent fraudulent actions.

HA #46
Which two items should be included in an incident report to be discussed during a post-incident debrief?

(Select two.)

A. Speculation about adversary attribution
B. Product manuals

C. Incident timeline

D. Software inventory

E. Devices and systems involved

IFf#: C. E

R

Post-incident debriefs require evidence-backed documentation that enables learning and control improvements. The two most
essential iterrs are the incident timeline (D) and the devices/systems involved (E). The timeline reconstructs key events (first delivery,
first click, first alert, containment actions, TRAP pulls, credential resets, policy changes) and supports measurable IR metrics
(MTTD, MTTR). The "devices and systems mvolved" section defines scope and blast radius: which mailboxes were targeted, which
users were impacted, what email systens were involved (gateway, cloud mail, endpoints), and which Proofpoint components
contributed (TAP verdicts, URL Defense click logs, Smart Search traces, TRAP remediation).

This nformation is the foundation for root cause analysis and for validating that remediation fully covered the environment (no missed
recipients, no unremediated copies, no lingering compromised accounts). Software inventories and product manuals are generally not
debrief deliverables, and adversary attribution speculation is discouraged unless it is evidence-based and necessary for risk
decisions. Proofpoint IR best practice is factual, actionable reporting that directly drives preventive control changes.

B #47
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