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B #55

A threat analyst wants to incorporate a requirement in the threat knowledge repository that provides an ability to modify or delete
past or irrelevant threat data.

‘Which of the following requirement must he include in the threat knowledge repository to fulfil his needs?

e A Protection ranking
¢ B. Evaluating performance
e (. Searchable functionality
e D. Data management

IEf#: D

R -

Incorporating a data management requirement in the threat knowledge reposttory is essential to provide the ability to modify or
delete past or rrelevant threat data. Effective data management practices ensure that the repository remains accurate, relevant, and
up-to-date by allowing for the adjustment and curation of stored information. This includes removing outdated intelligence, correcting
naccuracies, and updating information as new insights become available. A well-managed repository supports the ongoing relevance
and utility of the threat intelligence, aiding in informed decision-making and threat mitigation strategies. References:

* "Building and Maintaining a Threat Intelligence Library," by Recorded Future

* "Best Practices for Creating a Threat Intelligence Policy, and How to Use It," by SANS Institute

HM #56

Mr. Bob, a threat analyst, is performing analysis of competing hypotheses (ACH). He has reached to a stage where he is required to
apply his analysis skills effectively to reject as many hypotheses and select the best hypotheses from the identified bunch of
hypotheses, and this is done with the help of listed evidence. Then, he prepares a matrix where all the screened hypotheses are
placed on the top, and the listed evidence for the hypotheses are placed at the bottom.

What stage of ACH is Bob currently in?

A. Evidence

B. Diagnostics
C. Refinement
D. Inconsistency

Ef#: C

R
In the Analysis of Competing Hypotheses (ACH) process, the stage where Mr. Bob is applying analysis to reject hypotheses and
select the most likely one based on listed evidence, followed by preparing a matrix with screened hypotheses and evidence, is


https://jp.fast2test.com/312-85-premium-file.html
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known as the Refinement' stage. This stage involves refining the list of hypotheses by systematically evaluating the evidence against
each hypothesis, leading to the rejection of inconsistent hypotheses and the strengthening of the most plausible ones. The preparation
of a matrix helps visualize the relationship between each hypothesis and the available evidence, facilitating a more objective and
structured analysis.

References:

"Psychology of Intelligence Analysis" by Richards J. Heuer, Jr., for the CIA's Center for the Study of Intelligence

"A Tradecraft Primer: Structured Analytic Techniques for Improving Intelligence Analysis" by the CIA

B #57

ABC is a well-established cyber-security company in the United States. The organization implemented the autormation of tasks such
as data enrichment and indicator aggregation. They also joined various communities to increase their knowledge about the emerging
threats. However, the security teams can only detect and prevent identified threats in a reactive approach.

Based on threat intelligence maturity model, identify the level of ABC to know the stage at which the organization stands with its
security and vulnerabilities.

A. Level 3: CTI programin place

B. Level 1: preparing for CTI

C. Level 0: vague where to start

D. Level 2: increasing CTI capabilities

EfE: A

A -

ABC cyber-security company, which has implemented automation for tasks such as data enrichment and indicator aggregation and
has joined various communities to increase knowledge about emerging threats, is demonstrating characteristics of a Level 3 maturity
in the threat intelligence maturity model. At this level, organizations have a formal Cyber Threat Intelligence (CTI) program in place,
with processes and tools implemented to collect, analyze, and integrate threat intelligence into their security operations. Although they
may still be reactive in detecting and preventing threats, the existence of structured CTI capabilities indicates a more developed stage
of threat mtelligence maturity. References:

* "Building a Threat Intelligence Program," by Recorded Future

* "The Threat Intelligence Handbook," by Chris Pace, Cybersecurity Evangelist at Recorded Future

B #58

SecurityTech Inc. is developing a TI plan where it can drive more advantages in less funds. In the process of selecting a TI platform,
it wants to incorporate a feature that ranks elements such as intelligence sources, threat actors, attacks, and digital assets of the
organization, so that it can put in more fiinds toward the resources which are critical for the organization's security.

Which of'the following key features should SecurityTech Inc. consider in their TI plan for selecting the TI platform?

A. Scoring
B. Workflow
C. Open

D. Search

IEf#: A

HH #59

Michael, a threat analyst, works in an organization named TechTop, was asked to conduct a cyber-threat mtelligence analysis. After
obtaining information regarding threats, he has started analyzing the information and understanding the nature of the threats.

What stage of the cyber-threat intelligence is Michael currently in?

e A, Known unknowns
e B. Unknowns unknown
e C. Unknown unknowns
e D. Known knowns

EfE: A
A -



The "known unknowns" stage in cyber-threat intelligence refers to the phase where an analyst has identified threats but the specific
details, implications, or full nature of these threats are not yet fully understood.

Michael, in this scenario, has obtained information on threats and is in the process of analyzing this information to understand the
nature of the threats better. This stage involves analyzing the known data to uncover additional insights and fill in the gaps in
understanding, thereby transitioning the "unknowns" into

"knowns." This phase is critical in threat intelligence as it helps in developing actionable intelligence by deepening the understanding of
the threats faced.References:

* "Intelligence Analysis: A Target-Centric Approach," by Robert M. Clark

* "Structured Analytic Techniques for Intelligence Analysis," by Richards J. Heuer Jr. and Randolph H.

Pherson
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