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Cisco Designing Cisco Security Infrastructure Sample Questions (Q41-Q46):

NEW QUESTION # 41

A developer company recently made a contract with new custormer in the financial space. The customer has multiple remote sites
and requires a VPN solution with the highest encryption.

‘Which protocol must be used in IPsec Phase 27

A. SD-WAN
B. ESP

C. ISAKMP
D.IKE

Answer: B

Explanation:
In IPsec Phase 2, the Encapsulating Security Payload (ESP) protocol is used to provide confidentiality, integrity, and authentication
for VPN traffic. ESP ensures the highest encryption and protection for sensitive financial data across remote sites.

NEW QUESTION # 42
A global marketing firm, based in California with customers on every continent, suffered a data breach that exposed employee and
customer PII. Which regulations is the company in danger of violating?

A. FedRanp

B. ISO SP800-53
C. 18027001

D. GDPR

Answer: D

Explanation:

Since the company serves customers on every continent, including the European Union, exposing customer PII puts it at risk of
violating the General Data Protection Regulation (GDPR).

GDPR applies globally to any organization handling EU residents' personal data, regardless of where the company is based.

NEW QUESTION # 43
Which generative Al impact is addressed by a human-in-the-loop design policy?

A. phishing

B. scale changes
C. deep fakes

D. Al hallucnations

Answer: D

Explanation:

A human-in-the-loop design policy ensures that humans validate or oversee Al-generated outputs, reducing the risk of Al
hallucinations (false or misleading information generated by Al).

This provides accountability and accuracy in generative Al use.

NEW QUESTION # 44

A technology company has many remote workers who access corporate resources from various locations. The company must
ensure that security policies are managed and enforced directly on endpoints, and endpoints are protected from threats regardless of
location. Which firewall architecture meets the requirements?

o A host-based firewall
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e B. traditional firewall
¢ C. web application firewall
¢ D. next-generation firewall

Answer: A

Explanation:

A host-based firewall enforces security policies directly on endpoints, ensuring they remain protected regardless of location. This
architecture provides consistent defense for remote workers accessing corporate resources from outside the traditional network
perimeter.

NEW QUESTION # 45

A furniture company recently discovered that the endpoint detection and response configuration flagged several malicious files on
company-managed laptops. The company must enhance security to prevent known malicious files from being delivered to the
network and endpoints. The new solution must enhance the company's ability to inspect and filter incoming traffic effectively.
‘Which security product must be used to accomplish this goal?

A. next-generation firewall
B. eBPF

C. traditional firewall

D. host-based firewall

Answer: A

Explanation:

A next-generation firewall (NGFW) inspects and filters incoming traffic with deep packet inspection, intrusion prevention, and
advanced malware filtering, This prevents known malicious files from reaching the network and endpoints, complementing the
company's EDR solution.

NEW QUESTION # 46

Mercenary men lust for wealth, our company offer high quality 300-745 practice engine rather than focusing on mercenary motives.
They are high quality and high effective 300-745 training materials and our efficiency is expressed clearly in many aspects for your
reference. The first one is downloading efficiency. The second is expressed in content, which are the proficiency and efficiency of
300-745 Study Guide. You will love our 300-745 exam questions as long as you have a try!
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