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Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q21-Q26):

NEW QUESTION # 21

After a generated a repot, you notice the information you were expecting to see in not included in it. However, you confirm that the
logs are there:

‘Which two actions should you perform? (Choose two.)
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A. Check the time frame covered by the report.
B. Disable auto-cache.

C. Test the dataset.

D. Increase the report utilization quota.

Answer: A,C

Explanation:

When a generated report does not include the expected nformation despite the logs being present, there are several factors to check
to ensure accurate data representation in the report.

* Option A - Check the Time Frame Covered by the Report:

* Reports are generated based on a specified time frame. If the time frame does not encompass the period when the relevant logs
were collected, those logs will not appear in the report. Ensuring the time frame is correctly set to cover the intended logs is crucial
for accurate report content.

* Conclusion: Correct.

* Option B - Disable Auto-Cache:

* Auto-cache is a feature in FortiAnalyzer that helps optimize report generation by using cached data for frequently used datasets.
Disabling auto-cache is generally not necessary unless there is an issue with outdated data being used. In most cases, it does not
directly impact whether certain logs are included in a report.

* Conclusion: Incorrect.

* Option C - Increase the Report Utilization Quota:

* The report utilization quota controls the resource limits for generating reports. While insufficient quota might prevent a report from
generating or completing, it does not typically cause specific log entries to be missing, Therefore, this option is not directly relevant to
missing data within the report.

* Conclusion: Incorrect.

* Option D - Test the Dataset:

* Datasets in FortiAnalyzer define which logs and fields are pulled into the report. Ifa dataset is misconfigured, it could exclude
certain logs. Testing the dataset helps verify that the correct data is being pulled and that all required logs are included in the report
parameters.

* Conclusion: Correct.

Conclusion:

* Correct Answer: A. Check the time frame covered by the report and D. Test the dataset.

* These actions directly address the issues that could cause missing information in a report when logs are available but not displayed.
References:

FortiAnalyzer 7.4.1 documentation on report generation settings, time frames, and dataset configuration.

NEW QUESTION # 22
Which log will generate an event with the status Unhandled?

A. An AppControl log with action=blocked.
B. An IPS log with action=pass.

C. An AV log with actior=quarantine.

D. A WebFilter log will action=dropped.

Answer: B

Explanation:

In FortiOS 7.4.1 and FortiAnalyzer 7.4.1, the "Unhandled" status in logs typically signifies that the FortiGate encountered a security
event but did not take any specific action to block or alter it. This usually occurs in the context of Intrusion Prevention System (IPS)
logs. IPS logs with actiorpass: When the IPS engine inspects traffic and determines that it does not match any known attack
signatures or violate any configured policies, it assigns the action "pass". Since no action is taken to block or modify this traffic, the
status is logged as "Unhandled."

NEW QUESTION # 23
What is the purpose of running the command diagnose sql status sqlreportd?

e A To view a list of scheduled reports
e B. To display the SQL query connections and hcache status
e (. To identify the database log insertion status



e D. To list the current SQL processes running
Answer: B

Explanation:

The command diagnose sql status sqlreportd is used in FortiAnalyzer to obtain specific mformation about the SQL reporting process
and caching status. Here's what this command accomplishes and an analysis of each option:

* Command Functionality:

* sqlreportd is the FortiAnalyzer daemon responsible for managing SQL-based reporting processes.

* The diagnose sql status sqlreportd command provides information on active SQL query connections and the hcache (historical
cache) status, which helps in monitoring and troubleshooting SQL report generation.

* Option Analysis:

* Option A - To View a List of Scheduled Reports:

* This option is incorrect because the command does not list scheduled reports. Instead, it focuses on SQL reporting processes and
cache details.

* Option B - To List the Current SQL Processes Running;

* While the command may show active SQL connections, its primary focus is not a detailed list of all SQL processes but rather the
connections and cache status for reporting,

* Option C - To Display the SQL Query Connections and hcache Status:

* This is correct. The command specifically provides information on SQL query connections related to the reporting process
(sqlreportd) and displays the hcache status.

* Option D - To Identify the Database Log Insertion Status:

* This is incorrect. The command does not provide details on log insertion status. Log insertion status is typically monitored through
different diagnostic commands focused on database processes and log handling,

Conclusion:

* Correct Answer: C. To display the SQL query connections and hcache status

* This command is used to monitor SQL reporting activities and cache status, aiding in the analysis of report generation performance
and connection health.

References:

FortiAnalyzer 7.4.1 documentation on SQL diagnostic commands, particularly those related to reporting (sqlreportd) and caching
mechanisns.

NEW QUESTION # 24
Refer to the exhibit.
FAZ # diagnose fortilogd IIF“HI " IE I
last 5 seconds: 78.8, last 30 secondss ¢232.1,.) 1last €60 seconds: 133.3

FAZ 4 diagnose fortdledd mSgrate
last 5 seconds: l.4p"“TYast 30 seconds: 1.6, last 60 seconds: 1.6

What can you conclude about the output?

A. There are more event logs than traffic logs.

B. The output is not ADOM specific.

C. The low indexing values require investigation.

D. The log rate higher than the message rate is not normal.

Answer: D

NEW QUESTION # 25
‘When managing incidents on FortiAnlyzer, what must an analyst be aware of?

A. You can manually attach generated reports to incidents.

B. Severity incidents rated with the level High have an initial service-level agreement (SLA) response time of 1 hour.
C. The status of the incident is always linked to the status of the attach event.

D. Incidents must be acknowledged before they can be analyzed.

Answer: A

Explanation:



In FortiAnalyzer's incident management system, analysts have the option to manually manage incidents, which includes attaching
relevant reports to an incident for further nvestigation and documentation. This feature allows analysts to consolidate information,
such as detailed reports on suspicious activity, into an incident record, providing a comprehensive view for incident response.

Let's review the other options to clarify why they are incorrect:

* Option A: You can manually attach generated reports to incidents

* This is correct. FortiAnalyzer allows analysts to manually attach reports to incidents, which is beneficial for providing additional
context, evidence, or analysis related to the incident. This finctionality is part of the incident management process and helps
streamline mformation for tracking and resolution.

* Option B: The status of the incident is always linked to the status of the attached event

* This is incorrect. The status of an incident on FortiAnalyzer is managed independently of the status of any attached events. An
incident can contain multiple events, each with different statuses, but the incident itself'is tracked separately.

* Option C: Severity incidents rated with the level High have an initial service-level agreement (SLA) response time of 1 hour

* This is incorrect. While incidents have severity levels, specific SLA response times are typically set according to the organization's
incident response policy, and FortiAnalyzer does not impose a default SLA response time of 1 hour for high-severity incidents.

* Option D: Incidents must be acknowledged before they can be analyzed

* This is incorrect. Incidents on FortiAnalyzer can be analyzed even if they are not yet acknowledged. Acknowledging an incident is
often part of the workflow to mark it as being actively addressed, but it is not a prerequisite for analysis.

* According to FortiAnalyzer documentation, analysts can attach reports to incidents manually, making option A correct. This
feature enables better tracking and documentation within the incident management system on FortiAnalyzer.
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