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R #130
When configuring CRES, where do you enable read receipts?

A. In the encryption profile

B. In the mail policy

C. In the content filtter condition menu
D. In the content filter action menu

BER: A
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FIRE #131

‘Which process is skipped when an email is received from safedomain.com, which is on the safelist?

A. message filter

D. outbreak filter
Z%: B

S RE R «

B. antispam scanning
C. antivirus scanning

Message Processing of Safelists and Blocklists

A sender’s being on a safelist or blocklist does not prevent the appliance from scanning a message for viruses
or determining if the message meets the criteria for a content-related mail policy. Even if the sender of a
message is on the recipient’s safelist, the message may not be delivered fo the end user dépending on other
scanning settings and results.

When you enable safelists and blocklists, the-appliance scans the messages against the safelist/blocklist
database immediately before anfi-spafn Seanning. 1f'the appliance detects a sender ordomain that matehega
safelist or blocklist entrysthe message will be splintered if there are multiple recipients (and the tecipients
have different safélist/blocklist'settings). For example, a message is sent to both recipient A and recipient B.
Recipient A has safelisted the sender, whereas recipient B does not have an entry for the sender in the safelist
or the blocklist. In this case, the message may be split into two messages with two message 1Ds. The message
sent to recipient A is marked as safelisted with an X-SLBL-Result-Safelist header and skips anti-spam scanning,
whereas the message bound for recipient B is scanned by the anti-spam scanning engine. Both messages then
continue along the pipeline (through anti-virus scanning, content policies, and so on) and are subject to any
configured settings.



Figure 7: Email Pipeline — Work Queue
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R RE #132
‘Which feature must be configured before an administrator can use the outbreak filter for nonviral threats?

e A antivirus

¢ B. data loss prevention
e C. antispam

e D. quarantine threat level

ER: C

R A -
The feature that must be configured before an administrator can use the outbreak filter for nonviral threats is antispam. The outbreak



filter relies on the antispam engine to detect and block nonviral threats, such as phishing, malware, or spam campaigns. You need to
enable antispam scanning and configure the antispam settings before you can use the outbreak filter.

i /8 #133

An organization wants to designate help desk personnel to assist with tickets that request the release of messages from the spam
quarantine because company policy does not permit direct end-user access to the quarantine. Which two roles must be used to
allow help desk personnel to release messages while restricting their access to make configuration changes in the Cisco Secure Email
Gateway? (Choose two.)

A. Technician

B. Help Desk User

C. Read-Only Operator

D. Administrator

E. Quarantine Administrator

ZX: BE

i REES B -

All users with administrator privileges can change spam quarantine settings and view and manage messages in the spam quarantine.
You do not need to configure spam quarantine access for administrator users.

If'you configure access to the spam quarantine for users with the following roles, they can view, release, and delete messages in the
spam quarantine:

-Operator

-Read-only operator

-Help desk user

-Guest

-Custom user roles that have spam quarantine privileges

These users cannot access spam quaranting settings.

https//www.cisco.comvc/en/us/td/docs/security/ esa/esal4-0/user guide/b ESA Admin Guide 14-0

/b ESA Admin Guide 12 1 chapter 0100000.htmlI?bookSearch=trueficon 1624156

R RE #134
Which feature must be activated on a Cisco Secure Email Gateway to combat backscatter?

A. Bounce Verification

B. Forged Email Detection
C. Graymail Detection

D. Bounce Profile

EER: A

EER

To combat backscatter, which is a type of spam that consists of bounce messages sent to forged sender addresses, the administrator
must enable the Bounce Vertfication feature under Security Settings. This feature allows the appliance to verify whether a bounce
message is legitimate or not by checking if the original message was sent from the appliance. If not, the bounce message is
considered as backscatter and can be dropped or quarantined. References : [Cisco Secure Email Gateway Administrator Guide -
Configuring Bounce Verification]
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