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¢ Apache Kafka® Cluster Configuration: This section of the exam measures skills of a Kafka Administrator
and includes configuring broker properties, tuning for performance, managing topic-level settings, and

Topic 1
o applying best practices for production-grade environments.

¢ Observability: This section of the exam measures skills of a Site Reliability Engineer and focuses on
monitoring Kafka clusters. It assesses knowledge of metrics, logging, and alerting tools, including how to

Topic 2
opL use them to maintain cluster health and performance visibility.

¢ Kafka Connect: This section of the exam measures skills of a Site Reliability Engineer and addresses the
use and management of Kafka Connect for data integration. It includes setting up connectors, managing

Topic 3
ol configurations, and ensuring efficient movement of data between Kafka and external systemns.

¢ Apache Kafka® Fundamentals: This section of the exam measures skills of a Kafka Administrator and
covers core concepts such as Kafka architecture, components, and data flow. It assesses the candidate’s

Topic 4 . . . . .
P understanding of topics like topics and partitions, brokers, producers, consumers, and message retention.

¢ Apache Kafka® Security: This section of the exam measures skills of a Site Reliability Engineer and

focuses on securing Kafka environments. It includes authentication mechanisis such as TLS and SASL,
Topic 5 authorization using ACLs, and encrypting data at rest and in transit to ensure secure commumication and
access control.

¢ Troubleshooting: This section of the exam measures skills of a Kafka Administrator and includes diagnosing
common issues in Kafka clusters. It covers problem areas such as performance bottlenecks, message

Topic 6
P delivery failures, replication issues, and consummer lag, along with techniques to resolve them effectively.

Confluent Certified Administrator for Apache Kafka Sample Questions (Q28-
Q33):

NEW QUESTION # 28

An enployee in the reporting department needs assistance because their data feed is slowing down. You start by quickly checking
the consumer lag for the clients on the data stream

‘Which command will allow you to quickly check for lag on the consumers?

A. bin/kafka-consumer-groups.sh

B. bivkafka-consumer-lag.sh

C. binkafka-reassign-partitions.sh

D. bin/kafka-consumer- group-throughput.sh

Answer: A

Explanation:

The kafka-consumer-groups.sh script is used to inspect consumer group details, including consumer lag, which indicates how far
behind a consumer is from the latest data in the partition.

The typical usage is bin‘kafka-consumer-groups.sh --bootstrap-server <broker> --describe --group <group_id>

NEW QUESTION # 29

You want to increase Producer throughput for the messages it sends to your Kafka cluster by tuning the batch size (‘batch size') and
the time the Producer waits before sending a batch ('linger.ns').

According to best practices, what should you do?

A. Increase 'batch.size' and increase 'linger.ms'
B. Decrease 'batch.size' and increase 'linger.ims'
C. Increase 'batch.size' and decrease 'linger.ns'
D. Decrease 'batch.size' and decrease 'linger.ims'

Answer: A



Explanation:

Increasing batch.size allows the producer to accumulate more messages into a single batch, improving compression and reducing the
number of requests sent to the broker.

Increasing linger.ms gives the producer more time to fill up batches before sending them, which improves batching efficiency and
throughput.

This combination is a best practice for maximizing throughput, especially when message volume is high or consistent latency is not a
strict requirement.

NEW QUESTION # 30
What is the correct permission check sequence for Kafka ACLs?
What is the correct permission check sequence for Kafka ACLs?

A. Super Users -> Deny ACL -> Allow ACL -> Deny
B. Super Users -> Allow ACL -> Deny ACL-> Deny

C. Deny ACL -> Deny -> Allow ACL -> Super Users
D. Allow ACL -> Deny ACL -> Super Users -> Deny

Answer: B

Explanation:

Kafka checks permissions in the following sequence:

1. Super Users: Ifthe user is a super user (defined via super.users), access is granted immediately.
2. Allow ACL: If there is a matching Allow ACL, Kafka proceeds to the next step.

3. Deny ACL: If there is a matching Deny ACL, access is denied (even if an Allow exists).

4. Deny: Ifno matching ACLs are found, access is denied by default.

This order ensures that super users bypass ACLs, denials override allows, and default is deny.

NEW QUESTION # 31

A company is setting up a log ingestion use case where they will consume logs from numerous systens. The company wants to tune
Kafka for the utmost throughput.

In this scenario, what acknowledgment setting makes the most sense?

A. acks=0

B. acks=undefined
C. acks=1

D. acks=all

Answer: A

Explanation:

acks=0 provides the highest throughput because the producer does not wait for any acknowledgment from the broker. This
minimizes latency and maximizes performance.

However, it comes at the cost of no durability guarantees - messages may be lost if the broker fails before writing them. This setting
is suitable when throughput is critical and occasional data loss is acceptable, such as in some log ingestion use cases where logs are
also stored elsewhere.

NEW QUESTION # 32
How can load balancing of Kafka clients across muiltiple brokers be accomplished?

A. OffSets

B. Partitions
C. Replicas
D. Connectors

Answer: B

Explanation:
Partitions are the primary mechanism for achieving load balancing in Kafka. When a topic has multiple partitions, Kafka clients



(producers and consumers) can distribute the load across brokers hosting these partitions.

NEW QUESTION # 33
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