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Q125):
R #120

You're reviewing suspicious IPs imported fiom VirusTotal. Which two XSIAM actions are valid next steps?

Response:

Eﬁ: B\ D

B #121

A. Update browser cache

B. Enrich incidents with the indicator
C. Use syslog to flush logs

D. Create a block rule

While analyzing an active malware infection, what actions should an analyst take?

Response:

IE%: C\ D

B #122

A. Disconnect the firewall

B. Export logs to CSV

C. Isolate the endpoint

D. Initiate live terminal session

What is the expected behavior when querying a data model with no specific fields specified in the query?

e A The default dataset=xdr_data fields will be returned.
¢ B. No fields will be returned by defaut.
e C. The query will error out and not run.




e D. The xdm core fieldset will be returned by defauit.
EE: D

R -

The correct answer isD - The xdm core fieldset will be returned by default.

In Cortex XSIAM, when no specific fields are selected in a data model query, thexdm core fieldset(which contains essential, core
fields of the dataset) is automatically returned. This ensures analysts always have a baseline set of meaningful information in the
results, even when fields are not explicitly specified.

"When no fields are specified in a data model query, Cortex XSIAM defaults to returning the xdm_core fieldset, which contains key
metadata and context." Document Reference:EDU-270c- 10-lab-guide 02.docx (1).pdf Page:Page 29 (Data Model section)

HM #123
Which type of task can be used to create a decision tree in a playbook?

e A. Conditional
e B. Standard

e C. Sub-playbook
e D.Job

Ef#: A
-

The correct answer isD - Conditional.

Conditional tasksare used in Cortex XSIAM playbooks to create decision trees. They enable branching logic based on the outcome
of previous steps, allowing the playbook to automatically choose different paths and actions depending on analysis results, alert
types, or input values.

"Conditional tasks in playbooks enable the construction of decision trees, supporting dynamic response automation based on pre-
defined criteria and branching logic." Document Reference:XSIAM Analyst ILT Lab Guide.pdf Page:Page 38 (Automation and
Playbooks section)

HH #124
You notice certain threat types are under-prioritized. What two customizations can address this?
Response:

A. Tagalerts as "Suppressed"”

B. Reconfigure BIOC severity

C. Add alert field conditions in scoring policy
D. Adjust scoring weights by alert name

IEf#E: C. D

B #125
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