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What are the phases of the PDCA cycle?

A. Plan, Do, Check, Act
B. Propose, Do, Validate, Act
C. Plan, Validate, Verify, Act
D. Plan, Do, Verify, Assure

Answer: A

Explanation:
The PDCA cycle stands for Plan, Do, Check, Act. It is a management model commonly associated with management systems,
including the implementation and continual improvement of an ISMS. In the context of ISO/IEC 27001:2022, this logic supports
planning the ISMS, implementing and operating it, monitoring and reviewing performance, and taking actions for continual
improvement. Therefore, option B is correct.
=======

NEW QUESTION # 23 
Which statement describes the difference between ISO/IEC 27001:2022 and ISO/IEC 27002:2022?

A. ISO/IEC 27002:2022 contains mandatory requirements, while ISO/IEC 27001:2022 provides guidance on information
security controls
B. ISO/IEC 27002:2022 provides guidance on measurement, and ISO/IEC 27001:2022 provides guidance on information
security controls
C. ISO/IEC 27002:2022 provides mandatory requirements for a risk management approach, and ISO/IEC
27001:2022 contains mandatory requirements for an ISMS
D. ISO/IEC 27001:2022 contains mandatory requirements, while ISO/IEC 27002:2022 provides guidance on information
security controls

Answer: D

Explanation:
ISO/IEC 27001:2022 is the certifiable standard that contains requirements for establishing, implementing, maintaining, and
continually improving an Information Security Management System. ISO/IEC 27002:2022 is not a certifiable requirements standard.
It provides guidance for selecting, implementing, and managing information security controls, including the controls referenced in
Annex A of ISO/IEC 27001:2022.
Therefore, option C is correct.
=======

NEW QUESTION # 24 
Within the ISMS, communicating the importance of effective information security management and of conforming to the ISMS
requirements is a responsibility of:

A. The quality management representative
B. Top management
C. The IT Security Manager
D. The IT Manager

Answer: B

Explanation:
A specific leadership responsibility in ISO/IEC 27001:2022 is for top management to communicate the importance of effective
information security management and of conforming to the ISMS requirements. This communication role is part of demonstrating
leadership and commitment, helping create organizational awareness and support for the ISMS. Therefore, option B is correct.
=======

NEW QUESTION # 25 
During the operation of the ISMS, what is a requirement for information security objectives?



A. Maintain documented information about the objectives
B. Establish objectives for relevant functions and levels
C. Ensure that the objectives are consistent with the information security policy
D. Develop improvement plans using ISO/IEC 27002 to achieve the information security objectives

Answer: C

Explanation:
ISO/IEC 27001:2022 requires information security objectives to be established at relevant functions and levels, to be consistent with
the information security policy, to be measurable if practicable, and to be monitored, communicated, and updated as appropriate. It
also requires documented information on the objectives. Among the answer choices, option C is the best single answer because it
expresses one of the core mandatory characteristics of the objectives. Even though options B and D are also requirements, the
question asks for one answer only, and option C is the most fundamental wording in the set.
=======

NEW QUESTION # 26 
Annex A of ISO/IEC 27001:2022 consists of:

A. Elements necessary for a good design and implementation of the ISMS
B. A comprehensive list of controls grouped by themes
C. None of the above
D. Guidelines for risk management

Answer: B

Explanation:
Annex A of ISO/IEC 27001:2022 contains the reference set of information security controls used to support risk treatment
decisions. In the 2022 edition, these controls are organized into four themes: organizational, people, physical, and technological
controls. Annex A is not a set of ISMS implementation steps and it is not a risk management guideline. Its role is to provide a
structured set of control objectives and controls that may be selected as part of risk treatment. Therefore, option B is the correct
answer.
=======

NEW QUESTION # 27
......
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