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Nutanix NCP-CI-AWS Exam Syllabus Topics:

Topic Details

¢ Configuring an NC2 on AWS Environment: This section examines your proficiency in setting up cloud
Topic 1 networking and security measures, as well as addressing connectivity issues.

e Prepare the AWS cloud environment: This exam segment evaluates your ability to set up the AWS cloud
environment, initiate NC2 service subscription, establish implementation criteria, and recognize networking

Topic 2 ..
prerequusttes.
¢ Deploying an NC2 on AWS Environment: This portion assesses your knowledge of cloud cluster
Topic 3 deployment, cloud provider network configuration, and your skills in addressing cluster deployment
challenges.
e Managing an NC2 on AWS Environment: This exam component tests your understanding of node and
Topic 4 cluster management tasks, along with your ability to oversee cluster and cloud resource health.

Nutanix Certified Professional - Cloud Integration - AWS Sample Questions
(Q41-Q46):

NEW QUESTION # 41
‘Which service enables the monitoring of key metrics on various AWS services, inducing EC2, EBS, and VPC for an NC2 cluster
deployments?

A. Amazon inspector

B. AWS CloudFormation
C. AWS CloudTrail

D. Amazon CloudWatch

Answer: D

Explanation:

Amazon CloudWatch is the service that enables the monitoring of key metrics on various AWS services, including EC2, EBS, and
VPC, for NC2 cluster deployments.

Amazon CloudWatch:

Amazon CloudWatch provides monitoring for AWS cloud resources and applications. It collects and tracks metrics, collects and
monitors log files, and sets alarms.

Specifically, for NC2 deployments, CloudWatch can be used to monitor key metrics such as CPU utilization, disk I/O, network /O
for EC2 instances, EBS volume performance, and VPC network traffic.

Features:

Metrics Monitoring: Collects and visualizes operational data in the form of metrics, including utilization, performance, and health.
Logs Monitoring; Collects log data, monitors it in real-time, and triggers alarms based on predefined thresholds.

Alars: Notifies when operational performance thresholds are breached.

Integration with NC2:

By setting up CloudWatch, administrators can ensure they have visibility into the performance and health of their Nutanix clusters on
AWS, aiding in proactive management and troubleshooting,

Reference:

Amazon CloudWatch Documentation

Nutanix Cloud Clusters on AWS Admmnistration Guide

AWS Monitoring Best Practices

NEW QUESTION # 42
A company has a large scale AWS deployment and has just finished installing their first NC2 on AWS cluster. The new cluster is
now running workloads in production.
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The cluster is configured with:

* 16 Nodes

* 8 Subnets

* 200 User VM per subnet

* Nutanix Files

An administrator has been tasked with installing an EC2 instance on one of the subnets that is also used by the Nutanix, When the
EC2 instance is powered on, an IP conflict occurs.

‘What action should the administrator take to resolve this issue?

A. Assign an elastic IP to the EC2 instance and reboot.

B. The Instance Metadata of the NC2 instance needs to have the address reserved.

C. The IP address used by the EC2 instance should be blocked / excluded from [PAM.
D. The IP address used by the NC2 VM should be blocked /excluded from EC2.

Answer: D

Explanation:

To resolve the IP conflict issue when an EC2 instance is powered on in a subnet also used by Nutanix NC2, the administrator
should block or exclude the IP address used by the NC2 VM from being assigned to EC2 instances. This can be done by
configuring the IP address management (IPAM) settings to ensure that the specific [P addresses allocated to the NC2 VMs are not
used by EC2 mstances, preventing IP conflicts and ensuring smooth operation of both environments.

Reference:

Nutanix Cloud Clusters on AWS Deployment Guide

Nutanix Support & Insights

NEW QUESTION # 43

An admnistrator is creating and destroying multiple clusters daily for a test/dev environment. The administrator wants ensure that
every NC2 on AWS cluster deployed will allow full access from the on-premises CVM subnet.

What is most-efficient way to achive this?

e A Create a Custom AWS Network Security Group using a key value of tagnutanix:clusters:external and set the inbound
allow address of the on-premises subnet.

¢ B. Modify the UVM Network Security Group of each cluster by setting the inbound allow address of the on-premises subnet.

¢ C. Modify the UVM Network Security Group of each cluster by setting the outbound allow address of the on-premises
subnet.

Answer: A

Explanation:

D/ Create a Custom AWS Network Security Group using a key of tagnutanix: clusters:external:cluster-uuid and set the value of the
UUID for each deployed cluster. Set the inbound allow address of the on-premises subnet.

To ensure that every NC2 on AWS cluster deployed allows full access from the on-premises CVM subnet efficiently, the
administrator should create a custom AWS Network Security Group.

Use a key value of tagnutanix:clusters:external for the security group, and set the inbound allow address to the on-premises subnet.
This approach leverages AWS tags to manage security group rules dynamically and ensures that the necessary access permissions
are applied automatically to all clusters with the specified tag,

This method reduces the need for manual configuration of each cluster's security group, streamlining the process for a test/dev
environment where clusters are frequently created and destroyed.

Reference:

Refer to the AWS documentation on Network Security Groups and Nutanix documentation on best practices for securing NC2
clusters.

NEW QUESTION # 44
Which two features or services can an administrator ensure are protected by cluster protect within an NC2 environment? (Choose
two.)

e A. VM Tenplates
e B. Virtual Machine Disks
e (. Nutanix Files



¢ D. Flow Network Security
Answer: B,C

Explanation:

Within an NC2 environment, the Cluster Protect feature can ensure the protection of:

Nutanix Files: This provides file services within the Nutanix ecosystem, and Cluster Protect can safeguard the data stored in Nutanix
Files.

Virtual Machine Disks: This ensures that the data stored on virtual machine disks is protected, providing backup and recovery
options for the virtual machines running within the cluster.

Reference:

Nutanix Cloud Clusters on AWS Admmnistration

Nutanix AOS 6.7 Documentation

NEW QUESTION # 45

An admmnistrator needs to understand which of the services implemented on their NC2 AWS deployment will be protected with
Cluster protect.

Which service of feature is Cluster Protect able to both protect and recover its associated metadata?

A. Object

B. VM templates
C. Categories

D. Files

Answer: B,D

Explanation:

Cluster Protect in an NC2 environment can protect and recover the following services and their associated metadata:
VM Tenplates: Ensures that templates used for creating virtual machines are backed up and recoverable.

Files: Protects data stored in Nutanix Files, ensuring that file services are backed up and can be restored as needed.
Reference:

Nutanix Support & Insights

Nutanix Cloud Clusters on AWS Administration

NEW QUESTION # 46
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