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- Data encryption and signing

Topic 3: Network Security

Topic 1: Cryptography - OpenSSL usage and configuration
- Public key infrastructure (PKI)
. . Y - System hardening
Topic 2: Security Administration _ Authenfication mechanisis
- VPN technologies

- Firewalls (iptables, nftables)
- Secure network services

Topic 4: Access Control

- SELinux and AppArmor
- Mandatory Access Control (MAC)
- Discretionary Access Control (DAC)

Topic 5: Vulnerability Assessment and Monitoring

- Intrusion detection systems (IDS)
- Log analysis and auditing

Topic 6: Application Security

- Secure software configuration
- Container and service security
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HEE#93

‘Which tool can be used to check for rootkits on a Linux system?

A. ipm

B. chkrootkit
C. OpenSCAP
D. AIDE
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HEE #94

‘Which of'the following terns refer to existing scan techniques with nmap? (Choose TWO correct answers. )

e A Zero Scan

e B. UDP SYN Scan
e (. FIN Scan

e D. Xmas Scan

e E IP Scan

HE:. Cb

EE2 #95

What is the purpose of the GnuPG "trust level" assigned to a key, as opposed to a signature on that key?

e A It determines the key's expiration date.

¢ B. It indicates how much the owner trusts that key's holder to properly verify and sign other people's keys.
e C. It indicates how strongly the key's authenticity has been verified.

e D. It is identical in meaning to a key signature and is redundant.

e B
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Y.

A trust level in GnuPG is a personal, local judgment about how much a user trusts a particular key's owner to carefully and correctly
verify the identity of others before signing their keys. This is distinct from a signature, which asserts that a specific key's authenticity
has been verified. Trust levels (such as none, marginal, full, and ultimate) affect how GnuPG calculates the validity of other keys in
the web of trust based on the chain of signatures connecting them back to the user's own key.

EE #96
What is a certificate chain?

A. A sequence of public and private keys used for encryption and decryption
B. A chain of digital signatures used to verify the authenticity of a certificate

C. A chain of public and private keys used for encryption and decryption

D. A sequence of certificates used to verify the authenticity of a digital certificate
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HE #97
‘Which mount option prevents the execution of binaries located on the mounted filesystem?

A. noexec
B. nodev

C. nosuid
D.ro

HE: A

MH.

The noexec mount option prevents any binary or script located on that filesystem from being executed directly. This is commonly
applied to filesysters such as /tmp or removable media to reduce the risk of malicious code execution. nosuid disables the effect of
the setuid and setgid bits on that filesystem, nodev prevents device files from being mterpreted as such, and ro mounts the filesystem
as read-only, none of which specifically block execution of binaries.
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