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Exam with good scores.

Forescout Certified Professional Exam Sample Questions (Q72-Q77):

NEW QUESTION # 72
Which of the following User Directory server settings is necessary to enable guest approval by sponsors?

A. Guest Tags

B. Sponsor Group

C. Authentication Server
D. Policy to control

E. Guest password policy

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:

The Sponsor Group is the necessary User Directory server setting required to enable guest approval by sponsors. According to the
Forescout User Directory Plugin Configuration Guide and Guest Management Portal documentation, Sponsor Groups must be
created and configured to define the corporate employees (sponsors) who are authorized to approve or decline guest network
access requests.

Sponsor Group Configuration:

In the Guest Management pane, the Sponsors tab is used to define the corporate employees who are authorized to log into the
Guest Management Portal to approve network access requests from guests. These employees are assigned to specific Sponsor
Groups, which control which sponsors can approve guest access requests.

How Sponsor Groups Enable Guest Approval:

* Sponsor Definition - Corporate employees must be designated as sponsors and assigned to a Sponsor Group

* Approval Authority - Sponsors in assigned groups can approve or decline guest network access requests

* Authentication - When "Enable sponsor approval without authentication via emailed link" is selected, sponsors in the designated
group can approve guests based on email link authorization

* Guest Registration - Guest registration options connect Sponsor Groups to the guest approval workflow Why Other Options Are
Incorrect:

* A. Policy to control - While policies are used for guest control, they do not define which sponsors can approve guests

* B. Guest Tags - Guest Tags are used to classify and organize guest accounts, not to enable sponsor approval

* D. Guest password policy - This setting controls password requirements for guests, not sponsor approval authority

* E. Authentication Server - Authentication servers verify credentials but do not establish sponsor approval groups Referenced
Documentation:

* Forescout User Directory Plugin Configuration Guide - Create Sponsors section

* Guest Management Portal - Sponsor Configuration documentation

* "Create sponsors" - Forescout Administration Guide section

NEW QUESTION # 73
‘When configuring a Send Email action to notify CounterACT administrators, how do you add endpoint specific host information to
the message?

¢ A Edit the Options > General > Mail settings and click '"Tag" to add the desired property values.

¢ B. Edit the "Message to Email Recipient” Field of the Send Email action Parameters tab, then click 'Tag" to add the desired
keyword tag.

e C. Edit the "Message to Email Recipient" Field of the Send Email action Parameters tab, then click '"Tag'" to add the desired
property value.

e D. Create criteria in sub-rules to detect the desired specific host information. The "Send Email" action will send this
mformation to the CounterACT admmistrator.

e E. It is not possible to add specific host information for detected endpoints.

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:

According to the Forescout Administration Guide - Send Email action documentation, to add endpoint- specific host information to
a Send Email notification, you should "Edit the "Message to Email Recipient' Field of the Send Email action Parameters tab, then



click 'Tag to add the desired property value".

Property Tags in Send Email Action:

According to the Property Tags documentation:

"Property tags insert endpoint values into condition or action fields, and are replaced by the actual endpoint property value when the
field is evaluated." Property tags allow dynamic insertion of endpoint-specific data into email messages.
How to Add Property Tags to Email:

According to the documentation:

* Edit Send Email Action - Open the Send Email action configuration

* Navigate to Parameters Tab - Select the Parameters tab

* Edit Message Field - Edit the "Message to Email Recipient" field

* Click Tag Button - Select the "Tag" button/option

* Choose Property - Select the endpoint property to insert (e.g., [P address, OS, etc.)

* Confirm - The property tag is inserted into the message

Example Email Message with Property Tags:

According to the More Action Tools documentation:

text

Example message:

"Endpoint [IP.Address] with hostname [IP.Hostname]

has failed compliance check for operating system [OS]."

When evaluated:

"Endpoint 192.168.1.50 with hostname WORKPC-01

has failed compliance check for operating system Windows 10."

Available Properties for Tags:

According to the documentation:

Property tags can reference:

* [P Address

* MAC Address

* Hostname

* Operating System

* Device Function

* User information

* Custom endpoint properties

Why Other Options Are Incorrect:

* A. Create criteria in sub-rules - Sub-rules don't send email; they're for conditional logic

* C. Edit Options > General > Mail settings - This is for global email configuration, not message customization
*D. It is not possible - Incorrect; property tags specifically enable this functionality

* E. "Keyword tag" - The feature uses "property tags" or "tags," not "keyword tags" Referenced Documentation:
* Send Email action

* Property Tags

* More Action Tools - Property tags section

NEW QUESTION # 74
Which of'the following lists contain items you should verify when you are troubleshooting a failed switch change VILAN action?
Select one:

e A. The Switch Model is compatible for the change VLAN action
The managing appliance IP is allowed write VLAN changes to the switch
The network infrastructure allows CounterACT SSH and SNMP Set traffic to reach the switch The action is enabled in the
policy

e B. The Switch Vendor is compatible for the change VLAN action
The Enterprise manager IP is allowed read VLAN access to the switch
The network infrastructure allows CounterACT SSH and SNMP Get traffic to reach the switch The action is disabled in the
policy The Switch Model is compatible for ACL actions The Enterprise manager IP is allowed write VLAN changes to the
switch The network ifrastructure allows CounterACT SSH and SNMP Trap traffic to reach the switch The action is enabled
in the policy

e (. The Switch Vendor is compatible for the change VLAN action
The managing appliance IP is allowed read VLAN access to the switch
The network infrastructure allows CounterACT SSH and SNMP Get traffic to reach the switch The action is disabled in the
policy



e D. The Switch Vendor is compatible for all actions
The managing appliance IP is allowed read VLAN access to the switch
The network infrastructure allows CounterACT SSH and SNMP Set traffic to reach the switch The action is enabled in the
policy

Answer: A

Explanation:

According to the Forescout Switch Plugin Configuration Guide Version 8.12 and 8.14.2, when troubleshooting a failed change
VLAN action, you should verify: "The Switch Model is compatible for the change VLLAN action, The managing appliance IP is
allowed write VLAN changes to the switch, The network infrastructure allows CounterACT SSH and SNMP Set traffic to reach
the switch, The action is enabled in the policy".

Troubleshooting Switch VLAN Changes:

According to the Switch Plugin documentation:

When a VLAN assignment fails, verify:

* Switch Model Compatibility

* Not all switch models support VLAN changes via SNMP/SSH

* Consult Forescout compatibility matrix

* Refer to Appendix 1 of Switch Plugin guide for capability summary

* Managing Appliance Permissions

* The managing appliance must have write access to VLAN settings

* Requires appropriate SNMP commumity strings or SNMPv3 credentials

* Must be allowed to execute SNMP Set commands

* Network Infrastructure

* SSH access to the switch (CLI) - typically port 22

* SNMP Set traffic to the switch - port 161

* NOT "SNMP Get" (read-only) or "SNMP Trap" (notifications)

* SNMP Set is specifically for write operations like VLAN assignment

* Policy Action Status

* The action must be enabled in the policy

* Ifthe action is disabled, it won't execute regardless of other settings Why Option C is Correct:

According to the documentation:

* # Switch Model (not Vendor) - Model-specific capabilities matter

* # Managing appliance (not Enterprise Manager) - For distributed deployments

* # SNMP Set (not Get or Trap) - Required for write/change operations

* # Action enabled (not disabled) - Prerequisite for execution

Why Other Options Are Incorrect:

* A - Mixes incorrect items: "action is disabled" is wrong; "SNMP Trap" is for notifications, not VLAN changes

* B - States "SNMP Get" (read-only) instead of "SNMP Set" (write); has "action is disabled"

* D - Says "all actions" instead of "change VLLAN action"; uses "SNMP Set" correctly but other details wrong Referenced
Documrentation:

* Forescout CounterACT Switch Plugin Configuration Guide v8.12

* Switch Plugin Configuration Guide v8.14.2

* Switch Configuration Parameters

* Switch Restrict Actions

NEW QUESTION # 75
When using MS-WMI for Remote inspection, which of the following properties should be used to test for Windows Manageability?

A. Windows Manageable Domain

B. MS-SMB Reachable

C. Windows Manageable Domain (Current)
D. MS-RRP Reachable

E. MS-WMI Reachable

Answer: E

Explanation:
Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:
According to the Forescout HPS Inspection Engine Configuration Guide Version 10.8, when using MS-WMI for Remote



Inspection, MS-WMI Reachable property should be used to test for Windows Manageability.

MS-WMI Reachable Property:

According to the documentation:

"MS-WMI Reachable: Indicates whether Windows Management Instrumentation can be used for Remote Inspection tasks on the
endpoint." This Boolean property specifically tests whether WMI services are available and reachable on a Windows endpoint.
Remote Inspection Reachability Properties:

According to the HPS Inspection Engine guide:

Three reachability properties are available for detecting services on endpoints:

* MS-RRP Reachable - Indicates whether Remote Registry Protocol is available

* MS-SMB Reachable - Indicates whether Server Message Block protocol is available

* MS-WMI Reachable - Indicates whether Windows Management Instrumentation is available (THIS IS FOR MS-WMI) How to
Use MS-WMI Reachable:

According to the documentation:

‘When Remote Inspection method is set to "Using MS-WMI™:

* Check the MS-WMI Reachable property value

* If True - WMI services are running and available for Remote Inspection

* If False - WMI services are not available; fallback methods or troubleshooting required Property Characteristics:

According to the documentation:

"These properties do not have an Irresolvable state. When HPS Inspection Engine cannot establish connection with the service, the
property value is False." This means:

* Always returns True or False (never irresolvable)

* False indicates the service is not reachable

* No need for "Evaluate Irresolvable Criteria" option

Why Other Options Are Incorrect:

* A. Windows Manageable Domain (Current) - This is not the specific property for testing MS-WMI capability

* B. MS-RRP Reachable - This tests Remote Registry Protocol, not WMI

* D. MS-SMB Reachable - This tests Server Message Block protocol, not WMI

* E. Windows Manageable Domain - General manageability property, not specific to WMI testing Remote Inspection
Troubleshooting;

According to the documentation:

When troubleshooting Remote Inspection with MS-WMI:

* First verify MS-WMI Reachable = True

* Check required WMI services:

* Server

* Windows Management Instrumentation (WMI)

* Verify port 135/TCP is available

* IfMS-WMI Reachable = False, check firewall and WMI configuration

Referenced Docurmentation:

* CounterACT Endpoint Module HPS Inspection Engine Configuration Guide v10.8

* Detecting Services Available on Endpoints

NEW QUESTION # 76
Which of the following is true regarding Failover Clustering module configuration?

A. Segments should be assigned to appliance folders and NOT to the individual appliances.
B. You can see the status of failover by selecting IP Assignments and failover tab.

C. Once appliances are configured, then press the Apply button.

D. Place only the EM to participate in failover in the folder.

E. Configure the second HA on the Secondary node.

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:
According to the Forescout Resiliency Solutions User Guide and Failover Clustering configuration documentation, the correct
statement is: "Segments should be assigned to appliance folders and NOT to the individual appliances".

Failover Clustering Folder Structure:

According to the Resiliency Solutions User Guide:

"When configuring failover: Identify segments of the CounterACT Internal Network that should participate in failover, and assign
these segments to the folder." Key requirement:



"Clear statically assigned segments from Appliances in the failover cluster folder. Appliances in the failover cluster support only the
network segments assigned to the folder. They cannot support individually assigned segments." Segment Assignment Rules:
According to the documentation:

text

Correct Configuration:

## Failover Cluster Folder

# ## Assigned Segments: Segment1, Segment2, Segment3

# ## Appliance A (no individual segments)

# ## Appliance B (no individual segments)

# ## Appliance C (no individual segments)

NOT this way:

text

Incorrect Configuration:

## Failover Cluster Folder

# ## Appliance A: Segment!

# ## Appliance B: Segment2

# ## Appliance C: Segment3

Configuration Steps:

According to the official procedure:

* Create or select an appliance folder

* Place appliances in the folder

* Assign segiments to the FOLDER (not individual appliances)

* Clear any statically assigned segments from individual appliances

* Configure the folder as a failover cluster

‘Why Other Options Are Incorrect:

* A. Once appliances are configured, then press the Apply button - Failover uses "Configure Failover" button, not "Apply"
* C. See failover status by selecting [P Assignments and failover tab - It's the "IP Assignment and Failover pane," not a separate tab
* D. Configure the second HA on the Secondary node - Incorrect; failover clustering is configured at the folder level, not on
individual nodes

* E. Place only the EM to participate in failover - Incorrect; member appliances participate; EM has separate HA Referenced
Documrentation:

* ForeScout CounterACT Resiliency Solutions User Guide - Failover Clustering section

* Define a Forescout Platform failover cluster

* Forescout Platform Failover Clustering

* Work with Appliance Folders
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