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H #247

A company is planning to securely manage one-time fixed license keys in AWS. The company's development team needs to access
the license keys in autormaton scripts that run in Amazon EC2 instances and in AWS CloudFormation stacks.

‘Which solution will meet these requirements MOST cost-effectively?

A. CloudFormation NoEcho parameters

B. AWS Secrets Manager secrets with a tag that is named SecretString
C. Amazon S3 with encrypted files prefixed with "co

D. AWS Systens Manager Parameter Store SecureString parameters

Ef#E: D
W

https:/docs.aws.amazon.conysystenms-manager/latest/userguide/systens-manager-parameter- store.html

E I #248

A company wants to send notifications to customers to advertise a sale on the company's products. The company needs to use
Amazon Simple Notification Service (Amazon SNS) FIFO topics.

The company needs to examine the rate at which the topics send notifications and the latency with which the topics send
notifications.

Which solution will meet these requirements with the MOST operational efficiency?

A. Use the Amazon CloudWatch NumberOfNotificationsFailed metric.
B. Use AWS CloudTrail to log all Amazon SNS API calls.

C. Use AWS X-Ray. Enable active tracing for Amazon SNS.

D. Use Amazon GuardDuty. Enable runtime monitoring,

.
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A developer is building a serverless application that connects to an Amazon Aurora PostgreSQL database. The serverless
application consists of hundreds of AWS Lambda finctions. During every Lambda finction scale out, a new database connection is
made that increases database resource consumption.

The developer needs to decrease the number of connections made to the database. The solution must not impact the scalability of
the Lambda functions.

Which solution will meet these requirements?

e A. Enable cluster cache management for Aurora PostgreSQL. Change the connection string of each Lambda function to point
to cluster cache management.

¢ B. Configure provisioned concurrency for each Lambda function by setting the ProvisionedConcurrentExecutions parameter
to 10.

e C. Configure reserved concurrency for each Lambda finction by setting the ReservedConcurrentExecutions parameter to 10.

e D. Use Amazon RDS Proxy to create a connection pool to manage the database connections.
Change the connection string of each Lambda function to reference the proxy.

EM: D
L

Amazon RDS Proxy is a solution that allows you to create a connection pool to manage database connections. This can help reduce
the number of connections made to the database.
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A company is building a compute-intensive application that will run on a fleet of Amazon EC2 instances. The application uses
attached Amazon Elastic Block Store (Amazon EBS) volumes for storing data. The Amazon EBS volumes will be created at time of
initial deployment. The application will process sensitive information. All of the data must be encrypted. The solution should not
impact the application's performance.

‘Which solution will meet these requirements?

A. Configure the application to write all data to an encrypted Amazon S3 bucket.

B. Configure an Amazon Machine Image (AMI) that has an encrypted root volume and store the data to ephemeral disks.
C. Configure the fleet of EC2 instances to use encrypted EBS volumes to store data.

D. Configure a custom encryption algorithm for the application that will encrypt and decrypt all data.

Ef#: C
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A company's developer is building a static website to be deployed in Amazon S3 for a production environment. The website
integrates with an Amazon Aurora PostgreSQL database by using an AWS Lambda function. The website that is deployed to
production will use a Lambda alias that points to a specific version of the Lambda function.

The company must rotate the database credentials every 2 weeks. Lambda functions that the company deployed previously must be
able to use the most recent credentials.

‘Which solution will meet these requirements?

¢ A Store the database credentials in AWS Secrets Manager. Turn on rotation. Write code in the Lambda function to retrieve
the credentials from Secrets Manager.

¢ B. Use Lambda environment variables. Update the environment variables when new credentials are available.

e C. Include the database credentials as part of the Lambda finction code. Update the credentials periodically and deploy the
new Lambda function.

¢ D. Store the database credentials in AWS Systems Manager Parameter Store. Turn on rotation. Write code in the Lambda
function to retrieve the credentials from Systens Manager Parameter Store.

IEf#: A
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