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The Preparation Phase: Focuses on building security infrastructure, defining responder roles, procedures,
FE 1 run books, event log investigation, escalation paths, and analyst tools.

Post-Incident Activity: Focuses on preparing incident reports, analyzing trends, presenting findings, and
FrE2 recommending preventive measures for future incidents.

Incident Response Foundations: Covers Proofpoint Threat Protection components, the Incident Response
FE3 Life Cycle, and incident responder responsibilities per NIST SP800-61 12.

Containment, Fradication, and Recovery: Covers grouping threat patterns, assigning urgency, performing
FE 4 remediation, verifying actions, handling false positives, and updating rules, workflows, and blocklists.

Detection and Analysis: Teaches using detection tools, analyzing logs, monitoring alerts, prioritizing threats,
FES escalating incidents, and identifying threats like spam, malware, phishing, and BEC.
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FIRE #10
Exhibit:

What is indicated by the icon shown in the "Highlighted" colunn?

¢ A The threat has been reported as a false positive.
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o B. The threat has been cleared and considered safe.
¢ (. The threat has been reported as a false negative.
e D). The threat has been added to a custom blocklist.
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In the TAP Dashboard, the "Highlighted" column is used to surface iterns that require analyst attention beyond basic volume metrics,
including iterms that have been explicitly flagged for investigation outcomes.

The icon shown corresponds to a false positive report (C), meaning the message or threat classification is being contested as benign
but incorrectly condemned or prioritized as malicious. In Proofpoint workflows, this matters because false positives can disrupt
business operations (legitimate suppliers, customer mail, internal systens) and can also hide real threats if analysts become
desensitized to noisy alerting. Handling a highlighted false positive typically involves validating message authentication
(SPE/DKIM/DMARC), reviewing TAP verdict drivers (URL/attachment detonation, reputation, MLX scoring where applicable),
and confirming business legitimacy (known sender relationship, expected content, and user confirmation). When confirmed, analysts
submit false positive feedback through the correct channel to improve future detection fidelity and reduce repeat quarantines.
Operationally, false positive handling is part of detection hygiene: it improves signal quality, reduces alert fatigue, and ensures that
high-confidence threats rise to the top of the triage queue.

PR #11
Which two threat protection capabilities are available as part of Proofpoint's Targeted Attack Protection (TAP)? (Select two.)

A. Training solution that drives user behavioral change

B. Provides protection against URL~based email threats

C. Cloud-based solution that remediates threats post-delivery
D. Pulls malicious emails from user inbox after delivery

E. Protects users against threats in email attachments
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TAP is Proofpomnt's detection and analysis layer for advanced email threats, with core capabilities focused on URL-based threats
and attachment-based threats. URL Defense (C) rewrites links and performs time-of-click analysis to block newly malicious
destinations and provide click telemetry for investigations. Attachment Defense (E) analyzes file payloads (including
sandbox/detonation and static reputation approaches depending on configuration) to detect malware and suspicious content that may
evade traditional gateway signatures.

These two capabilities are central to TAP's role in detection and analysis: they generate verdicts, campaign clustering, and exposure
metrics (Intended/At Risk/Impacted) used by SOC teams to prioritize response. Post- delivery remediation (“pull from inbox" or
"remediate post-delivery") is not TAP's primary function; that is typically handled by TRAP/Cloud Threat Response capabilities
(A/D). User training is handled by Proofpoint Security Awareness/ZenGuide solutions (B), which complement TAP by reducing
click rates and improving reporting, but are not TAP threat protection capabilities. TAP's value in IR is turning email threat content
(URLs/attachments) into actionable, scoped, measurable incidents.

PR #12
The Attack Index is a calculation of the overall threat burden for a particular user. Which listed factor contributes to this calculation?

A. The number of potential attack pathways

B. VIP status

C. The severity and diversity of threats

D. The user's group membership in Active Directory
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Attack Index is intended to quantify user-centric risk by combining the severity of threats a user is exposed to and the diversity of
those threats over time (D). This aligns with how IR prioritizes investigations: a user repeatedly targeted by multiple high-severity
threat types (credential phishing + impostor/BEC + malware delivery) represents a higher likelihood of compromise and greater
operational risk than a user receiving large volumes of low-risk spam In Proofpoint SOC workflows, Attack Index helps drive
proactive actions-focus investigations on "most attacked" users, increase monitoring, enforce stronger controls (MFA, conditional



access), and deliver targeted training interventions for users with risky behavior. VIP status can be used for business-impact
prioritization, but it is not the defining calculation factor for "threat burden." Active Directory group membership may be used for
segmentation and reporting but is not the core metric component. The concept is to score what the user is facing in terms of threat
intensity and breadth, enabling triage on the People page and supporting escalation decisions when high Attack Index correlates with
clicks or delivered accessible threats.

8 #13
What is the primary finction of the People Page in the Threat Protection Workbench and TAP Dashboard?

A. To configure email filtering rules for specific users.

B. To track user engagement with phishing simulations.

C. To manage user permissions and access controls.

D. To help identify and prioritize users affected by threats.
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The People Page is a user-centric investigation view designed to help analysts quickly identify who is being targeted and who is most
at risk/impacted by threats (D). Instead of starting from a single message, responders can pivot from user risk signals- Attack Index,
exposure metrics, click behavior, VIP status, and repeated campaign targeting-to build a prioritized queue for investigation. In
Proofpoint IR operations, this supports rapid triage during active phishing/BEC waves: analysts identify the highest-risk users first
(those with permitted clicks or delivered accessible threats), then perform immediate follow-up actions such as credential resets,
session/token revocation, mailbox rule review, and targeted commrs. The People Page is not an access control manager and it is not
the place to configure granular filtering rules per user (that's policy/admin territory). It's also distinct from security awareness
simulation dashboards, though it can inform who should receive training based on risky behavior. As part of detection and analysis,
the People Page helps convert large-scale threat telemetry into actionable, person-focused response steps, minimizing dwell time and
reducing the chance that the most exposed users are missed.

FRE #14
What is the first action a security analyst should take when beginning to review and prioritize alerts from Targeted Attack Protection
(TAP)?

A. Assess claims of false positives by analyzing forensic details and threat indicators.

B. Use filtering options on the TAP Threats page to organize and prioritize threat alerts.
C. Investigate false negatives by identifying root causes in source policy configurations.
D. Open and examine the contents of an email using the associated .em file.
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The first step in a scalable TAP-driven workflow is to reduce the alert set into an actionable queue using built- in filtering on the
Threats page (time range, severity, threat type, campaign grouping, Intended/At Risk

/Impacted, VIP targeting, and "Highlighted" categories). This aligns with SOC operational procedures: triage is a fimnel, and TAP's
dashboards are optimized for sorting by risk and user impact so analysts can quickly identify what is most likely to represent an
active incident. Jumping straight into .eml review or false-positive adjudication is inefficient before you know which threats have user
mteraction (clicks), broad distribution, or high severity. Likewise, false-negative root cause analysis is a later-stage improvement
activity, typically triggered after an incident or quality review. In Proofpoint IR practice, you filter first to find: (1) threats with
"Impacted" users (clicks/mteraction), (2) high severity (credential theft/malware), (3) VIP targeting, and (4) campaign clusters. Only
then do you pivot into forensic details, message artifacts, URL/attachment detonation results, and-if necessary-remediation actions
(blocklists, TRAP pulls, user resets).
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