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A. By using hard-coded memory addresses
B. Employing a heap spray technique
C. Implementing polymorphic code
D. Using brute force to guess addresses

Answer: B

NEW QUESTION # 145 
What is the primary mechanism by which stack overflow attacks achieve code execution?
Response:

A. By corrupting memory allocation metadata
B. By overriding the return address on the stack
C. By overwriting local variables
D. By flooding the stack with NOP sleds

Answer: B

NEW QUESTION # 146 
What is the role of the stack in the Linux memory layout?
Response:

A. To store program instructions
B. To protect memory from buffer overflow attacks
C. To hold local variables and function call information
D. To manage memory allocation for libraries

Answer: C

NEW QUESTION # 147 
Which of the following methods can be used to attack RSA encryption?
(Choose Two)
Response:

A. Timing analysis
B. Replay attacks
C. Decrypting with a public key
D. Factoring the modulus

Answer: A,D

NEW QUESTION # 148 
What is the primary purpose of using Python in penetration testing?
Response:

A. Statistical analysis
B. Data visualization
C. Automated network attacks and tests
D. Web development

Answer: C

NEW QUESTION # 149
......
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