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SASE architecture and integration: This domain covers integrating FortiSASE into existing networks,
F&E 1 identifying core SASE components, and evaluating their roles in advanced deployment scenarios.
Analytics: This section covers troubleshooting connectivity and endpoint issues, analyzing dashboards and
FrRE2 logs, and reviewing reports related to user traffic and security events.
Secure Private Access (SPA): This domain includes designing SPA use cases, deploying SPA with SD-
F&E3 WAN, and implementing ZTNA with tagging rules and access proxy configurations.
SASE deployment and management: This section focuses on deploying and managing FortiSASE for
E branch and remote users, configuring advanced inspection features, and managing endpoint profiles and
compliance rules.
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i /8 #37
When deploying FortiSASE agent-based clients, which three features are available compared to an agentless solution? (Choose
three.)

A. ZTNA tags

B. Anti-ransonmware protection
C. Web filter

D. Vulnerability scan

E. SSL inspection

Z%: CDE

RSB«

‘When deploying FortiSASE agent-based clients, several features are available that are not typically available with an agentless
solution. These features enhance the security and management capabilities for endpoints.

* Vulnerability Scan:

* Agent-based clients can perform vulnerability scans on endpoints to identify and remediate security weaknesses.

* This proactive approach helps to ensure that endpoints are secure and compliant with security policies.

* SSL Inspection:

* Agent-based clients can perform SSL inspection to decrypt and inspect encrypted traffic for threats.

* This feature is critical for detecting malicious activities hidden within SSL/TLS encrypted traffic.

* Web Filter:

* Web filtering is a key feature available with agent-based clients, allowing administrators to control and monitor web access.
* This feature helps enforce acceptable use policies and protect users from web-based threats.

References:

FortiOS 7.6 Administration Guide: Explains the features and benefits of deploying agent-based clients.

FortiSASE 23.2 Documentation: Details the differences between agent-based and agentless solutions and the additional features
provided by agent-based deployments.

FIRE #38
Which service is included in a secure access service edge (SASE) solution, but not in a security service edge (SSE) solution?

e A SWG
e B.CASB
e C.SD-WAN
e D.ZINA

ZER: C
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SD-WAN is a networking component included in a SASE solution but not in an SSE solution. SSE focuses solely on security
services (like ZTNA, SWG, and CASB), while SASE combines both networking (e.g., SD-WAN) and security into a unified
cloud-delivered service.

FIRE #39
Refer to the exhibit.
To allow access, which web tiller configuration must you change on FortiSASE?
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A. URL Filter

B. content filter

C. mline cloud access security broker (CASB) headers
D. FortiGuard category-based filter

BER: A

i RE R -

The exhibit indicates that the URL httpsz//www.bbc.cony is being blocked due to containing a banned word ("fight"'). To allow
access to this specific URL, you need to adjust the URL filter settings on FortiSASE.

* URL Filtering:

* URL filtering allows administrators to define policies that block or allow access to specific URLs or URL patterns.

* In this case, the URL filter is set to block any URL containing the word "fight."

* Modifying URL Filter:

* Navigate to the Web Filter configuration in FortiSASE.

* Locate the URL filter settings.

* Add an exception for the URL https://www.bbc.conv to allow access, even if it contains a banned word.

* Alternatively, remove or adjust the banned word list to exclude the word "fight" if it's not critical to the security policy.
References:

FortiOS 7.6 Administration Guide: Provides details on configuring and managing URL filters.

FortiSASE 23.2 Documentation: Explains how to set up and modify web filtering policies, including URL filters.

fE 8 #40
Refer to the exhibits.

How will the application vulnerabilities be patched, based on the exhibits provided? (Choose one answer)

A. The vulnerability will be patched automatically based on the endpoint profile configuration.
B. The vulnerability will be patched by installing the patch from the vendor's website.

C. The end user will patch the vulnerabilities using the FortiClient software.

D. An administrator will patch the vulnerability remotely using FortiSASE.

ZX: D

AR -

Based on the settings shown in the provided exhibits, the vulnerability remediation workflow is determined by the Endpoint Profile
and the Vulnerability Dashboard.

* Endpomt Profile Evaluation: The top exhibit displays the Scan for Vulnerabilities settings. The toggle for Automatically patch
vulnerabilities is explicitly set to Disabled. Consequently, the system will not perform automated remediation when a scan completes.
* Manual Patching Requirement: The Vulnerability Dashboard (bottom exhibit) lists several application vulnerabilities with a Patching
status of Manual patching required. In a FortiSASE environment, "Manual" indicates that the vulnerability cannot be handled by the
client's autonomous update process and requires a direct instruction from the management plane.

* Administrative Intervention: The dashboard includes a Patch endpoints action button. Since auto- patching is disabled in the
profile, an administrator must manually select the vulnerabilities and click the "Patch endpoints” button to remotely trigger the
patching sequence on the managed endpoints via the FortiSASE cloud service.

* Workflow Logic: While FortiClient acts as the "conductor" on the local machine to facilitate the download and installation, the
trigger for this specific scenario is the administrator’s remote action within the portal. This differentiates it from Option D (which is
disabled) and Option C (which would involve a user manually browsing a website outside the managed SASE workflow).

P #41

Refer to the exhibits.

WiMO-Pro and Win7-Pro are endpoints from the same remote location. WiMO-Pro can access the internet though FortiSASE,
while Wm7-Pro can no longer access the internet Given the exhibits, which reason explains the outage on Wm7-Pro?

A. The Win7-Pro device posture has changed.

B. The Win7-Pro FortiClient version does not match the FortiSASE endpoint requirement.
C. Win-7 Pro has exceeded the total vulnerability detected threshold.

D. Win7-Pro cannot reach the FortiSASE SSL VPN gateway

ER: C
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Based on the provided exhibits, the reason why the Win7-Pro endpoint can no longer access the internet through FortiSASE is due
to exceeding the total vulnerability detected threshold. This threshold is used to determine if a device is compliant with the security
requirerments to access the network.

* Endpoint Compliance:

* FortiSASE monitors endpoint conpliance by assessing various security parameters, including the number of vulnerabilities
detected on the device.

* The compliance status is indicated by the ZTNA tags and the vulnerabilities detected.

* Vulnerability Threshold:

* The exhibit shows that Win7-Pro has 176 vulnerabilities detected, whereas Winl0-Pro has 140 wvulnerabilities.

* Ifthe endpoint exceeds a predefined vulnerability threshold, it may be restricted from accessing the network to ensure overall
network security.

* Tmpact on Network Access:

* Since Win7-Pro has exceeded the vulnerability threshold, it is marked as non-compliant and subsequently loses internet access
through FortiSASE.

* The FortiSASE endpoint profile enforces this compliance check to prevent potentially vulnerable devices from accessing the
mternet.

References:

FortiOS 7.6 Admmnistration Guide: Provides information on endpoint compliance and vulnerability management.

FortiSASE 23.2 Documentation: Explains how vulnerability thresholds are used to determine endpoint compliance and access
control.
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