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Nutanix Certified Professional - Multicloud Infrastructure (NCP-MCI v6.10)
Sample Questions (Q110-Q115):

NEW QUESTION # 110
Refer to Exhibit:

In ascale-out Prism Central deployment, what additional functionality does configuring anFQDN instead of a Virtual [Pprovide?

A. Load balancing
B. Segmentation
C. Resiliency

D. SSL Certificate

Answer: A

Explanation:

‘When usingFQDN instead of a Virtual IP in a scale-out Prism Central deployment, Nutanixenables load balancing across multiple
Prism Central instances.

* Option A (Load balancing) is correctbecause it ensures that requests are distributedamong multiple Prism Central nodes,
improving performance and redundancy.

* Option B (Resiliency) is incorrectbecause resiliency is achieved through HA and replication, not through FQDN configuration.

* Option C (Segmentation) is incorrectbecause network segmentation is handled at the VLAN or security policy level.

* Option D (SSL Certificate) is incorrectbecause SSL certificates can be applied regardless of whether FQDN or Virtual IP is used.
References:

* Nutanix Prism Central Deployment Guide

* Nutanix Best Practices for Scale-Out Prism Central

* Nutanix Support KB: Configuring FQDN for Prism Central

NEW QUESTION # 111
Refer to Exhibit:
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An administrator sees the alert shown in the exhibit.
‘What should the administrator do to ensure the nutanix user can no longer SSH to a CVM using a password?

A. Delete the nutanix user.

B. Rename the nutanix user.

C. Enable Cluster Lockdown.

D. Block port 22 on the CVM firewall.

Answer: C

Explanation:

Understanding the Exhibit & the Alert

The alert states:

* "The cluster is using password-based SSH access for the CVM."

* "Password-based remote logmn is enabled on the cluster.”

* "t is recommended to use key-based SSH access instead of password-based SSH access for better security." This means that
the nutanix user can log in to Controller VMs (CVMs) using a password, which is a security risk.
Corrective Action: Enabling Cluster Lockdown

#(C) Enable Cluster Lockdown. (Correct Answer)

* Cluster Lockdown Mode restricts password-based SSH access and forces key-based authentication.
* This prevents users from logging into CVMs using passwords, enhancing cluster security.

* To enable Cluster Lockdown:

* Go to Prism Central or Prism Element.

* Navigate to Settings # Security # Cluster Lockdown.

* Enable Cluster Lockdown Mode.

Evaluating the Other Answer Choices

#(A) Rename the nutanix user. (Incorrect)

* The nutanix user is a built-in system account required for cluster operations.

* Renaming the user will not prevent SSH access via password.

#(B) Block port 22 on the CVM firewall. (Incorrect)

* Blocking port 22 (SSH) will completely disable SSH access, including key-based authentication.
* This may break cluster management and troubleshooting operations.

#(D) Delete the nutanix user. (Incorrect)

* The nutanix user is a critical system account required for cluster functionality.

* Deleting the account will cause serious issues with cluster management.

Multicloud Infrastructure References & Best Practices

* Nutanix Security Best Practices:

* Always use key-based SSH authentication instead of password-based logins.

* Enable Cluster Lockdown Mode to enforce security policies.

* Regularly audit user access to ensure security compliance.

* Cluster Lockdown Benefits:

* Prevents unauthorized SSH access via passwords.

* Enforces public key authentication, reducing brute-force attack risks.

* Strengthens CVM security against potential exploits.

References:

Nutanix Security Guide #Enabling Cluster Lockdown for SSH Security

Nutanix KB #Securing SSH Access on Nutanix Clusters

NEW QUESTION # 112
An administrator needs to modify anAHV VMto supporta large number of concurrent network connections.



The VM has:

* 4 vCPUs

*20 GBRAM

* OS: Microsoft Windows Server 2022

‘Which modification can improve network performance for network 1/O-intensive applications?

A. EnableAHV Turbo Technology.

B. EnableRSS VirtlO-Net Multi-Queue.
C. Addmore RAM.

D. Addmore vCPUs.

Answer: B

Explanation:

Receive Side Scaling (RSS) VirtlO-Net Multi-Queue improves network performance by distributing network processing across
multiple CPU cores.

* Option C (Enable RSS VirtlO-Net Multi-Queue) is correct:

* This settingreduces CPU bottlenecksby allowing multiple queues to handle network packets.

* It isessential for high-throughput network applications.

* Option A (Add more vCPUs) is incorrect:

* CPU resources are important, butwithout enabling RSS, additional vCPUs will not optimize network traffic distribution.

* Option B (Enable AHV Turbo Technology) is incorrect:

* AHV Turbo improvesdisk 1/O, notnetwork 1/O.

* Option D (Add more RAM) is incorrect:

* RAM does not directly impact network performance.

References:

Nutanix AHV Best Practices Guide #0ptimizing Network Performance with RSS Multi-Queue Nutanix KB #Enabling Multi-Queue
for High-Performance Applications

NEW QUESTION # 113
An admmnistrator needs to configure NTP on Prism Central running on a Hyper-V cluster.
How should the administrator complete this task?

A. Add an external NTP server.

B. Add the DNS server IP.

C. Add the IP of the Domain Controller.
D. Add a server with DNS hostname.

Answer: A

Explanation:

Nutanix platform timing guidelines state that Prism Central requires accurate clock synchronization to ensure proper authentication,
event logging, certificate validation, and cluster orchestration. The documentation details that "NTP must be configured to a
reachable, reliable time source, and best practice is to configure Prism Central to use an external, independent, standards-based
NTP server." Using a Domain Controller is acceptable only if the DC itself'is properly synchronized with an authoritative external
NTP source, but Nutanix strongly recommends specifying the external source directly in Prism Central for consistency across
hypervisors and multi-cluster environments. Adding a DNS server IP is not time-related. Adding a hostname is valid only if it
resolves to a fimctioning NTP server, but the question requires the correct method, not the acceptable syntax.

Therefore, selecting an external NTP server is the correct and recommended configuration.

NEW QUESTION # 114

An administrator is tasked with optimizing a VM's storage to leverage compression features. Currently, vDisks are in a storage
container default-container-91753272703541 that has no optimization activated. The administrator must move the VM's storage to
the storage contamner Production.

What is the most efficient way to achieve this operation?

e A Recreate VM in the Production storage container configuration and copy data.
¢ B. Recreate vDisk in the Production storage container configuration and copy data.
e (. Migrate vDisks to the Production storage container.



e D. Migrate VM to the Production storage container.
Answer: D

Explanation:

The most efficient way to move a VM's storage to a container that has different storage optimization policies (like compression) is to
performaVM migrationto the target container. This operation ensures that all the VM' s vDisks are moved to the destination
container and allows leveraging the configured optimizations on the Production container.

From theNutanix Enterprise Cloud Administration (ECA)course materials:

"VM migration to another storage container in Nutanix Prism Central is supported and can be performed with minimal disruption.
‘When moving a VM to a new container, it inherits the storage optimization policies of that container, including compression,
deduplication, and encryption." Furthermore:

"Migrations can be initiated at the VM level in Prism Central or Prism Element. This is the most streamlined method to ensure all
vDisks for a VM are moved together, preserving data integrity and performance characteristics." Recreating the VM or vDisks
would be cumbersome and require manual data copying, introducing potential risks and downtime.

NEW QUESTION # 115
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