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HE#11
According to ISO/IEC 27001:2022, is it necessary to formulate an information security risk treatment plan?

e A lItis a recommendation, but not a requirement

e B. None ofthe above

e C. Itis only an observation to keep in mind when auditing the management system
e D. It is a requirement to be fulfilled

IEf@E: D
fiR .-

ISO/IEC 27001:2022 requires the organization to define and apply an information security risk treatment process and to prepare a
risk treatment plan. This is a mandatory requirement within clause 6 on planning.
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The purpose of the plan is to define how identified information security risks will be treated, which controls will be selected, and how
the treatment decisions will be implemented. Therefore, it is not optional guidance or an audit note, but a formal requirement. For
that reason, option B is correct.

HF#12
‘Which of the following options should be included in the ISMS policy?

A. The company history and the motivation for implementing the ISMS
B. The results of previous audits

C. The name of the intrusion detection system

D. The information security objectives

Ef#: D

A :

Under ISO/IEC 27001:2022, the information security policy must be appropriate to the purpose of the organization, include
information security objectives or provide the framework for setting them, and include a commitment to satisfy applicable
requirements and to continual improvement of the ISMS. The standard does not require technical product names, company history,
or prior audit results to appear in the policy. Therefore, option C is the best and correct answer.

HP#13
Which of the following aspects is considered a critical success factor in the implementation of an Information Security Management
System?

¢ A. Promoting good information security practices

¢ B. Increasing the confidence of interested parties in the organization
¢ C. Completely avoiding all information security incidents

e D. Satisfying social needs and expectations

IEf#: B

fi .-

A well-implemented ISMS helps build trust and confidence among interested parties by demonstrating that information security risks
are being managed systematically and effectively. Completely preventing all incidents is unrealistic and not required by ISO/IEC
27001:2022. Promoting good practices is important, but the broader organizational outcome recognized as a major success factor is
increased confidence by customers, partners, regulators, and other interested parties. Therefore, option D is the best answer.

i #14
In the context of clause 6.1 actions to address risks and opportunities, the weakness of an asset or control that can be exploited by a
threat is known as:

A. Vulnerability
B. Impact

C. Threat

D. Risk

IEf#: A

AR :

A vulnerability is a weakness of an asset, control, or other element that can be exploited by one or more threats. In information
security risk assessment, vulnerabilities are considered together with threats, likelihood, and impact in order to understand and
evaluate risk. A threat is a potential cause of an unwanted incident, while impact refers to the consequence. Therefore, option C is
correct.



HE #15
What does ISO/IEC 27001:2022 require for information security risk treatment?

¢ A. Performing an information security risk treatment process to select appropriate risk treatment options, taking into account
the results of the risk assessment

¢ B. A person designated by top management with expertise to perform information security risk treatment

e (. Acquiring a set of information security tools to automate risk treatment

¢ D. A consultancy to accurately perform information security risk treatment

EfE: A

TR

ISO/IEC 27001:2022 requires the organization to define and apply an information security risk treatment process. This process must
select appropriate information security risk treatment options, determine the controls necessary to implement the chosen options,
compare the selected controls with Annex A, produce a Statement of Applicability, and formulate a risk treatment plan. The
standard does not require a consultant, a specific tool, or a single appointed individual as the basis for compliance. Therefore, option
B is correct.
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