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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q86-Q91):

NEW QUESTION # 86
Task: Create a custom Threat Prevention profile that includes strict IPS enforcement.

Answer:

Explanation:

See the Explanation. Explanation:

1- Open Threat Prevention > Profiles > New Profile.

2- Name the profile, select "Strict" mode for IPS.

3- Enable Prevent for High and Medium confidence levels.

4- Optionally, enable protections for server-side protections.
5- Save and assign this profile in your Threat Prevention policy.

NEW QUESTION # 87
Task: Simulate false positive and create a detection-only override.

Answer:

Explanation:

See the Explanation. Explanation:

1- Generate test traffic causing a prevent log in SmartConsole.

2- Identify the IPS protection name.

3- Add an exception for that IP or subnet with action "Detect.”

4- Re-test traffic and verify logs reflect "Detect."”

5- Document the false positive and report to Check Point if needed.

NEW QUESTION # 88
Task: Configure inspection settings for mobile VPN users.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Prevention > Inspection Settings.

2- Add a new exception group for mobile user IP pool.
3- Set reduced inspection sensitivity for this group.

4- Save, publish, and test VPN user traffic.

5- Ensure logs still show critical threats being detected.

NEW QUESTION # 89
Task: Confirm IPS protections are correctly layered when using shared layers.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Prevention Policy > Layers tab.

2- Confirm shared layer is attached to Threat Prevention layer.
3- Double-check profile bindings per rule.

4- Publish and install to apply globally.

5- Use logs to validate consistent protection across gateways.



NEW QUESTION # 90
Task: Exclude traffic to internal update servers from Anti- Virus scanning,

Answer:

Explanation:

See the Explanation. Explanation:

1- Open Threat Prevention Policy.

2- Add a rule: Source = Internal Gateway, Destination = AV Server.
3- Assign a profile with AV blade disabled.

4- Set Track = Log and Action= Accept.

5- Place rule before general AV rule, publish, and install.

NEW QUESTION # 91
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