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ECCouncil EC-Council Certified DevSecOps Engineer (ECDE) Sample
Questions (Q100-Q105):

NEW QUESTION # 100

(Terry Crews has been working as a DevSecOps engineer at an IT company that develops software products and web applications
related to IoT devices. She ntegrated Sqreen RASP tool with Slack for sending notifications related to security issues to her team.
How can Sqreen send notification alerts to Slack?)

A. By creating a cookbook, defining a trigger, security response, and notification.
B. By creating a playbook, defining a trigger, Alert a response, and notification.
C. By creating a playbook, defining a trigger, security response, and notification.
D. By creating a cookbook, defining a trigger, Alert a response, and notification.

Answer: C

Explanation:

Sqreen provides runtime application self-protection (RASP) capabilities that allow teams to detect and respond to security threats in
real time. Sqreen uses a structured automation mechanism called aplaybookto define how security events are handled. A playbook
consists of three key conmponents: atriggerthat detects suspicious or malicious behavior, asecurity responsethat defines what action
Sqreen should take (such as blocking a request or flagging an attack), and anotificationthat sends alerts to external systens like
Slack.

The term "cookbook" is not used in Sqreen's alerting and response model, making options A and B incorrect.

Option C incorrectly uses the phrase "Alert a response" instead of "security response,” which does not accurately describe Sqreen's
configuration model. By using playbooks, Sqreen enables automated detection, response, and team notification during the Operate
and Monitor stage, ensuring rapid awareness and collaboration when security incidents occur.

NEW QUESTION # 101

(Andrew Gerrard has recently joned an IT company that develops software products and applications as a DevSecOps engineer.
His team leader asked him to download a jar application from the organization GitHub repository and run the BDD security
framework. Andrew successfully downloaded the jar application from the repository and executed the jar application; then, he
cloned the BDD security framework. Which of the following commands should Andrew use to execute the authentication feature?.)

e A /gradlev -Dcucumber.options="-tags (@authentication -tags @skip".
¢ B. /gradlew -Dcucumber.options="-tags (@authentication -tags (@skip".
¢ C. /gradlew -Dcucumber.options="-tags (@authentication -tags ~(@skip".
¢ D. /gradlev -Deucumber.options="-tags (@authentication -tags ~@skip".
Answer: C
Explanation:

The BDD Security framework is executed through Gradle wrapper commands, and the correct wrapper script on Unix-like systens
is ./gradlew (dot-slash indicates "run the wrapper from the current directory"). Options using /gradlew or /gradlev imply an absolute
path at filesystem root and are typically incorrect for a cloned project. Also, the wrapper name isgradlew, notgradlev. For executing
only the authentication feature (or scenarios tagged for authentication), Cucumber tag expressions are used through the -
Dcucumber.options system property. The command must include --tags (@authentication to select authentication-tagged scenarios.
To skip scenarios tagged "skip," the exclusion operator is used as --tags ~@skip (meaning "exclude @skip").

Options A and B incorrectly include --tags @skip which wouldincludeskipped tests rather than exclude them.

Therefore, ./gradlew -Dcucumber.options="--tags (@authentication --tags ~@skip" is the correct choice to run authentication
scenarios while excluding anything marked to skip.

NEW QUESTION # 102

(William O'Neil has been working as a senior DevSecOps engineer in an I'T company that develops software products related to
ecommerce. At this point in time, his team is working on securing a python-based application. Using GitGraber, William would like
to detect sensitive information in real-time in his organizational GitHub repository. Therefore, he downloaded GitGraber and installed
the dependencies. Which of the following commands should William use to find secrets using a keyword (assume the keyword is

yaho0)?.)



A. python3 gitGraber.py -p wordlist’keywordsfile.txt -q "\yahoo" -s.
B. python3 gitGraber.py -k wordlist/keywordsfile.txt -q "\yahoo" -s.
C. python3 gitGraber.py -w wordlist’keywordsfile.txt -q "\yahoo" -s.
D. python3 gitGraber.py -g wordlist’/keywordsfile.txt -q "\yahoo" -s.

Answer: B

Explanation:

GitGraber uses specific command-line flags to define how secret detection is performed. The -k flag is used to specify akeyword
filethat contains search terms for identifying sensitive data in repositories. In this case, William wants to search for secrets using the
keyword "yahoo," which is passed using the -q flag. Options -w,

-g, and -p are not valid flags for keyword-based scanning in GitGraber. By using -k, GitGraber scans repositories for matches
against the defined keywords and reports potential secret exposures in real time. This capability is especially valuable during the
Code stage, helping tearms prevent credential leakage and maintain secure repositories.

NEW QUESTION # 103

(Charles Rettig has been working as a DevSecOps engineer in an IT company that develops software and web applications for [oT
devices. He integrated Burp Suite with Jenkins to detect vulnerabilities and evaluate attack vectors compromising web applications.
Which of the following features offered by Burp Suite minimizes false positives and helps detect mvisible vulnerabilities?)

A. QAST.
B. NAST.
C. OAST.
D. MAST.

Answer: C

Explanation:

Burp Suite'sOut-of-band Application Security Testing (OAST)feature is designed to detect vulnerabilities that do not produce
immediate or visible responses during standard scanning, OAST works by triggering interactions such as DNS or HTTP callbacks,
which occur outside the normal request-response cycle. This capability enables detection of blind vulnerabilities like blind SQL
ijection and server-side request forgery.

Because findings are based on confirmed external interactions, OAST significantly reduces false positives.

The other options listed are not valid Burp Suite features. Integrating OAST during the Build and Test stage improves the accuracy
of dynamic security testing and ensures deeper coverage of complex and hard-to-detect vulnerability classes before applications are
released.

NEW QUESTION # 104

(Sandra Oliver joined SinClare Soft Pvt. Ltd. as a DevSecOps engineer in January of2010. Her organization develops software and
web applications related to the healthcare industry. Using IAST runtime security testing technology, she is detecting and diagnosing
security issues in applications and APIs. The IAST solution used by Sandra encompasses a web scanner with an agent that works
mside the server that hosts the application to provide additional analysis details such as the location of the vulnerability in the
application code. Based on the given information, which of the following IAST solutions is Sandra using?)

A. Semi-active IAST.
B. Passive IAST.

C. Active IAST.

D. Semi-passive IAST.

Answer: A

Explanation:

Interactive Application Security Testing (IAST) solutions are classified based on how they interact with the application and runtime
environment. In this scenario, the solution uses aweb scannerto actively send requests to the application while also deploying anagent
inside the application serverto observe runtime behavior and map vulnerabilities directly to source code locations. This combined
approach is known assemi- active IAST. It is considered "semi-active" because it actively drives traffic through the application using
a scanner, while the agent passively observes execution paths, data flows, and method calls. Passive IAST solutions rely only on
observing existing traffic and do not use scanners, while active IAST solutions do not typically rely on deep runtime agents in the



same manner. Semi-active IAST significantly reduces false positives and provides precise remediation details, making it highly
effective during the Build and Test stage, where applications are actively exercised and security issues can be identified and fixed
before release.

NEW QUESTION # 105
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