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Fortinet EMEA Advanced Support Exam Sample Questions (Q30-Q35):

NEW QUESTION # 30
How many layers does the OSI Model contain?

A0
B. 1
C.2
D.3

Answer: A

Explanation:
The OSI (Open Systens Interconnection) model consists of seven layers: Physical, Data Link, Network, Transport, Session,
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Presentation, and Application. This framework is used in Fortinet documentation to explain protocol operations. Options A, C, and
D are incorrect as they do not match the standard OSI model.

Exact extract: "The OSI model defines seven layers for network commumnication: 1. Physical, 2. Data Link, 3.

Network, 4. Transport, 5. Session, 6. Presentation, 7. Application."

NEW QUESTION # 31
Which of'the following is a network monitoring protocol?

A. RDP
B. Telnet
C. SNMP
D. SSH

Answer: C

Explanation:

SNMP (Simple Network Management Protocol) is specifically designed for monitoring and managing network devices, allowing
administrators to query device status, performance metrics, and configure alerts for issues. It operates by using agents on devices
that report to a central manager. In contrast, RDP is for remote desktop access, Telnet for unsecure remote command-line access,
and SSH for secure remote access. SNMP is the standard protocol for network monitoring in Fortinet products like FortiGate,
FortiSwitch, etc. Exact extract: SNMP enables admmistrators to monitor how devices are performing and make changes to network
devices so that data moves through the network more efficiently. Simple Network Management Protocol (SNMP) enables you to
monitor hardware on your network. The FortiSwitch SNMP implementation is read- only. Monitoring FortiAP with SNMP. You
can enable SNMP directly on FortiAP by implementing a SNMPD daemon/subagent on the FortiAP side. The Sinple Network
Management Protocol (SNMP) allows you to monitor hardware on your network. You can configure the hardware, such as the
FortiProxy SNMP agent.

NEW QUESTION # 32
What does the FortiGate 'set nat enable' command do in a firewall policy?

A. Enables NAT for incoming traffic only
B. Disables NAT for the policy

C. Forces NAT to use a specific IP pool
D. Enables NAT for outgoing traffic

Answer: D

Explanation:

The 'set nat enable' command in a FortiGate firewall policy enables Source NAT (SNAT) for outgoing traffic, typically rewriting the
source IP to the FortiGate's nterface IP or an IP pool. It does not disable NAT (B), force a specific pool (C), or limit to incoming
traffic (D). Exact extract: "The 'set nat enable' command in a firewall policy enables Source NAT, rewriting the source IP address of
outgoing traffic to the egress interface IP or a configured NAT pool."

NEW QUESTION # 33
Which FortiGate feature allows for policy-based routing?

A. Policy Routes
B. SD-WAN Rules
C. Static Routes
D. Dynamic Routes

Answer: A

Explanation:

Policy Routes in FortiGate allow routing decisions based on criteria like source, destination, or service, overriding the default routing
table. SD-WAN Rules (A) are for WAN optimization, Static Routes (C) are fixed, and Dynamic Routes (D) are protocol-based,
not policy-based. Exact extract: "Policy Routes allow FortiGate to make routing decisions based on user-defined criteria, such as
source/destination IPs or services, overriding standard routing,"



NEW QUESTION # 34
Firewall is performing stateful inspection for TCP traffic between Client 10.0.0.21 and Server 172.16.1.200.

A. The ACK was not supposed to be sent to client 10.0.0.21
B. Traffic is Asymmetric and not allowed by the Firewall

C. Three way handshake was not completed

D. Traffic should be allowed

Answer: C

Explanation:

Stateful inspection requires a complete TCP three-way handshake (SYN, SYN-ACK, ACK) to establish a session in the firewall's
state table. If the handshake is incomplete (e.g., missing ACK), the session is not established, and traffic is dropped. The question
implies a stateful firewall scenario where traffic is blocked, likely due to an incomplete handshake. Asymmetric traffic (B) or
incorrect ACK (A) are not indicated without further context, and C is incorrect if the handshake fails. Exact extract: "Stateful
inspection ensures that a TCP three-way handshake is completed before allowing traffic... If the handshake is not completed,
FortiGate drops the packets as invalid."

NEW QUESTION # 35
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