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You need to ensure disaster recovery requirements are met.

What code should you add at line PC16?

To answer, drag the appropriate code fragments to the correct locations. Each code fragment may be used once, more than once,
or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Values Answer Area

t " 2
e var copyOptions = new CopyOptions { };

var context = new Value = (source, destination) => Task.FromResult(true);

SingleTransferContext
context. Value = (source, destination) => Task.FromResult(true);

ShouldTransferCallbackAsync await TransferManager.CopyAsync(blob, GetDRBlob(blob), isServiceCopy: Value

: , context: context, options:copyOptions);
false

DirectoryTransferContext

ShouldOverwriteCallbackAsync !

st

Values . Answer Area

var copyOptions = new CopyOptions { };

s 1
TR R T var context = new DirectoryTransferContext { (source, destination) => Task.FromResult(true);
| SingleTransferContext i p +
R S | context. | ShouldTransferCallbackAsync. (= (source, destination) => Task.FromResult(true);

:ShouldTransferCallbackAsync | await TransferManager.CopyAsync(blob, GetDRBlob(blob), isServiceCopy: false
:: S SN : , context: context, options:copyOptions);

false 1

_____________ 4

| R W SR A R R %

| DirectoryTransferContext (

| ShouldOverwriteCallbackAsync |
[ S % : ;

Explanation
var copyOptionss= new CopyOptdans { };
var contéxt = new : DirectoryTransferContext = (source, destination) => Task.FromResult(true);
context. :ShouldTransferCallbackAsync |= (source, destination) => Task.FromResult(true);

await Transferllanager.CopyAsync(blob, GetDRBlob(blob), isServiceCopy: false

, context: context, options:copyOptions);

Scenario: Disaster recovery. Regional outage must not impact application availability. All DR operations must not be dependent on
application running and nust ensure that data in the DR region is up to date.

Box 1: DirectoryTransferContext

We transfer all files in the directory.

Note: The TransferContext object comes in two forms: SingleTransferContext and DirectoryTransferContext.

The former is for transferring a single file and the latter is for transferring a directory of files.

Box 2: ShouldTransferCallback Async

The DirectoryTransferContext. Should TransferCallback Async delegate callback is invoked to tell whether a transfer should be done.



Box 3: False

If'you want to use the retry policy in Copy, and want the copy can be resume if break in the middle, you can use SyncCopy
(isServiceCopy = false).

Note that if you choose to use service side copy (‘isServiceCopy’ set to true), Azure (currently) doesn't provide SLA for that.
Setting 'isServiceCopy' to false will download the source blob loca Reference:
httpsz/docs.microsoft.com/en-us/azure/storage/commony/storage-use-data-movement- library
httpsz/docs.microsoft.com/en-us/dotnet/api/microsoft. windowsazure. storage.datamovement. directorytransfercon

Topic 6, Coho Winery

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to conplete each
case. However, there may be additional case studies and sections on this exam You must manage your time to ensure that you are
able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case
studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next section of the exam. After you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. When you are ready to answer a question, click the Question button to return to the question.
LabelMaker app

Coho Winery produces, bottles, and distributes a variety of wines globally. You are a developer implementing highly scalable and
resilient applications to support online order processing by using Azure solutions.

Coho Winery has a LabelMaker application that prints labels for wine bottles. The application sends data to several printers. The
application consists of five modules that run independently on virtual machines (VMs).

Coho Winery plans to move the application to Azure and continue to support label creation.

External partners send data to the LabelMaker application to include artwork and text for custom label designps.

Requirements. Data

You identify the following requirements for data management and manipulation:

Order data is stored as nonrelational JSON and must be queried using SQL.

Changes to the Order data must reflect mmediately across all partitions. All reads to the Order data must fetch the most recent
writes.

Requirements. Security

You have the following security requirements:

Users of Coho Winery applications must be able to provide access to documents, resources, and applications to external partners.
External partners must use their own credentials and authenticate with their organization's identity management solution.

External partner logins must be audited monthly for application use by a user account administrator to maintain company compliance.
Storage of e-commerce application settings must be maintained in Azure Key Vault.

E-commerce application sign-ins must be secured by using Azure App Service authentication and Azure Active Directory (AAD).
Conditional access policies must be applied at the application level to protect company content.

The LabelMaker application must be secured by using an AAD account that has full access to all namespaces of the Azure
Kubernetes Service (AKS) cluster.

Requirements. LabelMaker app

Azure Monitor Container Health must be used to monitor the performance of workloads that are deployed to Kubernetes
environments and hosted on Azure Kubernetes Service (AKS).

You nust use Azure Container Registry to publish images that support the AKS deployment.

Architecture
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Issues

Calls to the Printer API App fail periodically due to printer communication timeouts.

Printer commumication timeouts occur after 10 seconds. The label printer must only receive up to 5 attenpts within one minute.
The order workflow fails to run upon initial deployment to Azure.

Order.json

Relevant portions of the app files are shown below. Line numbers are included for reference only.

This JSON file contains a representation of the data for an order that includes a single tem

Order.json




vl {
02 *id” : 1,
03  “customers” : [

04 {

85 “familyName” : “Doe”,

86 “givenName” : “John”,

07 “customerid” : 5

28 }

9 1,

10  “line_items” : [

11 {

12 “fulfillable_quantity” : 1,
13 “id” : 6,

14 “price” : *199.99% ,

15 “product_id” : 7513594,

16 “quantity”: 1, @
17 “requires_shipping” : true
18 “sku” : “SFC-342-N” , o
19 “title”: “Surface Go” ,<:’
20 “vendor” : “Micr o@f

21 “name” : “Surfa c& - 8GB” ,
22 “taxable” : i‘}

23 “tax_lines’

24 { Q

25 b @' State Tax” ,

26 M oo 3,080

27 Q‘ e” : 0.06

28

IR

30 “total_discount” : “5.00” ,
31 “discount_allocations” : [

32 {

33 “amount” : “5.00” ,

34 “discount_application_index” : 2
35 }

36 ]

37 }

EL I

39 “address” : {

40 “state” : “NY» ,

41 “state”: “Manhattan” ,

42 “city” : “NY»

43 } Bl

44 } m Microsoft

R #172



You develop and add several functions to an Azure Function app that uses the latest runtime host. The functions contain several
REST API endpoints secured by using SSL. The Azure Function app runs in a Consumption plan.

You must send an alert when any of the finction endpoints are unavailable or responding too slowly.

You need to monitor the availability and responsiveness of the functions.

‘What should you do?

A. Create a timer triggered function that calls Track Availability() and send the results to Application Insights.

B. Add a new diagnostic setting to the Azure Function app. Enable the FunctionAppLogs and Send to Log Analytics options.
C. Create a timer triggered function that calls GetMetric('"Request Size") and send the results to Application Insights.

D. Create a URL ping test.

Ef#: A

fiE L.

You can create an Azure Function with Track Availability() that will run periodically according to the configuration given in
TimerTrigger function with your own business logic. The results of this test will be sent to your Application Insights resource, where
you will be able to query for and alert on the availability results data. This allows you to create customized tests similar to what you
can do via Availability Monitoring in the portal

Customized tests will allow you to write more complex availability tests than is possible using the portal UL, monitor an app inside of
your Azure VNET, change the endpoint address, or create an availability test even if this feature is not available in your region.
DI18912E1457D5D1DDCBD40AB3BF70D5D

Reference:

https:/docs.microsoft.com/en-us/azure/azure-monitor/app/availability-azure- fimetions

HE #173

You have an application that provides weather forecasting data to external partners. You use Azre API Managemment to publish
APls.

You must change the behavior of the API to meet the following requirements:

* Support alternative input parameters.

* Remove formatting text from responses.

* Provide additional context to back-end services.

Which types of policies should you implement? To answer, drag the policy types to the correct scenarios.

Each policy type may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to
view content NOTE: Each correct selection is worth one point.

Policy types Answer Area

Inbound Requirement Policy type

Qutbound Rewrite the régquest URL to match to the format expected by policy type
the web sgrvice.
Backend

Remole formatting text from responses. policy type

Forward the user ID that is associated with the subscription policy type
key for the original request to the back-end service.

Policy.t'ypes Answer Area
MADOUNOR /1< .. .. } Requirement _ _ Policytype
[:6;‘ pound —f Rewrite the request URL to match to the format expected by 1Qutbound
[ the web sgrvice.
ackend R < Sz e -~ e

e e = = Remove formatting text from responses. | Inbound

Forward the user ID that is associated with the subscription ¢ Backend _ _ _
key for the original request to the back-end service.

Explanation:



Requirement L] Micro SOft Policy type

Rewrite the request URL to match to the format
expected by the web service. Outbound

Remove formatting text from responses. Inbaund
Forward the user ID that is associated with the subscription
key for the original request to the back-end service Backend
H #174

You are building a website to access project data related to terms within your organization. The website does not allow anonymous
access. Authentication performed using an Azure Active Directory (Azure AD) app named internal.

The webstte has the following authentication requirements:

*Azre AD users must be able to login to the website.

*Personalization of the website must be based on membership in Active Directory groups.

You need to configure the application's manifest to meet the authentication requirements.

How should you configure the manifest? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

“appId”: “dé6ll26e3-08%b-4adb-b721-
d5023213d£74”,
s "All",

w
“optionalClaims” == Microsof
‘groupMembershipClaims”

“a1lowPut_)li5:_Client“
“oaqchPermission s"

“requi;edResourceAccess"
“oauth2Allowl mplicitFlow"




“appId”: “dé6ll26e3-08%b-4adb-b721-
d5023213d£f74”,

- : "All";
“optionalClaims”
____________ .
‘groupMembershipClayns”
_______ P ———

¥ : true

“allowPublicClient”

M pergagFsimissions
‘requiredResourceAccess”

}

Explanation:

Box 1: groupMembershipClaims

Personalization of the website must be based on membership in Active Directory groups.

Group clains can also be configured in the Optional Claims section of the Application Manifest. Enable group membership clains by
changing the groupMembershipClaim The valid values are:

N

- "SecurityGroup"

- '"DistributionList"

- "DirectoryRole"

Here we need to mention that we want to get the groups for the users. Hence we need to mention to set the
groupMembershipClains property to AlL

Box 2: cauth? AllowInplicitFlow

Azure AD users must be able to login to the website.

auth?2Permissions can only accept collections value like an array, not a boolean. oauth2 AllowlmplicitFlow accepts boolean value.
Here from the list of options given, if we want the application to fetch the required tokens , we would need to allow Inplicit Flow.

R #175

You are preparing to deploy a medical records application to an Azure virtual machine (VM). The application will be deployed by
using a VHD produced by an on-premises build server.

Youneed to ensure that both the application and related data are encrypted during and after deployment to Azure.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.



Run the Azure PowerShell command New-AzureRmvM.

Actions Answer area

Encrypt the on-premises VHD by using BitLocker without a TPM. Upload
the VM to Azure Storage.

Run the Azure PowerShell command set-
AzureRmVMDiskEncryptionExtension.

Run the Azure PowerShell command Set-AzureRmvMOSDisk.

Encrypt the on-premises VHD by using BitLocker with a TPM. Upload the
VM to Azure Storage.

OO

O,
©

Rt e

Answer Area

Encrypt the on-premises VHD by using
BitLocker without a TPM. Upload the VM to
Azure Storage

Run the Azure PowerShell command Set-
AzureRMVMOSDisk

Run the Azure PowerShell command Set-
AzureRmVMDiskE&ncryptionExtension

1 - Encrypt the on-premises VHD by using BitLocker without a TPM. Upload the VM to Azure Storage
2 - Run the Azure PowerShell command Set- AzareRMVMOSDisk

3 - Run the Azure PowerShell command Set- AzreRmVMDiskEncryptionExtension Reference:
httpss//www.itprotoday.conviaaspaas/use-existing-vhd-azurerm-vm

M #176
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