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Linux Foundation KCSA Prüfungsplan:

Thema Einzelheiten

Thema 1

Kubernetes Threat Model: This section of the exam measures the skills of a Cloud Security Architect and
involves identifying and mitigating potential threats to a Kubernetes cluster. It requires understanding
common attack vectors like privilege escalation, denial of service, malicious code execution, and network-
based attacks, as well as strategies to protect sensitive data and prevent an attacker from gaining
persistence within the environment.
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Thema 2

Platform Security: This section of the exam measures the skills of a Cloud Security Architect and
encompasses broader platform-wide security concerns. This includes securing the software supply chain
from image development to deployment, implementing observability and service meshes, managing Public
Key Infrastructure (PKI), controlling network connectivity, and using admission controllers to enforce
security policies.

Thema 3

Compliance and Security Frameworks: This section of the exam measures the skills of a Compliance
Officer and focuses on applying formal structures to ensure security and meet regulatory demands. It
covers working with industry-standard compliance and threat modeling frameworks, understanding supply
chain security requirements, and utilizing automation tools to maintain and prove an organization's security
posture.

>> KCSA Online Tests <<

KCSA Exam - KCSA Online Praxisprüfung
Die Linux Foundation KCSA Zertifizierungsprüfung sind jedem IT-Fachmann sehr wichtig. Solange Sie das KCSA Zertifikat
bekommen, werden Sie im Beruf sicher nicht aussondert. Sie werden befördert und ein höheres Gehalt beziehen. Mit diesem
Zertifikat können Sie alle bekommen, was Sie wünschen. Die Fragenpool zur Linux Foundation KCSAZertifizierungsprüfung von
ExamFragen sind die Ressourcen zum Erfolg. Mit diesen Schulungsmaterialien werden Sie den Schritt zum Erfolg beschleunigen. Sie
werden sicher mehr selbstbewusster.

Linux Foundation Kubernetes and Cloud Native Security Associate KCSA
Prüfungsfragen mit Lösungen (Q51-Q56):
51. Frage 
Given a standard Kubernetes cluster architecture comprising a single control plane node (hosting bothetcdand the control plane as
Pods) and three worker nodes, which of the following data flows crosses atrust boundary
?

A. From API Server to Container Runtime
B. From kubelet to API Server
C. From kubelet to Container Runtime
D. From kubelet to Controller Manager

Antwort: B

Begründung:
* Trust boundariesexist where data flows between different security domains.
* In Kubernetes:
* Communication between thekubelet (node agent)and theAPI Server (control plane)crosses the node-to-control-plane trust
boundary.
* (A) Kubelet to container runtime is local, no boundary crossing.
* (C) Kubelet does not communicate directly with the controller manager.
* (D) API server does not talk directly to the container runtime; it delegates to kubelet.
* Therefore, (B) is the correct trust boundary crossing flow.
References:
CNCF Security Whitepaper - Kubernetes Threat Model: identifies node-to-control-plane communications (kubelet # API Server)
as crossing trust boundaries.
Kubernetes Documentation - Cluster Architecture

52. Frage 
A container running in a Kubernetes cluster has permission to modify host processes on the underlying node.
What combination of privileges and capabilities is most likely to have led to this privilege escalation?

A. hostPath and AUDIT_WRITE

https://www.examfragen.de/KCSA-pruefung-fragen.html
https://de.fast2test.com/KCSA-practice-test.html


B. There is no combination of privileges and capabilities that permits this.
C. hostNetwork and NET_RAW
D. hostPID and SYS_PTRACE

Antwort: D

Begründung:
* hostPID:When enabled, the container shares the host's process namespace # container can see and potentially interact with host
processes.
* SYS_PTRACE capability:Grants the container the ability to trace, inspect, and modify other processes (e.g., via ptrace).
* Combination of hostPID + SYS_PTRACE allows a container toattach to and modify host processes, which is a direct privilege
escalation.
* Other options explained:
* hostPath + AUDIT_WRITE:hostPath exposes filesystem paths but does not inherently allow process modification.
* hostNetwork + NET_RAW:grants raw socket access but only for networking, not host process modification.
* A:Incorrect - such combinationsdo exist(like B).
References:
Kubernetes Docs - Configure a Pod to use hostPID: https://kubernetes.io/docs/tasks/configure-pod-container
/share-process-namespace/
Linux Capabilities man page: https://man7.org/linux/man-pages/man7/capabilities.7.html

53. Frage 
What is the purpose of an egress NetworkPolicy?

A. To control the outgoing network traffic from one or more Kubernetes Pods.
B. To secure the Kubernetes cluster against unauthorized access.
C. To control the incoming network traffic to a Kubernetes cluster.
D. To control the outbound network traffic from a Kubernetes cluster.

Antwort: A

Begründung:
* NetworkPolicycontrols network trafficat the Pod level.
* Ingress rules:controlincomingconnections to Pods.
* Egress rules:controloutgoingconnectionsfrom Pods.
* Exact extract (Kubernetes Docs - Network Policies):
* "An egress rule controls outgoing connections from Pods that match the policy."
* Clarifying wrong answers:
* A/B: Too broad (cluster-level); policies apply per Pod/Namespace.
* C: Security against unauthorized access is broader than egress policies.
References:
Kubernetes Docs - Network Policies: https://kubernetes.io/docs/concepts/services-networking/network- policies/

54. Frage 
Which label should be added to the Namespace to block any privileged Pods from being created in that Namespace?

A. pod-security.kubernetes.io/enforce: baseline
B. pod.security.kubernetes.io/privileged: false
C. privileged: true
D. privileged: false

Antwort: A

Begründung:
* KubernetesPod Security Admission (PSA)enforcesPod Security Standardsby applying labels on Namespaces.
* Exact extract (Kubernetes Docs - Pod Security Admission):
* "You can label a namespace with pod-security.kubernetes.io/enforce: baseline to enforce the Baseline policy."
* Thebaselineprofile explicitly disallowsprivileged podsand other unsafe features.
* Why others are wrong:



* A & D: These labels do not exist in Kubernetes.
* B: Setting privileged: true would allow privileged pods, not block them.
References:
Kubernetes Docs - Pod Security Admission: https://kubernetes.io/docs/concepts/security/pod-security- admission/ Kubernetes
Docs - Pod Security Standards: https://kubernetes.io/docs/concepts/security/pod-security- standards/

55. Frage 
In Kubernetes, what isPublic Key Infrastructure (PKI)used for?

A. To manage certificates and ensure secure communication in a Kubernetes cluster.
B. To monitor and analyze performance metrics of a Kubernetes cluster.
C. To automate the scaling of containers in a Kubernetes cluster.
D. To manage networking in a Kubernetes cluster.

Antwort: A

Begründung:
* Kubernetes usesPKI certificatesextensively to secure communication between control plane components (API server, etcd, kube-
scheduler, kube-controller-manager) and with kubelets.
* Certificates enablemutual TLS authentication and encryptionacross components.
* PKI does not handle scaling, networking, or monitoring.
References:
Kubernetes Documentation - Certificates
CNCF Security Whitepaper - Cluster communication security and the role of PKI.

56. Frage
......

Wenn Sie unsere Lernmaterialien zur Linux Foundation KCSA Zertifizierungsprüfung benutzen wollen, werden sicher die Zeit und
Wirtschaftskosten reduziert. Vorm Kauf unserer Linux Foundation KCSA Prüfungsfrage können Sie kostenlos unsere Fragen
herunterladen. Sie sind in der Form von PDF und Software. Wenn Sie die Softwareversion brauchen, bitte setzen Sie sich
inVerbindung mit unserem Kundenservice.
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